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Abstract—This work considers unmanned aerial vehicle (UAV)
networks for collecting data covertly from ground users. The fullduplex (FD) UAV intends to gather critical information from
a scheduled user (SU) through wireless communication and
generate artificial noise (AN) with random transmit power in
order to ensure a negligible probability of the SU’s transmission
being detected by the unscheduled users (USUs). To enhance
the system performance, we jointly design the UAV’s trajectory and its maximum AN transmit power together with the
user scheduling strategy subject to practical constraints, e.g., a
covertness constraint, which is explicitly determined by analyzing
each USU’s detection performance, and a binary constraint
induced by user scheduling. The formulated design problem
is a mixed-integer non-convex optimization problem, which is
challenging to solve directly, but tackled by our developed penalty
successive convex approximation (P-SCA) scheme. An efficient
UAV trajectory initialization is also presented based on the
successive hover-and-fly (SHAF) trajectory, which also serves as
a benchmark scheme. Our examination shows the developed PSCA scheme significantly outperforms the benchmark scheme in
terms of achieving a higher max-min average transmission rate
(ATR) from all the SUs to the UAV.
Index Terms—UAV networks, covert communication, physical
layer security, artificial noise, full-duplex.

I. I NTRODUCTION
Unmanned aerial vehicle (UAV) communications have attracted significant attention in both military and civilian applications, such as cargo delivery, aerial filming and inspection [2]. Different from traditional terrestrial wireless communications, UAV-enabled wireless communications possess
many advantages, such as on-demand and swift deployment,
higher network flexibility with the controllable UAV movement, and high possibilities of line-of-sight (LoS) communication links between the UAV and ground users. In particular, the favorable LoS air-to-ground communication links
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can be efficiently exploited in various UAV-enabled wireless
networks for performance enhancement by properly designing
the UAV’s flight trajectory (e.g., [3]–[7]). However, the LoS
air-to-ground communication links also cause UAV communications to suffer from more stringent security issues than
the conventional terrestrial wireless communications, since
the confidential information transmitted by a UAV is more
vulnerable to malicious users when the UAV is in sight.
Recently, several works addressed the wireless communication security of UAV networks from the perspective of
physical layer security (e.g., [8]–[14]). In [8], the authors
designed the UAV trajectory and transmit power to enhance
the quality of the desired communication link and degrade
the eavesdropping link in order to prevent the confidential
information from being intercepted by eavesdroppers. The use
of a UAV as a friendly jammer to enhance the terrestrial
wireless communication security was considered in [9], [10].
Along this direction, the authors of [11], [12] considered dual
UAV-enabled wireless communications, where one UAV as a
transmitter sends confidential information to intended users
and the other UAV acting as a jammer generates artificial
noise (AN) to create interference to eavesdroppers. It was
shown that the communication security of such UAV networks
can be enhanced by jointly optimizing the UAV’s trajectory
and transmit power of the two cooperative UAVs. Meanwhile, the authors of [13] considered energy-efficient secure
communication in the context of UAV networks, where the
UAV’s trajectory and resource allocation together with the
jamming policy were jointly optimized to maximize the energy
efficiency. Furthermore, the work [14] optimized the location
of a UAV (acting as a mobile relay) and its transmit power to
improve the security performance of UAV relay networks.
The aforementioned physical layer security technology only
addresses protecting the contents of wireless communications
in UAV networks. We note that, in some practical scenarios
hiding the transmission behavior of a transmitter is explicitly
required (e.g., [15]–[18]), which is also desirable in some
UAV networks. We note that, once the transmission behavior
of a transmitter is detected by malicious users, its location information is exposed, which makes it vulnerable to
physical or ongoing attacks. Fortunately, the emerging covert
communication technology can hide the very existence of a
wireless transmission, i.e., avoiding a wireless transmission
being detected by a warden (e.g., [19]–[32]).
Covert communication in additive white Gaussian noise
(AWGN) channels was considered in [19], where the authors
proved that the transmitter
can covertly and reliably transmit
√
no more than O( n) bits to a receiver. The impact of a
finite number of channel uses on covert communication was
considered in [20]–[22]. Meanwhile, covert communications
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in full-duplex (FD) networks were examined in [23], [24],
where the transmitter intends to communicate with a FD
receiver covertly with the aid of AN transmitted by the
receiver. In addition to AN, the impact of noise uncertainty
on covert communications was examined in [25], where the
authors proved that the transmitter can transmit O(n) bits
to receiver covertly and reliably. On this basis, the authors
in [26] derived the average covert probability and the covert
outage probability when a warden’s noise power suffers from
bounded and unbounded uncertainties. Furthermore, covert
communications with poisson field random interferers and
covert communications in relay networks were investigated in
[27] and [28], [29], respectively. Most recently, covert communications with backscatter radio and multi-antenna technology
were investigated in [30] and [31], respectively.
Data collection is an important application and research
topic in the context of Internet of Things (IoT) [33]. In
conventional IoT scenarios, a sensor node normally has to
send its sensing information to a sink node via multi-hop
communications, which costs a large amount of energy consumption at the sensor nodes [34]. In addition, in some special
application scenarios (e.g., remote mountainous or volcanic
areas), it is difficult or even impossible to collect information
data from all the sensor or sink nodes to the internet. Utilizing
a UAV as a data collector, each sensor node can directly
transmit its collected information to the UAV and the UAV
can sequentially schedule the sensor nodes to collect data
from them when it moves sufficiently close to them. Thus, the
use of a UAV as a mobile data collector is highly appealing
for saving the energy and proving reliable data collection,
which is a significantly important application scenario of
UAV networks. In such data collection scenarios, the ground
users (i.e., sensor nodes) or the UAV may prefer to preserve
the ground users’ privacy (e.g., location information) from
each other when they are transmitting critical information to
the UAV. For example, multiple intelligence inspectors (i.e.,
ground users) are dispatched by a leader (i.e., UAV) to collect
critical information within a specific area. The UAV may
not trust these inspectors and thus prefers them to conduct
independent observation. Thus, the UAV has to prevent them
from locating each other (such that they can collaboratively
deceit the UAV) by hiding them from each other. We also note
that if some of these inspectors are malicious, the transmission
behavior of the scheduled inspector may be detected by the
malicious ones, which may expose its location information
and make it vulnerable to malicious attacks. Therefore, in
this work we design a UAV-enabled system based on covert
wireless communications to enable the ground users to hide
their transmissions from each other while conveying critical
information to the UAV. In our considered system as shown
in Fig. 1, the UAV, working on the FD mode, not only
collects data from the scheduled user (SU), but also generates
AN with random transmit power to create uncertainty at the
unscheduled users (USUs) in order to maintain a certain level
of covertness. We note that covert communication in UAV
data collection network has been investigated in [1]. However,
[1] only focused on the detection performance analysis at the
USUs, while the detailed covert transmission design was not

UAV

Scheduled User

Unscheduled Users

Covert communications in the context of UAV data collection
Fig. 1.
networks.

presented. In addition, although the recent works [23] and [24]
respectively examined the effect of AN generated by a FD
receiver with an infinite blocklength and a finite blocklength,
they focused on single-user static scenarios. In contrast, this
work considers a flying UAV, which can extend the application
of covert communications into dynamic scenarios. We also
note that the recent work [35] considered a multicarrier solarpowered UAV communication system, where the UAV is used
to serve multiple users in the downlink transmission, while the
UAV’s trajectory and resource allocation were jointly designed
in order to maximize the sum throughput. The main difference
between this work and [35] is on the consideration of the
covertness constraint, where the UAV helps hide a ground
user, who is uploading data to the UAV, from other ground
users. In addition, we focus on the UAV uplink data collection,
while [35] considered the UAV serving multiple users in the
downlink transmission. The main contributions of this work
are summarized as below.
• For the first time, we consider UAV-enabled covert data
collection based on covert communication techniques to
achieve a high-level security and privacy of each ground
user in UAV networks. Specifically, we first derive the
transmission outage probability from a SU to the UAV,
which determines the transmission rate expression based
on an outage constraint. We then analyze the detection
performance at each USU who serves as the detector
warden, i.e., we derive the expressions for the false
alarm and miss detection rates, based on which we
analytically determine the optimal detection threshold and
the corresponding minimum detection error rate. This
detection performance analysis enables us to determine
the covertness constraint explicitly, which is a main
constraint in the system design.
• In order to enhance the covert data collection performance, we formulate an optimization problem to jointly design the UAV’s trajectory, the UAV’s maximum
AN transmit power, and the user scheduling strategy.
This design aims to maximize the minimum average
transmission rate (ATR) from all the SUs to the UAV,
subject to multiple practical constraints. The formulated
optimization problem is challenging to solve directly,
since it is a mixed-integer optimization problem and the
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optimization variables are closely coupled with each other. To tackle it, we develop a penalty successive convex
approximation (P-SCA) scheme. Specifically, we first add
the penalty term for violating the binary constraint to
the objective function and then we apply the first-order
restrictive approximation to transform the optimization
problem into a convex form, which can be solved with the
aid of successive convex approximation (SCA) techniques
iteratively.
• To improve the convergence rate of the developed P-SCA
scheme and achieve a superior covertness performance,
we propose an efficient UAV trajectory initialization
scheme based on the successive hover-and-fly (SHAF)
trajectory, which also serves as a benchmark scheme in
this work. Our examination shows the developed P-SCA
scheme achieves a significantly higher max-min ATR than
the benchmark scheme, which demonstrates the necessity
of jointly designing the UAV’s trajectory and other system
parameters. Interestingly, our results also show that, as
the covertness constraint becomes stricter, the UAV’s
trajectory achieved by the P-SCA scheme always shrinks
inward relative to the region determined by all ground
users and the UAV’s maximum AN transmit power is
dominated by the distance from the UAV to the strongest
detector.
The remainder of this work is organized as follows. In
Section II, we present the considered system model. In Section
III, we analyze the detection performance at the USUs. In
Section IV, we develop the P-SCA scheme to jointly design
the UAV’s trajectory and the maximum AN transmit power
as well as the user scheduling to maximize the minimum
ATR, where the SHAF trajectory initialization scheme is also
presented. Section V provides our numerical results to draw
useful insights on the system design and Section VI presents
our conclusion remarks.
II. S YSTEM M ODEL
A. Considered Scenario and Adopted Assumptions
As shown in Fig. 1, in this work we consider covert
communications in a UAV network, where a UAV acts as
a mobile data collector to gather information from K users
on the ground. We assume that at most one ground user is
scheduled for data transmission at one time instant t. The
SU (i.e., scheduled user) intends to transmit information to
the UAV covertly and does not wish this transmission to
be detected by the USUs (i.e., unscheduled users) in order
to preserve the privacy of the SU (e.g., hiding the location
information of the SU from USUs). In this work, we consider
that the UAV is equipped with a receive antenna and a
transmit antenna, in which the receive antenna is used for data
collection and the transmit antenna is used to assist the covert
transmission from the SU to the UAV by generating AN. The
UAV’s flight period is set to a finite value T due to the limited
battery capacity. During the flight period T , the UAV flies at
a fixed altitude H, which should be properly selected to avoid
obstacles. The UAV’s trajectory projected onto the horizontal
plane is denoted as {qu (t) ∈ R2×1 , 0 ≤ t ≤ T }, while

the horizontal coordinate of the k-th ground user is denoted
by wk ∈ R2×1 , k ∈ K , {1, 2, · · · , K}. To facilitate the
UAV’s trajectory design, we divide the flight period T into N
equal-time slots, i.e., T = N δt , where δt is the duration of
each time slot and should be chosen properly to balance the
approximation accuracy and computational complexity. Thus,
the UAV’s trajectory qu (t), 0 ≤ t ≤ T , can be approximated
by qu [n], n ∈ N , {1, 2 · · · , N }, where qu [n] = qu (nδt )
denotes the horizontal coordinate of the UAV at the n-th time
slot. Then, the mobility constraints of the UAV are
qu [1] = qu [N ],
∥qu [n + 1] − qu [n]∥ ≤ Vmax δt , n ∈ N \ {N },

(1a)
(1b)

where (1a) implies that the UAV has to return the initial
location by the end of the last time slot, and (1b) represents
the maximum flight distance constraint during each time slot
in which Vmax denotes the maximum speed of the UAV.
B. Transmission from the Scheduled User to the UAV
Following [5], [6], [36], [37], we assume that the channels
from ground users to UAV are dominated by LoS. The
considered LoS channel model is motivated by the fact that
the path loss for the non-line-of-sight (NLoS) component is
much higher than that for the LoS component. In addition, we
note that field measurements from Qualcomm have shown that
the LoS channel model is appropriate for UAV networks when
the UAV’s flight altitude is higher than a threshold such as 90
meters (m) [38]. Furthermore, the LoS channel model is also
one of the considered models in the recent 3GPP specifications
[39]. Considering channel reciprocity, at the n-th time slot, the
channel from the k-th ground user to the UAV or the channel
from the UAV to the k-th ground user is given by [40]
√
β0
, ∀k, n, (2)
hk,u [n] = hu,k [n] =
∥qu [n] − wk ∥2 + H 2
where β0 denotes the channel power gain at a reference
distance 1 m. The channel from the k-th user to the m-th user
is denoted by gk,m [n], ∀k, m, k ̸= m, and the self-interference
channel of UAV is denoted by gu,u [n], ∀n, which are subject
to quasi-static Rayleigh fading, i.e., gk,m [n] ∼ CN (0, λk,m )
and gu,u [n] ∼ CN (0, λu,u ). In this work, we assume that each
ground user only knows the channel distribution information
(CDI) between it and other ground users. In addition, we
assume that the location information of all the ground users
is known to the UAV, since all these users intend to transmit
information to the UAV (i.e., the UAV will collect data from
all the ground users). Thus, the UAV knows the channels to all
the ground users. Furthermore, we assume that each ground
user knows the channel from itself to the UAV.
For the i-th channel use in the n-th time slot, if the k-th
user is scheduled and transmits, the signal received at the UAV
is given by
√
yu(i) [n] = Pk [n]hk,u [n]sk (i)
√
+ ρPu [n]gu,u [n]su (i) + nu (i), ∀n,
(3)
where i = 1, 2, · · · , j denotes the index of each channel use, j
denotes the total number of channel uses in each time slot, 0 ≤
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ρ ≤ 1 denotes the self-interference cancellation coefficient,
and nu (i) is the AWGN at UAV with mean 0 and variance σu2 ,
sk (i) denotes the signal transmitted by the k-th user, following
CN (0, 1), and su (i) denotes the AN transmitted by the UAV,
satisfying E[|su (i)|2 ] = 1. In addition, Pk [n] is the transmit
power of the SU k. In this work, we assume that Pk [n],
∀k, n, is fixed and is publicly known. Furthermore, Pu [n] is
the transmit power of AN at the UAV and follows a uniform
distribution over the interval [0, Pu,max [n]], where Pu,max [n]
is the maximum transmit power of the AN. Specifically, the
probability density function (pdf) of Pu [n] is given by
{
1
, 0 ≤ x ≤ Pu,max [n],
(4)
fPu [n] (x) = Pu,max [n]
0,
otherwise.
We note that introducing randomness in the AN transmit power
is to create uncertainty in the received power at the USUs
to assist the SU’s covert transmission. From a conservative
point of view, we assume that the USUs know the distribution
information of the UAV’s AN transmit power. This is mainly
due the fact that it becomes easier for USUs to make correct
decision on whether the SU’s transmission occurs or not, when
the AN distribution information is available at these USUs,
relative to when such information is not available.
We use xk [n] to denote the scheduling variable, where
xk [n] = 1 if the k-th user is scheduled at time slot n, and
xk [n] = 0 otherwise. In addition, we note that at most one
ground user is scheduled by the UAV at each time slot. As
such, we have the following constraint
K
∑

xk [n] ≤ 1, ∀n, xk [n] ∈ {0, 1}, ∀k, n.

(5)

k=1

Following (3), if the k-th user is scheduled for communication at the time slot n, the channel capacity from this user
to the UAV is given by
(
)
Pk [n]|hk,u [n]|2
Ck [n] = log2 1 +
.
(6)
ρPu [n]|gu,u [n]|2 + σu2
We note that Pu [n] is controlled by the UAV and thus it is
known to the UAV. The transmission from the k-th user to
the UAV still suffers from outage due to the random selfinterference channel gu,u [n]. The transmission outage probability between the k-th user and the UAV is given by
Pr{Ck [n] < Rk [n]}
{
}
Pk [n]|hk,u [n]|2
σu2
= Pr |gu,u [n]|2 >
−
ρP [n](2Rk [n] − 1) ρPu [n]
( u
)]
[
Pk [n]|hk,u [n]|2
−1
2
= exp
−
σ
,
(7)
u
ρPu [n]λu,u
2Rk [n] − 1
where Rk [n] is the transmission rate from the k-th user to
the UAV at time slot n. We note that the transmission outage
probability is an increasing function of Pu [n]. As such, an
upper bound on the transmission outage probability from the
k-th user to the UAV at the n-th time slot is given by
pout
k [n] =
(
)]
[
Pk [n]|hk,u [n]|2
−1
2
−σu , ∀k, n. (8)
exp
ρPu,max [n]λu,u
2Rk [n] − 1

In this work, we consider a reliability constraint on the
transmission from the user k to the UAV, i.e., the upper
bound on the transmission outage probability is no more
than ζ, i.e., pout
k [n] ≤ ζ, where ζ denotes the maximum
tolerable outage probability. From (8), we see that pout
k [n] is
an increasing function of Rk [n]. As such, in order to maximize
the transmission rate, pout
k [n] = ζ is always guaranteed.
Therefore, for a given ζ, the transmission rate of user k can
be expressed as
(
)
Pk [n]|hk,u [n]|2
Rk [n] = log2 1+
, ∀k, n. (9)
−ρPu,max [n]λu,u ln ζ + σu2
C. Binary Hypothesis Testing at the Unscheduled Users
We note that, each of the USUs faces a binary hypothesis
testing problem, i.e., each USU has to decide whether the SU
transmitted to the UAV. Here, the USUs do not cooperate to
conduct the detection, since the ground users are distributed
and each of them potentially serves as a SU in some other
specific time slot. For the i-th channel use in the n-th time
slot, the received signal at the m-th USU from the k-th SU is
given by
(i)
ym
[n] =
{√
P [n]hu,m [n]su (i) + nm (i),
H0 ,
√ u
√
Pk [n]gk,m [n]sk (i)+ Pu [n]hu,m [n]su (i)+nm (i), H1 ,
(10)

where m ∈ K\{k}, nm (i) is the AWGN at the m-th USU with
2
mean 0 and variance σm
, H0 is the null hypothesis where the
k-th SU did not transmit, while H1 is the alternative hypothesis
where the k-th SU did transmit to the UAV. We assume that
each of USUs uses a radiometer as the detector at each time
slot. This assumption is justified by the fact that the radiometer
is the optimal detector in the considered system model, which
can be proved along the same lines as the corresponding proofs
in [41], [42]. Thus, each USU conduct a threshold test on the
average power received in time slot n, which is given by
1 ∑ (i) 2 D1
Tm [n] ,
|y [n]| R τm [n], m ∈ K \ {k},
j i=1 m
D0
j

(11)

where Tm [n] and τm [n] are the average power received at
the m-th USU and its corresponding detection threshold at
the n-th time slot, respectively, while D0 and D1 are the
decisions in favor of H0 and H1 , respectively. In this work,
we adopt a widely used assumption in covert communications
(e.g., [25]–[27]) , which is that j → ∞. This allows each of
USUs to observe an infinite number of samples, which is an
upper bound on the number of samples that each USU can
receive in practice. This assumption can be justified through
the following two aspects. Firstly, to balance the computational
overhead and approximate accuracy, δt (i.e., duration of each
δt
≤ ϑ, where ϑ is
time slot) can be chosen such that Vmax
H
a given constant to control the approximation accuracy [43].
Therefore, we can reduce the UAV’s maximum flying speed
Vmax or increase its flying altitude H to increase δt . Secondly,
we note that the number of symbols transmitted within each
time slot increases with the communication bandwidth. As
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such, we can choose appropriate H and Vmax together with
the communication bandwidth such that the number of channel
uses within each time slot can be approximated as infinite. As
j → ∞, Tm [n] can be written as
{
2
Pu [n]|hu,m [n]|2 + σm
,
H0 ,
Tm [n] =
2
2
Pk [n]|gk,m [n]| + Pu [n]|hu,m [n]|2 +σm
, H1 .
(12)
Following (12), at the n-th time slot, the false alarm rate
and miss detection rate at the m-th USU when the k-th user is
scheduled are denoted as αm [n] = Pr{D1 |H0 } and βk,m [n] =
Pr{D0 |H1 }, respectively, which are given by
{
}
2
αm [n] = Pr Pu [n]|hu,m [n]|2 + σm
≥ τm [n] ,
(13)
{
}
2
2
2
βk,m [n] = Pr Pk [n]|gk,m [n]| +Pu [n]|hu,m [n]| +σm ≤ τm [n] .
(14)
Then, the detection error rate for the m-th USU’s detection of
the k-th user’s transmission at the n-th time slot is given by
ξk,m [n] = αm [n] + βk,m [n], ∀n.

(15)

In general, each USU aims to achieve the minimum de∗
tection error rate, denoted by ξk,m
[n], while the UAV tries
to ensure this minimum detection error rate at each USU
∗
being no less than a specific value, i.e., ξk,m
[n] ≥ 1 − ε, ∀n,
where ε is a positive small constant to determine the required
covertness. In the following section, we first derive the optimal
detection threshold for each USU and then determine the
minimum detection error rate in order to explicitly determine
the covertness constraint.
III. D ETECTION P ERFORMANCE A NALYSIS AT THE
U NSCHEDULED U SERS
In this section, we first derive explicit expressions for the
false alarm rate and miss detection rate, based on which we
derive the optimal detection threshold for each USU and the
corresponding minimum detection error rate.
A. False Alarm Rate
Following (4) and (13), the false alarm rate αm [n] is given
by

2
τm [n] ≤ σm
,

1,
2
τm [n]−σm
2
2
αm [n] = 1 − ϱu,m [n] , σm < τm [n] ≤ ϱu,m [n] + σm
,


2
0,
τm [n] > ϱu,m [n] + σm ,
(16)
where ϱu,m [n] , Pu,max [n]|hu,m [n]|2 .
B. Miss Detection Rate
We recall that each USU only has the CDI of its channel to
the SU. As such, the miss detection rate βk,m [n], defined in
(14), involves two random variables with different distributions, where Pk [n]|gk,m [n]|2 follows an exponential distribution
1
and Pu [n]|hu,m [n]|2 follows a uwith parameter Pk [n]λ
k,m
[
]
niform distribution over the interval 0, Pu,max [n]|hu,m [n]|2 .

As a result, we need to derive the pdf of Zu,k,m [n], which is
defined as
Zu,k,m [n] , Xu,m [n] + Yk,m [n],

(17)

in order to derive the miss detection rate, where Xu,m [n] ,
Pu [n]|hu,m [n]|2 and Yk,m [n] , Pk [n]|gk,m |2 . To this end, we
first present the following lemma.
Lemma 1: The pdf of the random variable Zu,k,m [n] defined in (17) is given by
fzu,k,m [n] (z) =

)]
[
(
1
−z

 ϱu,m
1
−
exp
,
0 ≤ z ≤ ϱu,m [n],
Pk [n]λk,m
([n]
)
−z
[
(
) ]
exp
Pk [n]λk,m
ϱ
[n]


exp Pku,m
ϱu,m [n]
[n]λk,m −1 , z > ϱu,m [n].
(18)
Proof: The detailed proof is provided in Appendix A.
In order to derive the miss detection rate for the m-th USU
at the n-th time slot when k-th user is scheduled, we first
rewrite the miss detection rate βk,m [n] as
{
}
2
βk,m [n] = Pr Zu,k,m [n] ≤ τm [n] − σm
.
(19)
Then, following Lemma
given by


0,
βk,m [n] = ςk,m [n],


ϕk,m [n],

1, the miss detection rate βk,m [n] is
2
,
τm [n] ≤ σm
2
2
σm < τm [n] ≤ ϱu,m [n] + σm
, (20)
2
τm [n] > ϱu,m [n] + σm ,

where

(

∫

2
τm [n]−σm

ςk,m [n] =

exp

z−x
−Pk [n]λk,m

)

dx
ϱu,m [n]Pk [n]λk,m
[
(
)]
2
2
τm [n]−σm
Pk [n]λk,m
τm [n] − σm
=
−
1−exp
,
ϱu,m [n]
ϱu,m [n]
−Pk [n]λk,m
(21)
2
∫ ϱu,m [n]
∫ τm [n]−σm
ϕk,m [n] =
fzu,k,m [n](z)dz+
fzu,k,m [n](z)dz
0
ϱu,m [n]
[
(
)
2
τm [n] − σm
− ϱu,m [n]
Pk [n]λk,m
exp
=1−
ϱu,m [n]
−Pk [n]λk,m
]
(
)
2
τm [n] − σm
− exp
.
(22)
−Pk [n]λk,m
0

C. Minimum Detection Error Rate
Following (16) and (20), we derive the optimal detection
∗
threshold denoted by τm
[n] and the corresponding minimum
∗
detection error rate denoted by ξk,m
[n] in the following
theorem.
Theorem 1: The optimal detection threshold in the m-th
∗
2
USU’s decision rule (11) is given by τm
[n] = ϱu,m [n] + σm
and the corresponding minimum detection error rate is given
by
∗
∗
ξk,m
[n] = 1 − ξ¯k,m
[n],
[
(
)]
P [n]λk,m
−ϱu,m [n]
∗
1 − exp Pk [n]λ
.
where ξ¯k,m
[n] , ϱku,m [n]
k,m

(23)
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Proof: Following (16) and (20), the detection error rate
for the m-th USU at the n-th time slot is given by

2

τm [n] ≤ σm
,
1,
2
2
ξk,m [n]= 1− ςˆk,m [n], σm < τm [n] ≤ ϱu,m [n] + σm
, (24)


2
ϕk,m [n],
τm [n] > ϱu,m [n] + σm
,

Q, and the UAV’s maximum AN transmit power PU . Then,
the design optimization problem at the UAV is formulated as
(P1) :

s.t.
where

[
(
)]
2
τm [n] − σm
Pk [n]λk,m
1 − exp
ςˆk,m [n] ,
.
ϱu,m [n]
−Pk [n]λk,m

k=1
K
∑

(25)

We note that ξk,m [n] = 1 is the worst scenario for the mth USU, i.e., its detection performance is the same as that
of a random guess. As such, the m-th USU will not set
2
its detection threshold as τm [n] ≤ σm
. As per (24), we
note that ξk,m [n] monotonically decreases with τm [n] for
2
2
σm
< τm [n] ≤ ϱu,m [n] + σm
, while ξk,m [n] monotonically
2
increases with τm [n] for τm [n] > ϱu,m [n] + σm
. Considering
that ξk,m [n] is a continuous function of τm [n] in (24), we
conclude that the optimal detection threshold is given by
∗
2
∗
τm
[n] = ϱu,m [n]+σm
. Substituting τm
[n] into (24), we obtain
the minimum detection error rate at the m-th USU in (23).
We recall that Pk [n] is the transmit power of the SU,
ϱu,m [n] = Pu,max [n]|hu,m [n]|2 , Pu,max [n] is the maximum
transmit power of AN, and hu,m [n] is the channel between
the UAV and the m-th USU. Thus, as per Theorem 1, the
∗
minimum detection error rate ξk,m
[n] decreases with the SU’s
transmit power but increases with the UAV’s maximum AN
transmit power. In addition, we note that as the quality of
∗
the channel hu,m [n] increases, ξk,m
[n] increases, which indicates that the UAV’s trajectory should be carefully designed
to balance the transmission quality and the communication
covertness. Following Theorem 1, we can explicitly determine
∗
the covertness constraint ξk,m
[n] ≥ 1 − ε, based on which we
will tackle the UAV’s covert data collection in the following
section.
IV. UAV’ S C OVERT DATA C OLLECTION D ESIGN
In this section, we aim to design the user scheduling and
the UAV’s trajectory as well as the UAV’s maximum AN
transmit power to ensure that the UAV can collect data from
each ground user reliably and covertly. To this end, we first
formulate the UAV’s optimization problem and then develop
an efficient algorithm to solve it.
A. Optimization Problem Formulation
For ease of presentation, we define X = {xk [n], ∀k, n},
Q = {qu [n], ∀n}, and PU = {Pu,max [n], ∀n}, where we
recall that xk [n] is the user scheduling variable, qu [n] is the
UAV trajectory, and Pu,max [n] is the UAV’s maximum AN
transmit power. In order to ensure that the UAV can collect
data from each ground user and guarantee the fairness among
all users, our design aim is set to maximize the minimum
ATR (i.e., average transmission rate) among all ground users
by jointly designing the user scheduling X, the UAV trajectory

K
∑

max min

Q,X,PU

xk [n]

k

N
1 ∑
xk [n]Rk [n]
N n=1

min
m∈K\{k}

∗
ξk,m
[n] ≥ 1 − ε, ∀n,

(26a)
(26b)

xk [n] ≤ 1, ∀n,

(26c)

xk [n] ∈ {0, 1}, ∀k, n,
u
, ∀n,
Pu,max [n] ≤ Pmax
qu [1] = qu [N ],

(26d)
(26e)
(26f)

k=1

∥qu [n + 1] − qu [n]∥ ≤ Vmax δt , n ∈ N \ {N }, (26g)
∑N
where N1 n=1 xk [n]Rk [n] in the objective function (26a)
denotes the k-th user’s ATR over N time slots in which
Rk [n] is defined in (9). The constraint (26b) is to ensure the
covertness of the uplink transmission from the SU to the UAV.
In addition, (26c) and (26d) are the user scheduling constraints,
which ensure that only one ground user is scheduled at
each time slot. Furthermore, (26e) denotes the maximum AN
transmit power constraint, while (26f) and (26g) are the UAV’s
mobility constraints. We note that the constraint (26c), the
power constraint (26e), and the mobility constraints (26f)
and (26g) are convex, while the objective function (26a), the
covertness constraint (26b), and the user scheduling constraint
(26d) are non-convex.
We note that the transmit power of the k-th user, i.e., Pk [n],
is not optimized in (P1), which is explained in the following
theorem.
Theorem
of Pk [n] should satisfy Pk [n] ≤
{ u 2: The2 value
}
P
|hu,m [n]| ε
min max λk,m
, and
m

∗
Pu,max
[n]
≈ max
m
Pk [n]

{

λk,m
|hu,m [n]|2 ε

}
, m ∈ K \ {k},

(27)

∗
where Pu,max
[n] is the optimal maximum AN transmit power
at the n-th time slot.
Proof: The detailed proof is provided in Appendix B.
We note that Theorem 2 provides an upper bound for the
value of Pk [n], which can be used to∗ check the feasibility of
P
[n]
(P1). Theorem 2 also shows that u,max
is approximately
Pk [n]
a constant for given UAV trajectory Q and user scheduling
X, which implies that we only need to optimize either the
maximum AN transmit power or the transmit power Pk [n].
Considering the possibility that the ground users are subject
to limited hardware complexities, in this work we consider a
fixed Pk [n].
We note that all the variables of interest belong to the UAV
side and thus the computations are concentrated on the UAV
side. In addition, the UAV knows the location information of
each user in advance and the location of each user remains
unchanged during the period of interest. As such, the UAV
can solve the formulated optimization problem locally and
broadcast the scheduling information to the ground users when
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the UAV’s trajectory and the maximum AN transmit power
together with the user scheduling are obtained.
We note that problem (P1) is a mixed-integer non-convex
optimization problem since the user scheduling variable X is
binary, which is difficult to be optimally solved [40]. In the
following, we develop a novel P-SCA algorithm to find a local
optimal solution to (P1).
B. P-SCA scheme for Solving the Problem (P1)
In this subsection, we develop a P-SCA optimization framework to tackle the formulated mixed-integer optimization
problem (P1). The key idea of the P-SCA scheme is to first
add a penalty term that violates the binary constraint to the
objective function and then apply the SCA technique to solve
the resultant optimization problem iteratively.
To proceed, we first equivalently rewrite the binary constraint (26d) into continuous constraints, which are given by
xk [n] − xk [n] ≤ 0, ∀k, n,
0 ≤ xk [n] ≤ 1, ∀k, n.
2

(28a)
(28b)

We note that (28a) implies that xk [n] ≤ 0 or xk [n] ≥ 1 must
hold. We jointly consider (28a) and (28b), leading to xk [n] = 0
or xk [n] = 1, which is the same as the result ensured by the
original binary constraint (26d). In fact, (28) can be further
simplified as
N ∑
K
∑
(

)
xk [n] − xk [n]2 ≤ 0,

(29a)

0 ≤ xk [n] ≤ 1, ∀k, n.

(29b)

n=1 k=1

Following the above transformation and introducing a slack
variable η, the optimization problem (P1) can be equivalently
rewritten as
(P2.1) :

max

η,Q,X,PU

η


(30a)


β0 Pk [n]
N
1 ∑
∥qu [n]−wk ∥2 +H 2

s.t.
xk [n] log2 1 +
N n=1
−ρPu,max [n]λu,u [n] ln ζ + σu2

the first-order restrictive approximation to transform a nonconvex constraint set into a convex set, and then employ the
SCA technique to solve the resultant optimization problem
iteratively. Unfortunately, direct applying SCA technique to
(P2.1) will lead to that the feasible solutions to (P2.1) are
not achievable due to the constraints (29a) and (29b) [44].
Inspired by the recent works [45], [46], we overcome this issue
by using the penalty method to convert the constraint (29a) into
the objective function. Then, the optimization problem (P2.1)
can be rewritten as
(P2.2) :
s.t.

max

η,Q,X,PU ,ϕ

N ∑
K
∑
(

η − µϕ

(32a)

)
xk [n] − xk [n]2 ≤ ϕ,

(32b)

n=1 k=1

(26c), (26e), (26f), (26g), (29b), (30b), (30c),
where µ > 0 is a given penalty parameter and ϕ is an
introducing slack variable. We note that introducing the slack
variable ϕ can extend the feasible set of (P2.2) relative to that
of (P2.1). Initially, we choose a small value of µ to make
(P2.2) feasible and then we gradually increase the penalty
parameter µ to force the slack variable ϕ approaching to zero.
We note that (P2.2) is equivalent to (P2.1) when ϕ = 0. In
the following, we first transform the non-convex constraints
(30b), (30c), and (32b) into convex constraints, and then we
present an overall algorithm to solve the optimization problem
(P2.2).
1) The Transmission Rate Constraint (30b): The main
challenge to tackle the non-convex constraint (30b) arises from
the fact that the optimization variables in the constraint (30b)
are coupled and the expression for the transmission rate given
in (9) is of a high complexity. To overcome this challenge, we
first introduce slack variables νk [n], ∀k, n, and equivalently
rewrite (30b) as
N
1 ∑
xk [n]νk [n] ≥ η, ∀k,
N n=1




log2 1 +

 ≥ νk [n], ∀k, n.

β0 Pk [n]
∥qu [n]−wk ∥2 +H 2

(33a)

≥ η, ∀k,

(30b)

)
∗
1 − ξ¯k,m
[n] ≥ 1 − ε, ∀n,

(30c)

(33b)

∗
where ξ¯k,m
[n] is defined in (23). For ease of presentation, we
β0
∗
also define β̄k,m [n] = Pk [n]λ
and rearrange ξ¯k,m
[n] as
k,m

We note that, although (33a) and (33b) are still non-convex,
they are in more amenable forms than the original constraint
(30b). In the following, we focus on transforming (33a) and
(33b) into convex constraints. For the non-convex constraint
(33a), we equivalently rewrite it as

K
∑
k=1

xk [n]

min
m∈K\{k}

(

(26c), (26e), (26f), (26g), (29a), (29b),

∥qu [n] − wm ∥2 + H 2
∗
ξ¯k,m
[n] =
β̄k,m [n]Pu,max [n]
[
(
)]
−β̄k,m [n]Pu,max [n]
× 1 − exp
.
∥qu [n] − wm ∥2 + H 2

(31)

Although we have transformed the mixed-integer optimization problem (P1) into the continuous optimization problem
(P2.1), it is still difficult to tackle due to the joint existence of the constraints (29a) and (29b) as well as the nonconvex constraints (30b) and (30c). In general, we can apply

−ρPu,max [n]λu,u ln ζ + σu2

N
∑
[
]
(xk [n] + νk [n])2 − (xk [n] − νk [n])2 ≥ 4N η, ∀k.
n=1

(34)
We note that (34) is in the form of the difference between
two convex functions, which enables us to apply the firstorder restrictive approximation to transform it into a convex
constraint. As such, for given feasible points x̃k [n] and ν̃k [n],
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(
)
Rklo qu [n], Pu,max [n], q̃u [n], P̃u,max [n] ,


log2 1 +

β0 Pk [n]
∥q̃u [n]−wk ∥2 +H 2

−ρP̃u,max [n]λu,u ln ζ + σu2

+

−β0 Pk [n](∥qu [n]−wk ∥2 −∥q̃u [n]−wk ∥2 )
(∥q̃u [n]−wk ∥2 +H 2 ) ln 2

(

+

β0 ρλu,u Pk [n](Pu,max [n]−P̃u,max [n]) ln ζ
(−ρP̃u,max [n]λu,u ln ζ+σu2 ) ln 2

)
−ρP̃u,max [n]λu,u ln ζ + σu2 (∥q̃u [n] − wk ∥2 + H 2 ) + β0 Pk [n]

.
(37)

∗
Lemma 3: ξ¯k,m
[n] defined in (31) is a concave function of

∀k, n, we rewrite (34) as
N
∑
[
2(x̃k [n] + ν̃k [n])(xk [n] − x̃k [n] + νk [n] − ν̃k [n])+

]
(x̃k [n] + ν̃k [n])2 − (xk [n] − νk [n])2 ≥ 4N η, ∀k. (35)

n=1

For the non-convex constraint (33b), we present the following lemma to aid tackling it.
Lemma 2: For given feasible points q̃u [n] and P̃u,max [n],
∀n, the following inequality


log2 1+

β0 Pk [n]
∥qu [n]−wk ∥2 +H 2

−ρPu,max [n]λu,u ln ζ +σu2



(
)
≥ Rklo qu [n], Pu,max [n], q̃u [n], P̃u,max [n] , ∀k, n, (36)
(
)
must hold, where Rklo qu [n], Pu,max [n], q̃u [n], P̃u,max [n] is
defined in (37), shown at the top of this page.
Proof: The detailed
C.
( proof is provided in Appendix
)
We note that Rklo qu [n], Pu,max , q̃u [n], P̃u,max is jointly
concave with respect to the trajectory variable qu [n] and the
maximum AN transmit power Pu,max [n] for given feasible
points q̃u [n] and P̃u,max [n]. Following Lemma 2, the firstorder restrictive approximation of (33b) is given by
(
)
Rklo qu [n], Pu,max[n], q̃u [n], P̃u,max[n] ≥ νk [n], ∀k, n. (38)
We also note that (38) is a convex constraint due to the superlevel set of a concave function. So far, we have transformed
the original non-convex ATR constraint (30b) into the convex
constraints (35) and (38).
2) Covertness Constraint (30c): We first introduce slack
variables ωk [n], ∀k, n, to convert the non-convex constraint
(30c) into more tractable forms, which are given by
K
∑

xk [n]ωk [n] ≥ 1 − ε, ∀n,

(39a)

k=1
∗
1 − ξ¯k,m
[n] ≥ ωk [n], ∀k, m ∈ K \ {k},

(39b)

∗
where ξ¯k,m
[n] is defined in (31). Similar to (33a), for given
feasible points x̃k [n] and ω̃k [n], ∀k, n, we can rewrite (39a)
as
K
∑
[
2(x̃k [n] + ω̃k [n])(xk [n] − x̃k [n] + ωk [n] − ω̃k [n])+
k=1
]
(x̃k [n] + ω̃k [n])2 − (xk [n] − ωk [n])2 ≥ 4(1 − ε), ∀n. (40)

In the following, we focus on tackling the non-convex constraint (39b). To this end, we first present the following lemma
∗
to determine the concavity of ξ¯k,m
[n].

∥qu [n]−wm ∥2 +H 2
.
Pu,max [n]

Proof: The result can be achieved by directly proving the
corresponding second derivative being negative. The detailed
proof is omitted due to the space limitation.
Following Lemma 3, the first-order restrictive approximation of (39b) is given by
)
up (
1 − ξ¯k,m
qu [n], Pu,max[n], q̃u [n], P̃u,max[n] ≥ ωk [n],
∀k, n, m ∈ K \ {k}, (41)
where q̃u [n] and
P̃u,max [n] are given feasible )points. We
up (
note that ξ¯k,m
qu [n], Pu,max [n], q̃u [n], P̃u,max [n] is defined
in (42), shown at the top of the next page. We also note that
ψ(q̃u [n], P̃u,max [n]) defined in (42) must be greater than or
equal to zero due to the fact that any convex function is lower
bounded by its first-order approximation, i.e., exp (x) ≥ 1+x.
2
2
m ∥ +H
In addition, ∥qu [n]−w
in (42) is a quadratic-over-linear
Pu,max [n]
function, which is a joint convex function with respect to the
trajectory variable qu [n] and the maximum AN transmit power
Pu,max [n]( [47]. Following the above facts,) we can conclude
up
that ξ¯k,m
qu [n], Pu,max[n], q̃u [n], P̃u,max[n] is jointly convex
with respect to qu [n] and Pu,max [n] for given feasible points
q̃u [n] and P̃u,max [n], which implies that the constraint (41) is
convex. So far, we have converted the non-convex constraint
(30c) into the convex constraints (40) and (41).
3) The Constraint (32b): We note that the left hand side
(LHS) of the constraint (32b) is the sum of a linear function
and a concave function, while the right hand side (RHS) of
(32b) is a linear function. This special form allows us to apply
the first-order restrictive approximation to transform it into a
linear constraint, which is given by
N ∑
K
∑
(

)
xk [n] + x̃k [n]2 − 2x̃k [n]xk [n] ≤ ϕ,

(43)

n=1 k=1

where x̃k [n], ∀k, n, are given feasible points. We note that
the constraint (43) is stricter than the original constraint (32b)
due to that any convex function is lower bounded by its firstorder approximation, which leads to that any feasible solution
to (43) is also feasible to (32b).
Following the above transformations detailed in 1), 2), and
3), we rewrite the optimization problem (P2.2) as
(P2.3) :

max

η,Q,X,PU ,V,W,ϕ

η − µϕ

s.t. (35), (38), (40), (41), (43),
(26c), (26e), (26f), (26g), (29b),

(44)

where V , {νk [n], ∀k, n} and W , {ωk [n], ∀k, n}.
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)
(
)
∥qu [n]−wm ∥2 + H 2 ∥q̃u [n]−wm ∥2 + H 2
−β̄k,m [n]P̃u,max [n]
−
exp
×
∥q̃u [n]−wm ∥2 +H 2
β̄k,m [n]Pu,max [n]
β̄k,m [n]P̃u,max [n]
[
(
)
]
[
(
)]
β̄k,m [n]P̃u,max [n]
β̄k,m [n]P̃u,max [n]
∥q̃u [n]−wm ∥2 +H 2
−β̄k,m [n]P̃u,max [n]
exp
−1−
+
1−exp
. (42)
∥q̃u [n]−wm ∥2 +H 2
∥q̃u [n]−wm ∥2 +H 2
∥q̃u [n]−wm ∥2 +H 2
β̄k,m [n]P̃u,max [n]
|
{z
}

)
up (
ξ¯k,m
qu [n], Pu,max[n], q̃u [n], P̃u,max[n] ,

(

ψ(q̃u [n],P̃u,max [n])

Algorithm 1 P-SCA scheme for Solving Problem (P1)
1:
2:
3:

4:

5:

0
Given feasible points (x̃0k [n], q̃0u [n],P̃u,max
[n],ν̃k0 [n], ω̃k0 [n]),
0
∀k, n, and an initial penalty parameter µ ; r = 0.
repeat
Solve
(P2.3)
with
given
feasible
points
r
(x̃rk [n], q̃ru [n], P̃u,max
[n], ν̃kr [n], ω̃kr [n]), ∀k, n, and
r+1
r+1
r+1
obtain (xr+1
[n], ωkr+1 [n]).
k [n], qu [n], Pu,max [n], νk
r
r
r
r
r
=
Set
(x̃k [n], q̃u [n], P̃u,max[n], ν̃k [n], ω̃k [n])
r+1
r+1
r+1
r+1
(xr+1
[n],
q
[n],
P
[n],
ν
[n],
ω
[n]),
and
u
u,max
k
k
k
update µr+1 = min{cµr , µmax }; r = r+1.
until Convergence.

We note that the optimization problem (P2.3) is with
a linear objective function and a convex constraint set.
As such, it is a standard convex optimization problem.
For a given penalty parameter µ and feasible points
(x̃k [n], q̃u [n], P̃u,max [n], ν̃k [n], ω̃k [n]), ∀k, n, (P2.3) can be
efficiently solved by a convex optimization solver such as
CVX [47]. We note that the constraint set of (P2.3) is
stricter than that of (P2.2), since the first-order restrictive
approximation was applied to transform (P2.2) into (P2.3).
As such, the optimal solution to the optimization problem
(P2.3) is also feasible to the optimization problem (P2.2).
In the following, we present an overall P-SCA scheme
to solve (P2.2). We first note that (P2.2) is equivalent
to (P1) when ϕ → 0. Following the principle of P-SCA,
we solve (P2.2) by successively solving (P2.3) for given
r
[n], ν̃kr [n], ω̃kr [n]), ∀k, n,
feasible points (x̃rk [n], q̃ru [n], P̃u,max
and a penalty parameter µ, where r denotes the r-th iteration.
The detailed algorithm is given in Algorithm 1. We note that
the penalty parameter µ determines the relaxation level of
(P2.2). In general, a large µ strongly forces ϕ → 0, resulting
in xk [n] ∈ {0, 1}. Algorithm 1 starts with a small value of µ
to provide a larger feasible set for xk [n], and then increases
the penalty parameter µ with a constant c > 1 at each iteration
until a large upper bound µmax is achieved to guarantee ϕ = 0.
We note that Algorithm 1 is reduced to a standard SCA
algorithm when µ reaches its upper bound µmax . We also note
that the convergence of the SCA algorithm has been proved
in [48]. Additionally, Algorithm 1 is guaranteed to converge
to a stationary point, i.e., fulfilling the Karush-Kuhn-Tucker
(KKT) optimality conditions of (P2.1). The proof is similar
to that given in [46] and thus is omitted here for brevity.
According to the procedure of Algorithm 1, the overall
computational complexity of the P-SCA algorithm for solving
(P1) mainly depends on the computational complexity of solv-

ing (P2.3). We observe from (P2.3) that the constraints (26g),
(35), (38), (40), and (41) can be transformed into second-order
cone (SOC) constraints. Additionally, the constraints (26c),
(26e), (26f), (29b), and (43) are linear constraints. As such,
the total computational complexity of Algorithm 1 is given
by [49]
( √
[
O L 2K 2 N + 2KN + 6N + 2K n̄2 (2KN + 2N ) + n̄3
]
1 )
+ n̄(17K 2 N + KN 2 + 10KN + 15N + 4K) log ( ) ,
ι
(45)
where n̄ is on the order of 3KN + 3N + 2. In addition, L and
ι denote the number of iterations and the solution accuracy,
respectively.
We should point out that the three-dimensional (3D) trajectory optimization will further improve the max-min ATR
relative to the two-dimensional (2D) trajectory design, since
the UAV has one additional degree of freedom to adjust
its location. However, UAV is generally powered by an onboard battery with limited energy storage and the climbing
flight consumes more power than level flight [35]. Thus,
this work tackles the 2D trajectory optimization. In addition,
the developed P-SCA algorithm can be extended to the 3D
trajectory optimization.
C. Initialization Scheme
In Algorithm 1, it is critical to provide an initial
0
[n], ν̃k0 [n], ω̃k0 [n]), since it not only deter(x̃0k [n], q̃0u [n], P̃u,max
mines the feasibility of (P2.3) together with the convergence
speed of Algorithm 1, but also directly affects the final
converged solution to Algorithm 1 [40]. In the following, we
detail the initialization strategy of Algorithm 1.
1) Trajectory Initialization Strategy: The SHAF (i.e., successive hover-and-fly) trajectory is beneficial to the uplink
transmission, since it improves the communication channel
quality from the ground users to the UAV. As such, it is reasonable for the UAV to initially fly with the SHAF trajectory,
i.e., the UAV sequentially hovers at each of ground users for
a certain time and flies from one user to another with the
maximum speed Vmax when the flight period T is sufficiently
large for the UAV to reach the top of each ground user.
In the following, we first determine the UAV’s SHAF
trajectory to visit all the K ground users with the minimum
flying distance in order to minimize the total flying time, which
is denoted as Tmin . Then, the remaining time T − Tmin is
reasonably allocated by the UAV to hover above the ground
users. We note that the flying distance minimization problem
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1
dk (T −Tmin )
∑K
1
m=1 dm

users as per T̃k =
, ∀k, where T̃k is the hovering
time over the k-th user.
When T < Tmin , the UAV’s trajectory based on nearestneighbour algorithm is infeasible, since the flying time is not
sufficient for the UAV to reach the upright locations of all
the ground users. To determine the initial UAV’s trajectory
in this case, we first determine the geometric
center of the
∑K
wk
ground users, which is given by w0 = k=1
. Then, we
K
reconstruct the trajectory by down-scaling the SHAF trajectory
{q̂(t), 0 ≤ t ≤ Tmin } (which is obtained by applying the
nearest-neighbour algorithm) linearly towards the geometric
center, such that the total flying distance exactly equals to
Vmax T , i.e.,
q(t) = q̂(t/ϖ) + (1 − ϖ) (w0 − q̂(t/ϖ)) ,

(46)

T
where ϖ = Tmin
denotes the scaling factor. Following the
above method, we obtain a continuous UAV’s trajectory, which
can be discredited into the sequence {q[n]}N
n=1 .
0
[n], ν̃k0 [n], ω̃k0 [n]): With
2) Initial Feasible (x̃0k [n], P̃u,max
regard to the initial feasible x̃0k [n], ∀k, n, i.e., the user scheduling strategy, we first note that the SHAF trajectory allows
the UAV to fly sufficiently close to each user. Intuitively,
designing the user scheduling based on the distance from the
UAV to each user is an efficient scheduling strategy. Thus, the
initial feasible x̃0k [n], ∀k, n can be determined by the minimum
distance scheduling strategy, i.e., the UAV schedules the user
closest to it. In order to determine the initial feasible maximum
0
AN transmit power P̃u,max
[n], we first note that the detection
error rate at each USU increases with this maximum AN
transmit power Pu,max [n], which implies that a larger value
of the maximum AN transmit power makes the covertness
constraint easier to be satisfied. As such, it is reasonable to set
0
u
P̃u,max
[n] as the AN peak transmit power (i.e., Pmax
). Then,
the initial feasible ν̃k0 [n] and ω̃k0 [n] can be obtained according
to (38) and (41), respectively.

V.

NUMERICAL RESULTS

In this section, we provide numerical results to evaluate the
performance of the developed UAV-enabled covert data collection. To demonstrate the benefit of our developed design, we
compare our P-SCA scheme with a benchmark (BM) scheme,

135
U2

t = 50−71 s

105

P-SCA, T = 240 s
BM, T = 240 s
P-SCA, T = 120 s
BM, T = 120 s

t = 44−77 s

75

t = 1−8, 233−240 s

45

y (m)

is a classic traveling salesman problem (TSP) and its optimal
solution usually occurs a high computational complexity [50].
To maintain a low complexity, here we apply the nearestneighbour algorithm with the complexity O(K 3 ) to determine
an approximated solution to the TSP. The detailed nearestneighbour algorithm is given in [50] and omitted here for
brevity.
Noting that the minimum distance from the k-th user to
other users is dk and the m-th (m ̸= k) user to other users
is dm , the UAV should hover for a longer time over the kth user when dk < dm in order to maximize the minimum
ATR among all the ground users. This is due to the fact that,
the nearest detector to the k-th SU is relatively stronger than
the nearest detector to the m-th SU, which leads to a smaller
ATR at the k-th SU. Following this fact, the total hovering time
T − Tmin can be proportionally allocated among the ground

t = 113−128 s

U1

15 U3
-15
-45

t = 110−131 s
t = 1−11, 230−240 s

-75
t = 164−197 s

-105
U4
-135
-210

-150

-90

-30

t = 170−191 s

30

90

150

210

x (m)
Fig. 2. UAV’s trajectories achieved by the P-SCA and BM schemes for
different values of the flight period T .

where in the latter scheme the UAV’s trajectory is fixed as the
SHAF trajectory (detailed in Section IV-C) and only the UAV’s
maximum AN transmit power and user scheduling strategy
are optimized. Unless stated otherwise, the system parameters
u
= 36 dBm, Pk [n] = 30 dBm, ∀k, n,
are set as: Pmax
Vmax = 6 m/s, H = 100 m, δt = 1 s, λu,u = −60 dB,
2
= −110 dBm, β0 = −60 dB,
ρ = −60 dB, σu2 = σm
T = 240 s, ζ = 0.05, and ε = 0.03. In addition, we
consider that there are four users on the ground, i.e., K = 4,
whose horizontal coordinates are set as [200, 0]T , [0, 120]T ,
[−200, 0]T , and [0, −120]T .
In Fig. 2, we plot the trajectories of the UAV achieved by
our P-SCA scheme and the BM scheme with different values
of the flight period T , where the k-th ground user is denoted
as Uk (k ∈ K) and the location of each user is marked with
⃝. In this figure, we first observe that the trajectory achieved
by the P-SCA scheme always shrinks inward relative to that
achieved by the BM scheme. This is due to the fact that,
when the UAV’s trajectory is close to the USUs, the UAV’s
maximum AN transmit power can be relatively small to reduce
self-interference and thus improve the max-min ATR (i.e.,
average transmission rate) while maintaining a certain level of
covertness. This is confirmed by Fig. 3(a) and Fig. 3(c), where
the UAV’s maximum AN transmit power in the P-SCA scheme
is significantly lower than that in the BM scheme. In Fig. 2,
we also observe that each hovering location achieved by the
P-SCA scheme is close to but slightly away from the upright
location of each user, even when the flight period is sufficient
large (e.g., T = 240 s). We note that these hovering locations
are generally to strike a tradeoff between the communication
performance from the SU (i.e., scheduled user) to the UAV
and the detection performance at the USUs (i.e., unscheduled
users).
In Fig. 2, Fig. 3(b), and Fig. 3(d), we observe that the UAV’s
hovering time around U2 and U4 is larger than that around U1
and U3 in our P-SCA scheme, since the distance between U2
and U4 is smaller than that between U1 and U3 . This is the
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Fig. 5. UAV’s trajectories and the maximum AN transmit power achieved
by P-SCA scheme for different values of ε and ρ.
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Fig. 3. The UAV’s transmit power and speed for different values of the flight
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Fig. 4. Each USU’s minimum detection error rate and the distance from the
UAV to the strongest detector achieved by the P-SCA scheme versus time,
where the flight period is set as T = 240 s and the covertness level parameter
is set as ε = 0.03.

reason why the UAV’s maximum AN transmit power is larger
when U2 or U4 is scheduled relative to when U1 or U3 is
scheduled, shown in Fig. 3(a) and Fig. 3(c). This can improve
the max-min ATR among all the ground users, since the ATR
decreases as the maximum AN transmit power increases due
to the self-interference.
In Fig. 4(a), we plot each USU’s minimum detection error
rate achieved by the P-SCA scheme versus time. In this figure,
we first observe that the minimum detection error rate of
the strongest detector in the USUs is equal to the required
∗
covertness (i.e., ξk,m
[n] = 1 − ε). This is due to the fact that
the max-min ATR monotonically decreases with the UAV’s
maximum AN transmit power while the minimum detection
∗
[n] at each USU is a monotonically increasing
error rate ξk,m
function of the maximum AN transmit power. In the following,

we take the UAV flight time from 30 s to 90 s as an example
to draw some insights on the system, where U2 is scheduled in
this period of time. We observe that U3 is the strongest detector
at the initial stage of this period, since the UAV is farthest away
from U3 (i.e., U3 receives the least AN interference). Then, U1
and U3 simultaneously become the strongest detectors. This is
due to the fact that the UAV hovers around U2 at this period of
time, while the distance from the UAV to U1 is the same as that
from the UAV to U3 , which is larger than the distance from
the UAV to U4 . Finally, U1 becomes the strongest detector for
similar reasons. In Fig. 4(b), we plot the distance from the
UAV to the strongest detector achieved by the P-SCA scheme
versus time. In this figure, we observe that the curve of the
UAV’s maximum AN transmit power achieved by the P-SCA
scheme shown in Fig. 3(a) has the same trend as the curve
shown in Fig. 4(b), which indicates that the UAV’s maximum
AN transmit power achieved by P-SCA scheme is dominated
by the distance from the UAV to the strongest detector. This is
also the reason why the maximum AN transmit power curve
varies according to Fig. 3(a).
In Fig. 5, we plot the UAV’s trajectories and the corresponding maximum AN transmit power achieved by the P-SCA
scheme for different levels of the required covertness (i.e.,
different values of ε) and different self-interference levels (i.e.,
different values of ρ). In Fig. 5(a) and Fig. 5(b), we observe
that, as ε increases, the UAV’s trajectory expands outward
and its maximum AN transmit power decreases. This is due
∗
[n] ≥ 1 − ε)
to the fact that the covertness constraint (i.e., ξk,m
becomes stricter as ε decreases. Then, the UAV prefers to
select a trajectory closer to each user to improve the channel
quality and use a smaller maximum AN transmit power to
reduce the self-interference while satisfying the covertness
constraint. In Fig. 5(c) and Fig. 5(d), as expected we observe
that UAV’s trajectory expands outward as ρ decreases, while
the maximum AN transmit power increases as ρ decreases.
In Fig. 6, we plot the max-min ATRs achieved by the PSCA and BM schemes versus the flight period T for different
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VI. C ONCLUSION
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we observe that the max-min ATR significantly increases as
the ε increases, since a smaller ε leads to a stricter covertness
constraint, which is the key performance limiting factor in
covert communications.
In Fig. 7, we examine the convergence behavior of our
developed P-SCA algorithm. Specifically, Fig. 7(a) shows the
variation of max-min ATR over iterations, and Fig. 7(b) depicts
the value of slack variable ϕ over iterations. We first observe
from Fig. (7a) that the max-min ATR achieved by the P-SCA
scheme is unstable at some intermediate iterations due to the
variation of penalty term µϕ in the objective function. Nevertheless, the algorithm eventually converged, which is due to the
fact that Algorithm 1 is reduced to a standard SCA algorithm
when the penalty parameter µ reaches its upper bound µmax .
In Fig. 7(b), we observe that the value of slack variable ϕ
approaches to zero when the Algorithm 1 converges, which
indicates that the achieved scheduling variables xk [n], ∀k, n,
are binary.

26

31

36

40

Number of iterations

Fig. 7. Convergence performance of the Algorithm 1 for different values of
ε

values of ε. In this figure, we first observe that the achieved
max-min ATR by the P-SCA scheme monotonically increases
with T . This is due to the fact that a large flight period T
offers a larger degree of freedom for us to design the UAV’s
covert data collection. However, we also observe that the maxmin ATR achieved by the BM scheme is not monotonically
increasing with T . This is mainly due to the fact that the UAV’s
trajectory is hardly determined, not softly designed as in the
P-SCA scheme. This observation demonstrates the necessity
of designing the UAV’s trajectory in the considered covert
data collection system (as we did in the P-SCA scheme).
Furthermore, in this figure we observe that the proposed PSCA scheme always achieves a higher max-min ATR than
the BM scheme, which demonstrates the advantages of the
joint design of the UAV’s trajectory, maximum AN transmit
power, and the user scheduling strategy. Finally, as expected

In this work, for the first time, we considered covert data
collection in UAV networks based on covert communications.
We first determined the covertness constraint explicitly by
analyzing the detection performance at each USU in terms
of the minimum detection error rate. Then, we formulated an
optimization problem to maximize the minimum ATR among
all ground users to the UAV subject to the covertness constraint and other practical constraints, e.g., the UAV’s mobility
constraints. To tackle this mixed-integer optimization problem,
a novel P-SCA scheme is developed to design the UAV’s
trajectory and the maximum AN transmit power as well as the
user scheduling strategy. Our examinations showed that the
developed P-SCA scheme always outperforms a benchmark
scheme. Interestingly, we found that, as the covertness level
increases, the UAV’s trajectory achieved by the developed PSCA scheme always shrinks inward to the centre determined
by the locations of all the ground users and the UAV’s
maximum AN transmit power increases.
A PPENDIX A
P ROOF OF L EMMA 1
The pdf of Zu,k,m [n] can be written as
∫ ∞
fzu,k,m [n] (z) =
fxu,m [n] (x)fyk,m [n] (z − x)dx,

(47)

−∞

where fxu,m [n] (x) and fyk,m [n] (y) are the pdfs of the random
variables Xu,m [n] and Yk,m [n], respectively. As such, we have
0 ≤ x ≤ ϱu,m [n] and x ≤ z ≤ ∞. For 0 ≤ z ≤ ϱu,m [n], the
pdf of Zu,k,m [n] can be written as
)
(
z−x
∫ z exp
−Pk [n]λk,m
dx
fzu,k,m [n] (z) =
0 ϱu,m [n]Pk [n]λk,m
[
(
)]
1
−z
=
1 − exp
. (48)
ϱu,m [n]
Pk [n]λk,m
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For z > ϱu,m [n], the pdf of Zu,k,m [n] is given by
(
)
z−x
∫ ϱu,m [n] exp
−Pk [n]λk,m
fzu,k,m [n] (z) =
dx
ϱ
[n]P
k [n]λk,m
( 0
) u,m
−z
[
(
)
]
exp Pk [n]λ
ϱu,m [n]
k,m
exp
=
− 1 . (49)
ϱu,m [n]
Pk [n]λk,m
Combining the results in these two cases leads to the desired
result in (18).

A PPENDIX B
P ROOF OF T HEOREM 2
We first note that the covertness constraint in problem (P1)
can be rearranged as
K
∑

xk [n]

k=1

max
m∈K\{k}

∗
ξ¯k,m
[n] ≤ ε, ∀n,

(50)

∗
where ξ¯k,m
[n] is defined in (23). In order to determine the
¯∗ [n] with respect to Pu,max [n], we define
monotonicity
[ of ξk,m
( )]
a
∗
f (t) = t 1 − exp −t
, which has a similar form to ξ¯k,m
[n],
a
where a > 0 is a constant and t > 0. We note that the first
derivative of f (t) with respect to t is given by
( )
( )
df (t)
−a
a
−t
1
−t
= 2 + 2 exp
+ exp
dt
t
t
a
t
a
( )
( )[
]
a
t
t
−t
= 2 exp
− exp
+1+
.
(51)
t
a
a
a
( )
Following the fact that exp at ≥ 1 + at must hold, we have
df (t)
∗
≤ 0, which implies that ξ¯k,m
[n] is a monotonically
dt
decreasing function of Pu,max [n].
In addition, we observe that the objective function of (P1)
is also a monotonically decreasing function of Pu,max [n].
As such, the constraint (50) must hold with equality at the
optimal solution, since otherwise Pu,max [n] can be decreased
to improve the objective function. Moreover, we recall that
only one user is scheduled to communicate with the UAV at
each time slot. As such, if the k-th user is scheduled at the n-th
time slot, the optimal maximum AN transmit power denoted
∗
by Pu,max
[n], is given by
{
}
∗
m
u
Pu,max
[n] = min max{Pu,max
[n], ∀m}, Pmax
,
(52)
m

m ∈ K \ {k}, is the solution to
(
)]
m
−Pu,max
[n]
φk,m [n]
= ε, m ∈ K\{k}, (53)
1−exp
m
Pu,max
[n]
φk,m [n]

where

m
Pu,max
[n],

[

P [n]λ

k,m
m
and φk,m [n] , |hku,m [n]|
2 . We note that Pu,max [n] can be
obtained via the bisection method [47]. In fact, we can also
find a precise approximated but analytical expression for
m
Pu,max
[n] when ε is small. To this end, we rearrange (53)
as
)
(
m
m
Pu,max
[n]ε
−Pu,max
[n]
=
, m ∈ K \ {k}. (54)
1−exp
φk,m [n]
φk,m [n]
( )
We note that that 1 − exp −1
can be well approximated to 1
ε
when ε is a small value. For example, if ε = 0.1 and ε = 0.05,

( )
are 4.54 × 10−5 and
the corresponding values of 1−exp −1
ε
−9
2.06 × 10 , respectively. Following this fact, we have
m
Pu,max
[n] ≈

φk,m [n]
Pk [n]λk,m
=
, m ∈ K \ {k}. (55)
ε
|hu,m [n]|2 ε

We note that, in covert communications, ε is usually a small
value to guarantee a high-level covertness. We also note that
whether the approximate solution is a feasible solution to (P1)
should be verified. To this end, we substitute (55) into (53),
yielding
[
(
)]
−1
ε 1−exp
≤ ε,
(56)
ε
which implies that the solution shown in (55) is a feasible
solution to (P1).
m
u
We observe from (52) that if Pu,max
[n] > Pmax
, m ∈
K \ {k}, the covertness constraints is not satisfied, which
implies that (P1) is infeasible at this time. In practice, we
can overcome this problem by limiting the value of Pk [n].
Following (54) and (55), we can verify that if
{ u
}
Pmax |hu,m [n]|2 ε
Pk [n] ≤ min
, m ∈ K \ {k}, (57)
m
λk,m
u
m
must hold. We note that (57) provides
[n] ≤ Pmax
Pu,max
an upper bound on the value of Pk [n]. We assume that the
inequality (57) is always satisfied. Then, substituting (55) into
(52), we can obtain the desired result in (27). This completes
the proof of Theorem 2.


A PPENDIX C
P ROOF OF L EMMA 2
To prove Lemma 2, we first determine the convexity of
f (x1 , x2 ) with respect to x1 and x2 , where f (x1 , x2 ) is defined
as
(
)
a
f (x1 , x2 ) = log2 1 +
,
(58)
x1 x2
with a ≥ 0, x1 > 0 and x2 > 0. To this end, the Hessian
matrix of f (x1 , x2 ) is given by
[a
]
+ xx21
0
a
x21
2
▽ f (x1 , x2 ) =
a
0
+ xx12
(a + x1 x2 )2 ln 2
x22
[ ]
]
a
x2 [
x2 x1 ≽ 0. (59)
+
x1 x2 (a + x1 x2 )2 ln 2 x1
Following (59), we can conclude that f (x1 , x2 ) is jointly convex with respect to x1 and x2 . We note that any convex function is lower bounded by its first-order approximation [47]. As
such, for given feasible points x̃1 and x̃2 , we have
f (x1 , x2 ) ≥
)
(
−a(x1 − x̃1 )
−a(x2 − x̃2 )
a
+
+
. (60)
log2 1 +
x̃1 x̃2
x̃1 (x̃1 x̃2 + a) x̃2 (x̃1 x̃2 + a)
β0 Pk [n]
(
)
u [n]−wk ∥2 +H 2
We note that log2 1 + −ρP∥q
in (36) is in a
2
u,max [n]λu,u ln ζ+σu
similar form as f (x1 , x2 ). In addition, we note that β0 Pk [n] ≥
0, ∥qu [n] − wk ∥2 + H 2 > 0 and −ρPu,max [n]λu,u ln ζ +
σu2 > 0 always hold. Following these facts, by replacing a,
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x1 , x2 , x̃1 , and x̃2 in (60) with β0 Pk [n], ∥qu [n] − wk ∥2 +
H 2 , −ρPu,max [n]λu,u ln ζ + σu2 , ∥q̃u [n] − wk ∥2 + H 2 , and
−ρP̃u,max [n]λu,u ln ζ + σu2 , respectively, we obtain the result
given in (36). This completes the proof of Lemma 2.
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