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AbstrAct

Drone swarming involves multiple unmanned 
aerial vehicles (UAVs), which are able to manoeu-
ver autonomously, providing a vast range of sur-
veillance applications such as traffic evaluations, 
driver monitoring, disaster management, tempo-
rary network support, and pedestrian tracking. All 
these applications are an integral part of urban 
surveillance. In other words, cooperation between 
multiple drones can facilitate urban surveillance 
while being able to provide high-quality 3D visu-
alization of the surroundings. This 3D represen-
tation is driven by the initiation of accurate and 
non-overlapping waypoints. Such efficient local-
ization depends on the type of context and its 
security validation by the receiving entities. For 
example, a highly burdened context with negli-
gible security is of limited use. This article pres-
ents a novel solution that is capable of securing 
the context information for sharing 3D waypoints 
between UAVs. The proposed approach achieves 
optimal localization through hierarchical con-
text-aware aspect-oriented Petri nets while being 
powered by a novel drone context-exchange pro-
tocol for security validations.

Drones AnD UrbAn sUrveillAnce
Unmanned aerial vehicles (UAVs) or drones are 
one of the most versatile units for urban surveil-
lance.1 Urban scenarios involve complex geo-
graphical terrains with a large number of buildings, 
which makes it difficult for UAVs to manoeuvre in 
a swarm. Multiple UAVs in cooperative formation 
can cover a vast urban area without any collisions 
as well as search overhead. Cooperative forma-
tion involves mutual assistance between the UAVs 
and the underlying infrastructure for resolving a 
particular task [1].

Autonomous operations over UAVs make it 
possible to provide an immense range of appli-
cations including traffic evaluations, driver moni-
toring, disaster management, temporary network 
support, pedestrian tracking, and so on [2]. All of 
these are subject to scalability and depend on the 
reachability of UAVs. Cooperative swarming can 
provide better support compared to a single UAV 
system, whereas it faces several computational, 
operational, and management issues demanding 
real-time solutions [3, 4].

Another aspect of drone swarming involves sup-
port for the underlying communication network 

along with search, tracking, and data acquisition, as 
shown in Fig. 1. Cooperative drones are one of the 
key entities in the upcoming 5G era [1]. UAVs own 
a special ability to handle many tasks, whose oper-
ation and success depend on the payload capacity 
and configuration of these vehicles.

With a growing market, UAVs present a poten-
tial business opportunity for industries and many 
startups. Various multi-nationals such as Google, 
Facebook, Amazon, and Boeing have started 
focusing on developing their own fleets of aerial 
vehicles for specialized missions involving civil-
ian as well as military activities. The perception 
of drones as predators has overshadowed their 
other capabilities, including UAV-to-UAV (U2U) 
support for cellular networking, device-to-device 
communications, urban computing, and so on [5]. 
In the context of urban scenarios, drones are seen 
as “eyes in the sky,” especially targeting near-site 
evaluations.

The flying range of UAVs varies for each coun-
try and depends on the respective countries’ avi-
ation guidelines. For example, the United States 
and European Union have already started plan-
ning on the permissible altitude of UAVs. Soon, 
UAVs will be a common object in the sky sup-
porting our daily activities. Focusing on UAV 
swarming in urban scenarios, it is mandatory to 
devise cooperative algorithms for collision avoid-
ance. Swarming activities like trajectory planning 
[6] and location selection [7] depend on the 
non-overlapping waypoints of each UAV as well 
as the geographical terrain. Accordingly, both the 
localization and the security of waypoints for each 
UAV are of extreme importance to form a coop-
erative UAV swarm in urban scenarios [8].

limitAtions of Drones in UrbAn scenArios

The concept of drone networks has evolved over 
the years. However, there are certain limitations 
associated with them. They are as follows.

Lifetime: Proper energy harvesting or pow-
er-efficient green approaches can help address 
issues related to battery losses and frequent 
replacements of batteries for UAVs.

Security: There are several security issues relat-
ed to UAV-assisted urban surveillance, including 
potential attacks such as UAV hijacking, signal 
jamming, and waypoint alterations.

Topology: Since a large number of aerial 
nodes will serve an area, a decision on the forma-
tion of topology is a crucial task.
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Network Management: UAVs are capable of 
flying autonomously, but they need a centralized 
body, control station, or network node for oper-
ations in an urban environment. Thus, manage-
ment involving command and control over the 
aerial nodes is a huge challenge for companies 
looking at their use in future networks.

Line of Sight: To communicate, each UAV 
should maintain a line of sight (LoS). Thus, 
non-availability of LoS can cause undesirable 
interruptions in the operations. LoS plays a vital 
role in scenarios involving UAVs as direct facili-
tation of links between the surveillance receiver 
and transmitter. Large-scale buildings and objects 
can affect the availability of LoS; thus, the control 
algorithms should be efficient enough to maintain 
the operation of UAVs even in the absence of 
appropriate LoS.

Regulatory Concerns: As each country is 
governed by their own specific set of laws, the 
operation of UAVs needs to be formulated for 
country-specific national legislation systems. 
National security, military concerns, and social 
impact should be addressed.

reqUirements for Drone locAlizAtion in 
UrbAn scenArios

Drones are one important entity for reconnais-
sance in urban scenarios. Despite the advantag-
es and applications of UAVs, there are certain 
requirements associated with their error-free oper-
ation and deployment, which include:
• Formation of a common frame of reference 

for providing accurate location coordinates
• Efficient solutions for UAVs to infrastructure 

and U2U collision avoidance
• Handling signal interference with the underly-

ing communication networks
• 3D imaging in developed cities
• Control of individual vehicles and prevention 

of hijacking
• Observing the aviation standards for a partic-

ular geographical location
• Efficient and accurate algorithms for generat-

ing waypoints for autonomous movement
• Local landing sites in the case of unfavorable 

flying conditions

Problem stAtement AnD 
oUr contribUtion

There are many approaches that emphasize the 
3D localization of drones in indoor as well as 
outdoor scenarios, such as spatially secure com-
munication [9], PCA-based localization [10], coop-
erative UAVs [11], and WiFi-assisted localization 
[12]. These approaches are effective in supporting 
3D manoeuverability of UAVs. But they are unable 
to support dynamic security on the basis of con-
text between multiple UAVs intended for the same 
tasks, especially in urban scenarios. Here, context 
refers to the information and properties of UAVs 
and network entities required for each other’s iden-
tification. Dynamic security refers to the validations 
of localization points, which keep on changing with 
the manoeuvers of drones. The threat implications 
of dynamic security on the basis of context include 
capturing of UAVs or contextual information, alter-
ation of waypoints, unauthorized access to drone 
messaging network, signal jamming, and initiation 

of other known cyber attacks. These threats can be 
addressed by validating the context as well as U2U 
communication even in the attacker environment. 
Such an approach is necessary to be scalable in 
terms of UAVs as well as context while not causing 
excessive overheads during the flight. To the best 
of the authors’ knowledge, none of the existing 
solutions focuses on securing context-aware local-
ization of drones in the urban scenarios.

In order to timely handle the aforementioned 
issues, this article aims at designing an efficient 
and secure solution by resorting to 3D con-
text-aware localization of multiple aerial vehicles 
in urban environments. The proposed approach 
utilizes hierarchical context-aware aspect-oriented 
Petri Nets for context sharing and state identifica-
tion of each UAV in the urban swarm. Moreover, 
it is powered by a novel protocol, which provides 
security of context as well as the location of each 
UAV in an attacker environment.

HierArcHicAl AsPect-orienteD Petri nets
Petri nets are the combination of places, transi-
tions, and arcs, often defined as a triple, (P, T, R), 
where P denotes places, T denotes transitions, R 
denotes the arcs between the places and tran-
sitions. Circles represent the places, solid bars 
represent the transitions, and directional arrows 
represent the arcs. Note that sets containing P 
and T are disjoint and do not overlap. Each arc 
governs the tokens, and a transition enables or 
disables itself according to the system model. The 
places can define input or output according to 
the direction of arcs and a transition can fire only 
if there are enough tokens in the input place to 
match the need of the output place. Places are 
only connected to transitions and vice versa [13].

In aspect-oriented Petri nets [14], the arcs 
serve as the aspects denoted by context C. The 
transition will fire only if the context expected on 
the arc between the transition and output place is 
available from the contexts available on the input 
arcs between the transition and input places. In 
aspect-oriented Petri nets, a transition can serve 
many places, and vice versa, at the same instance.

In hierarchical aspect-oriented Petri nets, 
which is a novel variant of aspect-oriented Petri 
nets, another triple, (PA, V, D), connects two or 
more aspect-oriented Petri nets. Here, PA is the 
number of passes between two or more Petri 
nets, and for any two Petri nets, PA = S P + S P’, 
where P and P’ are the places for the two Petri 
Nets. V is the number of validation points, which 

Figure 1. An illustration of cooperative drones in an urban scenario.
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is half the number of total passes. D is the deci-
sion point, whose value is equal to 1, and increas-
es if there are many exit points in the Petri nets. 
Note that the passes follow the actual principle 
of connecting places to transitions only, which is 
never violated. The passes connect places with an 
odd degree of connections to the transitions with 
the required context outputs.

environment setUP
The proposed approach uses an urban scenario 
comprising high and densely situated buildings. 
This approach also relies on the underlying com-
munication network architecture for localization. 
Each building provides a local frame of reference 
(LFR) via sensors, which transmit beacons and 
have all-the-time availability. These beacons sup-
port the drones for location awareness by provid-
ing the details of area and height of the buildings. 
In the proposed approach, all the UAVs agree 
on a centralized coordinating point among LFRs 
referred to as the point of reference (PoR). The 
LFRs and PoR help determine the accurate way-
points (safe coordinates) for maneuvering.

context-AwAre locAlizAtion for 
Drones Using HierArcHicAl  
AsPect-orienteD Petri nets

The proposed approach aims at the formation of 
a secure context-aware solution for localization 
of drones in the urban scenario by using hierar-
chical aspect-oriented Petri nets inspired by Xu 
and Nygard [14]. After selecting a PoR, each UAV 
starts building its Petri nets model and shares its 
coordinates with fellow vehicles. The context for 
drones includes UAV id (Uid), LFR id (Lid), AP id 
(Aid), coordinates for UAVs (x, y, z), overlap Bool-
ean (Ob), UAVs heading (Q), UAVs speed (S), the 
adjacency (a) for UAVs and PoR, area (A) and 
height (H) of buildings, number of UAVs (m), and 
timestamp (t). Ob ensures the safety of coordinates 
for drones to prevent any collision during manoeu-
vering, where Ob = 0 refers to no overlap and Ob 
= 1 refers to an overlap. Q tracks the direction of 
drones and a provides the information of adjacent 
UAVs during validation. P<index> denotes the plac-
es or states, T<index> denotes the transitions, and 
C<index> denotes the context. Figure 2 illustrates 
the Petri nets by using the context from UAVs and 
the underlying infrastructure. The model functional-
ity of each Petri net includes the following.

Petri Nets for UAVs: Figure 2a presents the 
aspect-oriented Petri nets for U2U manoeuvers 
and map construction. The places (P0–P11) repre-
sent the milestones for drones, transitions (T0–T8) 
represent conditions leading to a particular place 
by using the drone context (C1–C28). Each tran-
sition fires once it receives the context from the 
concerned entity. The concept of transition firing 
is like the one explained in the introduction to 
hierarchical aspect-oriented Petri nets. The corre-
sponding tables show the label values of places, 
transitions, and context. The context values are 
fixed on the basis of the requirement of a par-
ticular transition to fire for reaching the connect-
ed place. The Petri nets involve mission inputs 
that refer to the geographical terrain. The beacon 
messages harmonize information with all the aeri-
al vehicles. The primary task of this Petri net is 

to support UAVs with coordinates of other fly-
ing vehicles in the context of PoR and then build 
a map which will help in the generation of the 
non-overlapping coordinates in an urban scenario.

Petri Nets for LFR and APs: Figure 2b presents 
the self-information sharing between the LFRs and 
the PoR as fixed in the urban scenario. The places 
(P’0–P’6) represent the milestones for infrastruc-
ture, transitions (T’0–T’5) represent conditions 
leading to a particular place by using the LFR-AP 
context (C’1–C’16). These Petri nets emphasize 
the importance of the information obtained from 
LFRs and PoR. The model operates cooperative-
ly and supports the sharing of coordinates with 
UAVs as well as available LFRs. This model pro-
vides validation support once included in the pre-
vious Petri nets.

Petri nets for the entire urban scenario: 
Figure 2c presents the hierarchical and dynam-
ic context-aware aspect-oriented Petri nets for 
infrastructure-assisted localization of drones in 
the urban scenario. The isolated operation of all 
the UAVs and LFRs is vulnerable to threats; thus, 
the hierarchical approach combines the Petri nets 
from UAVs and LFRs. The hierarchical parts use 
passes, which are equal to S P – S P’ + 1, that is, 6 
(12 – 7 + 1). The blue color shows the reference 
points where both the Petri nets are attached 
via a transition-place rule like that of simple Petri 
nets. Red indicates the key validation places in the 
entire model with green referring to the decision 
in context. Usually, the hierarchical approach has 
one decision point, and the number of validation 
points is equal to half the number of passes.

Appropriate selection of PoR allows securing 
the UAV system from intruders as the malicious 
node is always unaware of the actual location of 
the drones, which is set using the dynamic decision 
for every PoR. These PoRs update after a certain 
timestamp or identification of a possible threat. 
There might be a scenario that has a compromised 
PoR; such a scenario is hazardous for the whole 
network. For these conditions, UAVs themselves 
account for the correction, and if UAVs fail to con-
firm the PoR, each UAV selects its own PoR from 
the available list and shares its coordinates. Here, 
the secondary Petri nets model of the underlying 
infrastructure is of extreme importance. Once the 
Petri nets are validated for every UAV, and all 
the UAVs have obtained the required data during 
the one timestamp, every UAV starts calculating 
its flying coordinates by building the maps from 
the context shared between each vehicle and the 
underlying infrastructure.

3D mAPs from Petri nets

The proposed approach does not fall into com-
plex mapping for generating non-overlapping 
coordinates; rather, the proposed approach takes 
into account the coordinates along with the 
height and area to generate a 3D cylinder that 
encircles the entire building. This simple approach 
also reduces the number of complex compu-
tations for generating graphical maps on the 
UAVs. The provided solution supports all types 
of UAVs irrespective of the degree of manoeu-
vrability. Ob acts as a decisive metric for gener-
ation of non-overlapping waypoints, as shown in 
the entire approach in Fig. 3. The two parts of 
the figure show the actual urban scenario (Fig. 

The proposed approach 

does not fall into 

complex mapping for 

generating non-overlap-

ping coordinates; rather 

the proposed approach 

takes into account the 

coordinates along with 

the height and area to 

generate a 3D cylinder 

which encircles the 

entire building.
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Figure 2. Context-awareness for drones using hierarchical aspect-oriented Petri nets: a) context-aware 
aspect-oriented Petri nets for UAV cooperation; b) aspect-oriented Petri nets for underlying infrastruc-
ture; c) hierarchical and dynamic context-aware aspect-oriented Petri nets for infrastructure-assisted 
localization of drones in an urban scenario.
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3a) and the 3D-cylindrical image plotted by the 
drones (Fig. 3b). The data for the entire solution is 
observable from PoR. Thus, security of PoR is the 
key, and the updating of PoR after a certain time-
stamp helps in reducing the risk of vulnerability. 
The flowchart in Fig. 4a gives the procedures for 
coordinating the UAVs and generating 3D maps. 
The procedures operate with a complexity of 
O(m), where m is the number of UAVs deployed 
in the urban scenarios. Every step in the flowchart 
accounts for onboard processing on the UAVs. 
This requires sufficient energy to keep the system 
operational. Since UAVs are powered by batter-
ies, the procedures should not consume excessive 
energy resources, and the validation should be 
less burdened.2

Protocol for secUring context of Drones

The proposed approach uses a secure commu-
nication channel that helps in disseminating the 
context via security validations over the Petri nets. 
Figure 4b illustrates the procedures for sharing the 

context between the UAVs in the urban scenari-
os. All the entities operate over a secure channel, 
and a pre-established trust is assumed between 
them, which is set during the initial configuration 
of the network. This protocol provides a strategy 
for attaining context from any active entity in the 
network, and the security of context is validat-
ed by using the hierarchical aspect-oriented Petri 
nets. Availability of LoS facilitates the U2U com-
munication. Each fixed entity and the selected 
PoR always beacon availability messages to the 
UAVs over the assumed secure channel.

The path between the UAVs and the PoR is 
assumed to be secured by a pre-established trust 
through Advanced Encryption Standard (AES). The 
context transfer begins with an attachment request 
followed by a new Uid allotted to the requesting 
UAV by the PoR. Every PoR maintains its own list 
of allocated IDs and always uses separate IDs for 
communication with different UAVs. UAVs always 
advertise their generic IDs, which are allotted during 
mission configurations. Once the UAV acknowledg-

Figure 3. Context-aware 3D maps for drones using hierarchical aspect-oriented Petri nets: a) actual urban 
scenario for drone localization; b) scenario divisibility and localization map formation for drones using 
hierarchical context-aware aspect-oriented Petri nets.
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es the attachment ID along with its context, the PoR 
pushes a group key to all the flying vehicles. This 
push key [15] is used for communication between 
the multiple UAVs. The context between the UAVs 
is protected by Hash Message Authentication Code 
(HMAC) based on a group key.

Once a UAV (a – UAV) makes a connection 
request to another UAV (to establish a U2U net-
work), the requested UAV demands the context 
for location awareness. On receiving, it transfers 
the context to PoR, which sends the pre-valida-
tion results along with its details to the request-
ing UAV. Here, the PoR acts as a third party and 
checks the context in its list and validates with its 
own Petri nets model. The requested UAV com-
pares it with the context from PoR and shares its 
own context after validating the information. For 
further security, the requested UAV again trans-
fers the shared context to PoR, which validates 
with acknowledgment and update message. Next, 
the PoR renews the group keys. This re-validation 
is only performed in extreme-attacker scenarios. 
The proposed approach provides a strong U2U 
context exchange mechanism, but the success 
depends only on the secure validation of back-
ground Petri nets.

cAse stUDy AnD PerformAnce evAlUAtion
The security of the coordinates for drones in the 
urban scenario depends on their interaction with 
each other and the LFRs. This case study helps to 
analyze the security of the proposed system and 

to validate the hierarchical aspect-oriented Petri 
nets for secure drone localization. An attacker is 
induced in the form of a UAV that tries to locate 
the other UAVs and provide false data which hin-
ders cooperative movement and may result in loss 
of other UAVs.

The case study follows the hierarchical con-
text-aware aspect-oriented Petri nets presented in 
Fig. 2c. Figure 5a illustrates the detailed validation 
procedure for drones. The passes in the Petri nets 
help in identification of the vulnerable context, 
which can be used by the attacker to modify the 
information of coordinates. In Fig. 5a, the intrud-
er interacts at place P5 of the Petri nets model 
and fires transitions T5 and T2, but as it reaches 
P’3 via T6, the validation procedure (mismatch 
of the context) at this place identifies the poten-
tial threat and advertises it through the beacons 
over the secure channel. This is the dangerous 
pass, which leads to a potential conflict of con-
text. Next, places P10 and P’5 perform the final 
validation by considering the context-exchange 
procedures as suggested in Fig. 4 as well as for 
the context obtained from the previous transition 
in the Petri nets, and finally eliminates the intrud-
er by changing the PoR. Whenever a dangerous 
pass occurs, the places corresponding to it are 
unable to proceed with the next transition. This is 
the non-firing of transition, and the places follow-
ing such transitions are the unreachable places. 
The proposed approach is capable of tracking the 
point where an intruder interacted with the other 

Figure 4. a) Flowchart for generation of context-aware 3D maps from Petri nets; b) protocol for secure context sharing over generated 
Petri nets between the urban entities. a denotes the adjacency.
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UAVs by tracing back to the last point that match-
es the context of the identified intruder.3

The localization of UAVs deals with the set-
ting of waypoints, which can help in maneuvering 
without collision. If there are any errors in local-
ization, there is a high probability of collision, and 
the entire approach may fail. Thus, the proposed 
approach focuses on deriving correct waypoints 
that do not have any overlapping coordinates and 
are free from redundant paths. Thus, the article 
includes results for the time required by the pro-
posed approach to arrive at a decision of finalized 
waypoints for UAVs as well as errors in localization.

The proposed context-aware localization is 
evaluated for its performance in generating 3D 

waypoints-based maps of urban scenarios by 
UAVs ranging between 10 and 30. The number 
of buildings with LFRs varies between 30 and 
100. A 10 MHz channel is set for all of the simu-
lations, which are conducted in Matlab. Figure 5b 
gives the detailed results for various metrics. If the 
approach has to undergo many iterations for iden-
tifying accurate and non-overlapping waypoints, 
the decision time increases, which is not desirable 
for urban surveillance.

Currently, the context messages between UAVs 
are protected by HMAC using group key with 
Secure Hash Algorithm (SHA) of 160 bits. The 
proposed approach can be operated with vary-
ing HMAC, such as SHA-256 bits. AES (128 bits) 

Figure 5. Case study and simulation results: a) an illustration of the validation procedure using the hierar-
chical context-aware aspect-oriented Petri nets for secure and efficient localization of multiple drones 
in an urban scenario; b) detailed results with varying number of UAVs and LFRs for different metrics; c) 
3D view of the urban scenario as computed by the 10 UAVs with 30 LFRs and 1 PoR; d) errors due to 
overlapping waypoints and per UAV time consumption for accurate generating waypoints after each 
iteration; e) per UAV memory utilization vs. number of UAVs and LFRs; f) decision time for localization 
vs. number of UAVs and LFRs.

400

(a)

(b)

T4

T7

P9

P7

P8

P4

P’12

T’3

T’4

T’2

T’1

P’0

T’0 P’1

T’5

P’5

P’6
P’4
P’3

P5

T3

T4

P0T0P1

T1
P3

P2
T2 T5 T6

P10

T8

P11

T6

P’3

T’3

P’5

T’4
P’3

P8
P10

T6
C25=validate (<C19>≈<C’10>

C’15=validate
(<C25>≈<C’13>

n-UAV (Uid)=mismatched
intruder identified

beacon-alert

P8

Non-occuring places with alert messages
Unreachable place
Unable to fire
Dangerous
pass

600

200

0
600

500
400

300

100
0 100

200
300

400
500

600

200

UAVs/LFRs
(d)

(c)
10/30

1.54

Pe
r U

AV
 ti

m
e 

fo
r c

alc
ul

at
in

g
ac

cu
ra

te
 w

ay
po

in
ts 

(s
)

M
ax

im
um

 e
rro

rs
 w

hi
le

ge
ne

ra
tin

g 
wa

yp
oi

nt
s

1.52

1.56

1.58

1.6

1.62
x 10-5

1

2

0

3

4

15/50 20/70 25/100

UAVs/LFRs
(f)

10/30

De
cis

io
n 

tim
e 

(s
)

0.09
0.08
0.07
0.06
0.05
0.04
0.03
0.02
0.01

0

0.1

15/50 20/70 25/100
UAVs/LFRs

(e)

10/30

M
em

or
y 

ut
iliz

ed
 (b

yt
es

) p
er

 U
AV

2.5

3
x 108

2

1.5

1

0.5

0
15/50 20/70 25/100

Varying UAVs, LFRs = 30
Varying LFRs, UAVs = 10
Max. errors per iteration during localization

Varying UAVs, LFRs = 30
Varying LFRs, UAVs = 10

Varying UAVs, LFR s= 30
Varying LFRs, UAVs = 10

Pass-6
Pass-5

Pass-4

Pass-1

Pass-3Pass-2
Induced attacker

n-UAV

LFRs

30

50

70

100

30

30

30

UAVs

10

15

20

25

Decision
time (s)

0.0808

0.0893

0.0928

0.0997

0.0812

0.0793

0.0730

Average
response
time (s)

0.0020

0.0020

0.0020

0.0020

0.0017

0.0016

0.0015

CPU
time(s)

0.0781

0.0781

0.0938

0.0938

0.0781

0.0781

0.0625

Total
memory
utilized
(bytes)

2.94E+09

2.95E+09

2.95E+09

2.95E+09

2.96E+09

2.96E+09

2.96E+09

Per UAV
memory
utilized
(bytes)

2.94E+08

2.95E+08

2.95E+08

2.95E+08

1.97E+08

1.48E+08

1.18E+08

LFRs
UAVs
PoR

The localization of UAVs 

deals with the setting 

of waypoints which can 

help in maneuvering 

without collision. If 

there are any errors 

in localization, there is 

a high probability of 

collision and the entire 

approach may fail. Thus, 

the proposed approach 

focuses on deriving 

correct waypoints which 

do not have any over-

lapping coordinates as 

well as are free from 

redundant paths.

3 Recovery and re-establish-
ment phases are beyond the 
scope of this article.
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protects the channel between the UAVs and the 
PoR, and also secures the push key. These keys can 
be changed on the basis of the applied algorithm. 
However, the trade-off between the performance 
and the selection of appropriate key size should 
be handled, and this will vary for different scenari-
os. Apart from this, adaptive or dynamic adjusting 
key solutions can give better performance in the 
considered scenario. The key size affects the con-
text burden of the network and should be carefully 
selected. The numerical simulations show the stan-
dard context-based message size is between 1248 
B (except for incidence matrix) and 14,048 B (for 
all operations), which lowers to 368 bytes if only 
LFRs provide the location of neighbors and distance 
updates. The number of entities and configurations 
of the entire urban scenario affect the context size. 
The total memory used per UAV during the entire 
process is between 1.18E+08 and 2.94E+08 bytes.

Figure 5c illustrates a 3D graph view for 10 
UAVs in an urban scenario with 30 LFRs and 1 
PoR. This graph demonstrates the non-overlap-
ping and collision-free context-based map gener-
ation of an urban environment. Figure 5d shows 
the results for errors in localization. The graph 
presents the per iteration time consumption for 
each UAV while generating accurate waypoints, 
and suggests that the maximum errors are with-
in the range of 3 percent, which is correctable 
even in adverse attacker conditions. Results in 
Fig. 5e show that the memory consumption is 
not much affected by the variation in the number 
of LFRs; however, per-UAV memory consump-
tion decreases with an increase in the number of 

UAVs at a fixed number of LFRs as there is shar-
ing of context between the vehicles, and each 
has to store less information. Also, the decision 
time (Fig.5f), including the validation procedures 
and U2U agreements, increases with an increase 
in the number of LFRs at constant UAVs as more 
computations (validations as well as authentica-
tions) are to be performed for each UAV, and 
decreases with an increase in the number of 
UAVs with fixed LFRs as the number of validations 
decreases in comparison to the prior scenario.

stAte-of-tHe-Art comPArison
With the increasing demand for UAVs in the next 
generation of networks, the localization of UAVs 
in the urban scenario is a crucial issue to resolve. 
Along with localization, security of UAVs as well 
as types of environments are of central impor-
tance. However, most of the existing solutions 
focus on either security or localization — none 
have addressed both these requirements jointly. A 
state-of-the-art comparison (Table 1) is drawn with 
some of the key solutions that prove the effective-
ness as well as the reach of the proposed solution 
in providing 3D context-aware and secure local-
ization of UAVs in urban scenarios.

conclUDing remArks AnD 
fUtUre Directions

Localization of drones in urban environments 
demands high precision and accuracy in the 
selection of waypoints and hovering data so as to 
prevent any collision. The cooperation between 

Table 1. State-of-the-art comparison between the proposed approach and key solutions for the localization of UAVs.

Approaches/ 
parameters

Spatially secure group 
communication

PCA-based line 
detection for localization

Multi-UAV guided ground 
network formations

3D localization using 
indoor WiFi antennas

Proposed secure and context- 
aware localization

Author Kim and Seo (2012) Opromolla et al. (2017) Sharma and Kumar (2015) Flores et al. (2017) Sharma et al.

Vehicle type
Unmanned autonomous 

vehicles (UAVs)
Unmanned aerial vehicles 

(UAVs)
Unmanned aerial vehicles 

(UAVs)
Unmanned aerial vehi-

cles (UAVs)
Unmanned aerial vehicles 

(UAVs)

Security
Yes

Spatial communication 
security

No No No
Yes

Context-aware security

Outcome
Analytical framework for 

multiple UAVs and control 
from security perspective

Autonomous navigation 
of UAVs with 2D-LIDAR in 
GPS challenges scenarios

Cooperative network 
between UAVs and ground 
nodes for localization and 

positioning control

3D localization system 
using Angle of Arrival in 
combination with WiFi 

signals

Secure localization of UAVs 
in urban scenario with 3D 

mapping

Topology
Undirected graph with UAVs 
as vertices and transmission 

links as graphs

Line-based algorithm for 
autonomous positioning 

of UAVs

Octagonal topology with 
UAVs at octagons centers 

and ground nodes at 
squares

Autonomous planning 
around objects by using 

WiFi signals for UAVs

Adaptive and autonomous 
maneuvers around urban 

buildings using LFRs and PoR

Key tasks

Cooperative UAV control; 
Transmission power control; 
Position interference; Rout-

ing and Scheduling

Line-based mapping of 
environment; and UAV 

localization

Cognitive maps for UAVs, 
nodes, and area; and 

waypoints generation for 
non-redundant search

Router-assisted network 
formation to transmit 

sensing information and 
RSSI to UAVs

3D map formations of urban 
scenario; location identification 
of buildings and UAVs; security 

of coordinate exchange;

3D visualization No Partial No No Yes

Localization Yes Yes Yes Yes Yes

Securing U2U 
context

No No No No Yes

Scenario type
Wireless scenario with 

spatial reuse
3D to 2D maze-based 

environment

Wireless scenario with links 
between UAVs and ground 

nodes

Smart indoor scenario 
with WiFi capacity

3D urban scenario with sup-
port from underlying wireless 

network
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multiple drones facilitates urban surveillance and, 
in combination with powerful solutions such as 
cooperative map building and cooperative task 
resolutions, it can help in visualizing the urban 
scenario in 3D. The success of efficient localiza-
tion depends on the type of context and secure 
context sharing between the aerial vehicles. This 
article demonstrates a novel solution that is capa-
ble of securing the context information for sharing 
3D maps between the UAVs. Also, the proposed 
approach provides a secure path for U2U collab-
oration and context validation by using hierarchi-
cal aspect-oriented Petri nets.

There are certain key aspects that are yet to be 
resolved in this area of research. These include:
• Embedded security for the onboard compo-

nents is a significant challenge to be over-
come.

• Integrating drones with modern types of cel-
lular equipment such as cloud radio access 
networks or several backhaul units is a major 
issue.

• Resolution of context transfer and handoffs 
between multiple drones and the underlying 
infrastructure is still an open issue.

• Strict evolution of security approaches for dif-
ferent attacker conditions must be ensured.

• Pattern imaging and machine learning solu-
tions can be applied to identify possible 
intruders during urban surveillance.
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