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AbstrAct
In this article, we propose a workflow-aided 

Internet of things (WIoT) paradigm with intel-
ligent edge computing (IEC) to automate the 
execution of IoT applications with dependen-
cies. Our design primarily targets at reducing 
the latency of the IoT systems from two perspec-
tives. To reduce the latency from an application 
perspective, we develop a WIoT paradigm to 
orchestrate various IoT applications in a pro-
gramming way. To reduce the latency from a 
computation perspective, we propose a novel 
IEC framework to execute latency-sensitive IoT 
tasks at the edge network. We put forth a deep 
reinforcement learning algorithm to adaptive-
ly allocate the edge resources to the dynamic 
requests, aiming to provide the best quality of 
service for terminal users in real-time. Further-
more, we design a software platform to imple-
ment the proposed WIoT with IEC. Experimental 
results demonstrate that WIoT with IEC can sig-
nificantly reduce the service latency and improve 
the network throughput, compared with the tra-
ditional cloud-based IoT systems.

IntroductIon
Internet of Things (IoT) is a technical revolution 
that will bring us to the new era of many attrac-
tive applications, such as smart city, smart home, 
and smart grid, by interconnecting heterogeneous 
wireless sensors via the Internet [1]. Many IoT 
applications are computationally intensive, which 
are composed of hundreds and thousands of 
interrelated tasks. Workflow has recently been 
applied to the area of wireless IoT networks, 
named as workflow-aided IoT (WIoT). Different 
from the traditional approaches that deal with 
unrelated tasks, WIoT organizes IoT tasks with 
dependencies and enables automated coopera-
tion among these tasks.

The cloud-based workflow [2], driven by 
centralized computational power of cloud com-
puting, is one of the solutions to alleviate the 
computational cost of WIoT devices in an efficient 
way. In the cloud-based workflow paradigm, the 
cloud platform serves the requests combined by 
the workflow with a shared infrastructure. The 
resources in different geographical locations are 
first organized into a virtual resource pool. Then 
the virtual machine (VM) instances are allocated 
to the workflow tasks based on different service 
requirements, for example, minimizing the end-
to-end delay [3], energy assumption [4], or total 

resource renting costs [5]. Like most cloud-based 
applications, the aforementioned literature mainly 
suffers from two limitations. First, some private 
and context-aware information, for example, pre-
cise user location, network state, or driving behav-
ior of users, may not be directly available at the 
cloud, which reduces the overall resource alloca-
tion efficiency. Second, the application of cloud 
computing is constrained by limited bandwidth 
and cannot support latency-sensitive data stream-
ing services.

An effective solution to reduce the latency of 
the cloud-based IoT applications is edge com-
puting (EC) which takes advantage of ever-in-
creasing computational and storage capabilities 
of the sensing and networking devices in the 
edge network [6, 7]. For example, the EC par-
adigm with a task offloading scheme in [8] not 
only obtains good adaptability and security, 
but also achieves high prediction accuracy and 
low processing delay. Furthermore, the ener-
gy consumption issue for the EC paradigm is 
examined in [9] where the task accomplishing 
energy can be effectively reduced by adopting 
the joint optimization scheme. By storing and 
executing applications locally rather than in the 
cloud, the EC-based IoT systems can reduce the 
data transmission delays and improve the pri-
vate dataset protection. Some recent works in 
[10–12] combine the advantages of both cloud 
and EC for scientific workflow applications. A 
preprocessing method based on a genetic algo-
rithm and particle swarm optimization is pro-
posed in [10] to optimize the data placement 
strategy that minimizes the data transmission 
time across different cloud and edge data-cen-
ters during workflow execution. A cost-effec-
tive data replica placement strategy based on 
a variant of intelligent swarm optimization is 
proposed in [11] for reducing access costs 
under the IoT workflow deadline constraint 
in a collaborative edge and cloud computing 
environment. In [12], the authors put forth an 
energy-efficient workflow task scheduling algo-
rithm to find the optimal communication start 
time among the cloud/edge computing nodes, 
aiming at minimizing the network energy con-
sumption while satisfying user deadline con-
straints. However, the existing EC-based WIoT 
approaches in [10, 11, 12] mainly focus on 
optimizing the workflow structure for a specif-
ic type of IoT task (e.g., scientific computing) 
with the static user demands, where the sys-
tem inputs remain unchanged during the whole 
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network realization. In practice, since the user 
requests usually arrive dynamically, the sys-
tem states (e.g., workflow queue lengths) are 
varied and correlated across time slots. In this 
case, the resource allocation cannot be sim-
ply solved by the traditional optimization-based 
approaches (e.g., like particle swarm or generic 
algorithms in [10, 11, 12]). To our best knowl-
edge, our article is the first attempt to deal with 
dynamic resource allocation for EC-based WIoT 
by utilizing deep reinforcement learning (DRL). 
To cope with the temporal correlated system 
states, we formulate the problem as a Markov 
decision process (MDP) and adopt DRL to find 
the optimal resource allocation that minimizes 
the average latency in a complex network.

In this article, we propose a novel WIoT-aid-
ed intelligent EC (IEC) paradigm to automate the 
dynamic IoT task execution in real-time. We pro-
pose a three-layer framework, where the work-
flow layer bridges between dynamically arrived 
IoT application requests in the IoT application 
layer and dynamic availability of edge resources 
in the computing layer. Based on the proposed 
framework, we then illustrate how the proposed 
scheme deals with the latency issue from two 
perspectives. First, to reduce the latency from 
an application perspective, we adopt workflow 
to orchestrate different IoT applications in a pro-
gramming way. In the proposed scheme, the 
workflow client devises the logics that describe 
the internal dependency of the IoT requests from 
the terminal users (TUs). Moreover, the workflow 
engine executes these requests automatically 
according to the TU-devised logic with a queue-
ing system. Second, to reduce the latency from 
a computation perspective, the cooperative edge 
servers adaptively allocate the edge computing 
resources to the workflow request queues. We 
formulate this problem as an MDP and propose 
a DRL algorithm to find the optimal VM alloca-
tion policy that minimizes the expected network 
delay in terms of average queue length. Finally, 
the experimental results show that the proposed 
scheme can greatly reduce the network laten-
cy and increase the throughput, compared with 
other benchmark schemes.

ArchItecture of WIot WIth Iec
To facilitate the automated execution of the IoT 
applications with dependencies, we propose a 
three-layer WIoT with IEC architecture including 
IoT application layer, workflow layer, and com-
puting layer, as shown in Fig. 1. The workflow 
layer bridges between the dynamically arrived IoT 
application requests in the IoT application layer 
and the dynamic availability of the edge resources 
in the computing layer.

Iot ApplIcAtIon lAyer
The IoT application is designed to orchestrate 
the IoT applications involved in different requests 
of TUs. First, each TU establishes a workflow 
instance by arranging a set of IoT requests (e.g., 
J1, J2, … in Fig. 1) in the customized order on 
the WIoT application platform installed on the 
terminal devices (e.g., mobile phones and per-
sonal digital assistants), where these requests 
will be triggered automatically later according 
to this predetermined order. Second, the TUs 

submit their workflow instances to edge servers 
deployed in edge networks for the correspond-
ing IoT services.

WorkfloW lAyer
The workflow layer, located at the edge server, 
can parse the workflow instances and divide them 
into different requests, where each corresponds 
to a specific IoT service executed by the EC or 
cloud. Upon receiving the workflow instances, the 
edge servers parse the instances to extract use-
ful information, and then negotiate with each TU 
to decide whether the workflow instance can be 
executed according to the budgets on the edge 
resources. Finally, the edge servers cooperatively 
schedule resources in different edge networks 
and the cloud to execute these requests.

Note that WIoT with IEC executes a workflow 
instance in two stages, that is, the building-time 
and running-time stages. In the building-time 
stage, the design of workflow instances adopts 
visual user-friendly programming tools, such as 
button, list view, and tree view. In particular, we 
devise the interface of workflow instance as a 
web client that can be edited with the browsers. 
In the running-time stage, the edge servers first 
check whether to accept the workflow instance 
according to edge resources and computational 
power. If the workflow instance is accepted, the 
edge servers execute the workflow instance.

computIng lAyer
In this layer, computations are performed by the 
cooperation of the distributed edge nodes and 
the centralized cloud. According to the emergen-
cy level claimed by the user ID, the delay-sensitive 
computing and sensing requests are dispatched 
to the corresponding edge servers and sensor 
clusters. The routing delay is greatly reduced by 
processing the intensive computational tasks at 
the edge nodes rather than the cloud. In addition, 
EC can also analyze the raw data generated by 

FIGURE 1. The architecture of WIoT with IEC, where J1, …, J6 in the workflow 
instance are the IoT requests.
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various sensors and provide timely response to 
the IoT applications. Moreover, the delay-tolerant 
input requests are executed by the cloud to save 
the computational costs.

WorkfloW plAtform for Iot systems
In this section, we develop a software platform to 
implement the proposed WIoT with IEC by using 
a client-server mode according to the architecture 
described previously. As shown in Fig. 2, the soft-
ware platform consists of four core components: 
workflow client, workflow engine, EC manage-
ment, and edge resource management.

WorkfloW clIent
The workflow client provides the interface of 
workflow instance through a set of visual graph-
ical user interface (GUI) tools, by which the TUs 
can interact with the edge networks. In particular, 
different clients are customized for specified ter-
minal devices, such as web client with XML for 
personal computers and android client for mobile 
phones. Toward this end, the client employs basic 
programming components, that is, sequence, 
branch, and cycle, along with additional logic 
components such as time control, calendar, and 
parallel control components. Furthermore, net-
work communication protocols such as TCP, 
HTTP, or SSH are inherently implemented in the 
workflow client. Add to that, there is a set of com-
plementary tools including the workflow service 
image, alarm, auto-scaling, and billing compo-

nents. Leveraging these tools, the TUs can run, 
halt, and monitor a workflow instance.

WorkfloW engIne
The workflow engine is used to schedule the 
requests from TUs to be executed. Figure 3 shows 
the structure of the workflow engine consisting 
of three primary modules: workflow parser, work-
flow checker and workflow scheduler. In addi-
tion, the requests are stored in different queues 
according to their states such as running, error, 
waiting, ready, and archived. To be specific, we 
design five queues for the requests according to 
their states, listed as follows.
• Running State: A request is in the running 

state if the request obtains VM instances and 
other required resources to run the corre-
sponding IoT services.

• Ready State: A request is in the ready state 
if the request obtains all required resources 
except the VM instances. 

• Waiting State: A request is in the waiting 
state if it has not obtained either the VM 
instances or some required resources.

• Error State: A request is in the error state if 
errors occur when any service associated 
with the request is running. 

• Archived State: A request is in the archived 
state if all services associated with the 
request are accomplished.
Upon receiving the workflow instances from 

the clients, the request scheduling is elaborated 
in the following steps. First, the workflow parser 
analyzes the instances to obtain the correspond-
ing requests and their descriptions. Second, the 
workflow checker checks authority and resource 
requirement of the requests. Third, the workflow 
scheduler schedules the request queues accord-
ing to the executed results from the IEC system.

Workflow Parser: The workflow client adopts 
the serializing approach to convert workflow com-
ponents, parameters, and data in each instance 
into character strings and then transmits them to 
the workflow engine.

After the un-serializing operation, the workflow 
engine can reconstruct the same requests as that 
in the workflow clients. By analyzing the descrip-
tions of the requests, the engine obtains the spec-
ified requirements such as total completion time, 
budget for VM instances, and other required 
resources. Furthermore, the workflow engine calls 
out the corresponding IoT services based on the 
request descriptions.

Workflow Checker: After parsing, the work-
flow engine evaluates the instances by the follow-
ing steps. The first step is to justify the authority of 
requesting TUs. The second step is to check the 
availability of IoT services and identify whether 
the service is available. The third step is to check 
the availability of computing resources that can 
be used to meet the requirements.

Workflow Scheduler: The workflow engine 
schedules the requests in workflow instances by 
operating the request queues. In WIoT with IEC, 
we adopt the network queue system (NQS) to 
manage the request queues [13]. The NQS can 
provide a complete queueing system to support 
remote queueing, routing, and access controls of 
both batch and device requests for a collection of 
machines in the network.

FIGURE 2. The software platform of WIoT with IEC used to implement the 
architecture in Fig. 2, where the workflow client used by the TUs organiz-
es the IoT applications in the IoT application layer, the workflow engine 
automates the IoT applications in the workflow layer, and the IEC is the 
combination of EC management and edge resource management in the 
computing layer.
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The workflow engine is also equipped with 
some functional components. First, the failover 
component can recover the requests in error 
state. After the recovery, the workflow engine 
resumes executing the corresponding service. 
Second, the load balancing component is to bal-
ance the number of requests over different edge 
servers. Third, the alarm component can generate 
alert information during the service processing.

dIstrIbuted Iec computIng
As shown in Fig. 2, we implement the workflow 
engine, IEC, and DRL-based VM instance alloca-
tion algorithm at the edge servers. The EC man-
agement collaborated with the edge resource 
management enables the IoT services correspond-
ing to the requests in the workflow instances.

Iec system
The IEC system is composed of a group of scal-
able virtualized service components that col-
laborate to implement the VM instances. These 
VM instances are allocated to different requests 
in each workflow instance. Assigned with a suffi-
cient number of VM instances, each IoT service 
involved in each request can be executed and 
the processing results are returned to both TUs 
and the workflow engine. In the following, we put 
forth an EC framework with a group of modules.

Request Monitor Module: The request moni-
tor module (RMM) is used to offload the compu-
tation from the cloud to the edge. First, the RMM 
determines whether the submitted requests in the 
ready state from the workflow engine need to be 
executed to the cloud. If the request is delay-tol-
erant, the RMM migrates the request to the 
cloud for better computational resources. Oth-
erwise, the RMM hosts the computation locally 
and creates the context for the request mainly 
including request ID, user ID, and request type. 
Second, the requests are inserted into the request 
queues, such that the edge resource provider can 
determine the number of VM instances in light 
of the context of requests. Notably, the RMM 
queues the ready-state requests according to their 
requested physical resources Third, the historical 
processing results and VM utilization results are 
memorized in the database.

Quality of Service (QoS) and Quality of Expe-
rience (QoE) Awareness Module: The QoS/QoE 
awareness module (QAM) is applied to monitor 
the QoS of IoT services. For simplicity, we use 
latency as a performance metric for both the QoS 
and QoE of the IoT requests, where response time 
is regarded as the QoE metric of each request 
and average response time is used as the QoS 
metric of the network. In particular, we handle 
the QoE fairness via a queueing method as fol-
lows. The user requests are classified into queues 
with different priorities, where the delay-sensitive 
requests are inserted into higher-priority queues 
and the delay-tolerant requests are plugged into 
low-priority queues. For the requests with the 
same priority, the first-in-first-out strategy is adopt-
ed to ensure the fairness among the requests. For 
the requests with different priorities, the system 
allocates more computing resources to the high-
er priority requests in order to meet more strin-
gent delay requirements. In addition, the QAM 
can communicate with the VM allocation agent 

and service management module to monitor the 
VM instance queue, which is created by the edge 
resource provider module (Fig. 2). As a result, the 
QAM can estimate the response time and the 
accomplished service numbers per second for 
the TUs.

Service Management Module: The service 
management module (SMM) is developed to 
efficiently manage the IoT services at the edge.  
Initially, the SMM registers new services for IoT 
applications by the service registration function. 
Then, the SMM identifies the proper services for 
the requests queued by the RMM according to the 
registered service ID and the requests’ description. 
Furthermore, the SMM can estimate the number of 
VM instances used to execute the request.

VM Allocation Agent: According to the VM 
estimation in the SMM, the VM allocation agent 
(VAA) assigns different amounts of VM instanc-
es to the corresponding services of the requests 
in the ready queues. In this article, we propose 
a DRL algorithm to address the VM allocation 
problem, aiming to reduce the response time and 
increase the number of accomplished services. 
As a result, the resource allocation decisions are 
forwarded from the VAA to the RMM and stored 
in the database.

Edge Node Coordinator: The edge node 
coordinator (ENC) collects the creation/termina-
tion information of VM instances from different 
edge servers. Then, the ENC sends the numbers 
of VM instances at different edge servers to the 
VAA for the purpose of load balancing. Here, we 
apply the load balancing approach to balance the 
VM instance numbers at different edge servers, 

FIGURE 3. The structure of the workflow engine and the request scheduling in 
the workflow scheduler.
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aiming to improve the computing efficiency. Fur-
thermore, the ENC chooses proper edge servers 
to process the requests by cooperating with the 
nearby sensors.

In addition, the edge resource provider (ERP) 
supports the provision and deprovision of physical 
resources including edge servers, sensor clusters, 
and smart devices. First, the edge servers cre-
ate the access points for the TUs and the smart 
devices. Second, according to the number of VM 
instances estimated in the SMM, the ERP creates 
the VM instances with the physical EC resourc-
es. Then, each VM instance is inserted into a VM 
instance queue created by the NQS.

proposed drl-bAsed Vm AllocAtIon
As shown in Fig. 4, the environment is comprised 
of the ready-state requests and VM queues. The 
VAA can observe the environment and adapt 

its decisions to the dynamic environment. Since 
the lengths of the queues are correlated across 
time, the resource allocation cannot be efficient-
ly solved via traditional optimization approach-
es in each time realization. To address this issue, 
we first formulate the problem as an MDP to 
address the temporal correlation, and then devel-
op a DRL-based allocation scheme in the VAA 
to dynamically assign a proper number of VM 
instances to each request.

MDP Formulation: In this section, we formu-
late the VM resource allocation as an MDP by 
defining the system state, action, and reward func-
tion, respectively. In addition, the running period 
is divided into T time slots, denoted by t = {1, 2, … 
, T}. The duration of each time slot is D.

System State Space: We refer to the request 
in ready state as the ready-state request for brev-
ity. Let kt denote the number of ready queues at 
time slot t, mt

k (k ∈ {1, …, kt}) denote the number 
of requests in the k-th ready queue at time slot t, 
and nt denote the number of VM instances avail-
able in the VM queue at time t. Finally, the system 
state at time t is defined as st = [mt

1, …, mt
kt, nt].

Action Space: At the beginning of each slot t, 
we take the action at to allocate vt out of nt avail-
able VM instances to the kt ready queues. Though 
some simple requests can be accomplished within 
one time slot, it may take multiple time slots to 
execute some complex requests. For normaliza-
tion purposes, we divide each complex request 
into multiple request slices, where each request 
slice is assumed to be processed within one time 
slot. Thus, each queue k can be allocated with 
at most one VM instance in each time slot. In 
this context, at

k ∈ {0, 1} and vt ≤ kt. If at
k = 1, the 

first request of the k-th queue will be processed 
and then inserted into the running queue in the 
workflow engine at the end of the time slot t. 
The action is finally defined as at = [at

1, at
2, …, at

kt]. 
Given that vt VM instances are allocated, there 
are vt processed requests/request slices in this 
time slot and the remaining requests are delayed. 
In the next slot t + 1, each state can be transferred 
to the other states according to certain transition 
probability.

Reward: The immediate reward Rt is defined 
as the total amount of delay (i.e., response time) 
induced by all unprocessed requests/request slic-
es in the ready queues at time slot t, that is, Rt = 
D[(Skt

k=1mt
k) – vt]. For each time slot t, we aim at 

designing the optimal policy p* (rule of selecting 
the actions) to minimize the expectation of the 
future delay, that is, 

min
π
E γi−t Rii=t

T∑⎡⎣⎢
⎤
⎦⎥
,

where γ ∈ [0, 1] is the discount factor.
DRL-Based VM Allocation: Recently, a repre-

sentative RL algorithm, for example, Q-learning, 
has been adopted to solve a variety of problems 
including path planning, routing design for mesh 
network, and marketing strategy selection. For the 
Q-learning algorithm, the key step is to design the 
state-action value function Q(st, at), which can be 
consulted in a user-designed Q-table according to 
the current state and action. However, in WIoT 
with IEC, the Q-table design becomes prohibi-
tively complicated as the states and actions pro-
liferate. Driven by this issue, we employ a deep 

FIGURE 4. The structure of DRL-based VM allocation algorithm. The system is 
modeled as an MDP with parameters st, at, Rt, st+1, at+1, where st and at are 
the state and action in the current time slot, Rt is the rewarding function, 
and st+1 and at+1 are the state and action in the next time slot.

Predicted
Neural Network

...

...

...

VM Queue
Re

ad
y 

Q
ue

ue
s

...

...

Database

Allocation
  Results

Temporal Di�erence

Q(st ,at) minQ(st+1,at+1)

VM Allocation Agent

 (st, at, Rt , st+1)

(st, at) st+1

Rt

Environment

Target
Neural Network

at

FIGURE 5. The implementation of WIoT with IEC, where the IoT requests in the 
workflow instance include contract creation J1, sale approval J2, urgent 
delivery J3, normal delivery J4, review collection J5, package tracking J6, 
payment reminder J7, transaction information storage J8, and analysis of 
transaction results J9.

Y/N

Loop

J 6 J 7

END

Work�ow

Edge Network

J 1

Smart Factory

J 5 J 9J 8

J 3

Cloud

Edge Servers Sensors

S2Begin J 4J 2

WANG2_LAYOUT.indd   96WANG2_LAYOUT.indd   96 11/19/20   3:31 PM11/19/20   3:31 PM

Authorized licensed use limited to: NANJING UNIVERSITY OF SCIENCE AND TECHNOLOGY. Downloaded on January 12,2021 at 01:33:05 UTC from IEEE Xplore.  Restrictions apply. 



IEEE Network • November/December 2020 97

Q-network (DQN) algorithm to allocate the VM 
instances without the aid of Q-table, where useful 
information is trained by two neural networks to 
obtain the state-action value function Q(st, at).

The proposed DRL algorithm is illustrated in 
Fig. 4. First, we employ the state-action value func-
tion Q(st, at) to measure the profit induced by the 
state and action in the current time slot. Then, the 
VAA learns the rules from the environment, and 
updates Q(st, at) by extracting mini-batch samples 
from the database and constructing the state-ac-
tion pair (st, at). In particular, the DQN updates 
Q(st, at) via the temporal difference between the 
outputs of the predicted neural network and the 
target neural network [14].

Finally, the VAA can identify the optimal policy 
to allocate the VM instances via DRL. The conver-
gence proof for the proposed algorithm is similar 
to that of [14] and is omitted here.

Generally speaking, there exists a trade-off 
between AI/ML and lightweight edge computing. 
Due to limited computing resources, it is difficult 
for a lightweight server to execute complex com-
puting services [8] and large-scale workflow. To 
solve this problem, we enable the cooperation 
among the edge servers in our IEC system. We 
first group the edge servers into clusters, and then 
select the edge server with the strongest compu-
tational power in each cluster as the edge cluster 
head to lead the local edge network consisting 
of nearby lightweight edge servers and embed-
ded devices. By running the DRL algorithm at the 
edge cluster head, the computing resources of 
nearby servers (e.g., VM instances) are adaptively 
allocated to the workflow requests.

ImplementAtIon of WIot WIth Iec
In this section, we implement the proposed WIoT 
with IEC in the system of an agricultural factory 
that produces, stores, sells, and delivers the prod-
ucts. Figure 5 illustrates the specific implementa-
tion of WIoT with IEC according to the three-layer 
framework in Fig. 1. First, automated logistics, 
smart agriculture, and product scheduling appli-
cations are involved in the IoT application layer.

In the second layer, we develop a typical work-
flow instance to automate the product transpor-
tation and selling services. First, a sale contract 

is created in J1 upon receiving an order from the 
TUs, and the context of the contract is generat-
ed to record the order information. Second, J2 is 
adopted to approve the contract. To be specific, 
the system first verifies the registered personal 
information, the price reasonability, and the avail-
ability of the products, and then submits them to 
the manager for sale approval. After the contract 
is approved, a parallel process with two branch-
es is launched. In the first branch, the workflow 
engine decides whether the delivery is urgent. 
If yes, an express delivery in J3 can be triggered. 
Otherwise, a normal delivery is activated in J4. 
Once either J3 or J4 activates, the seller employs 
a courier delivery service company to deliver the 
products. When the customer receives the prod-
ucts, the customer’s reviews are collected in J5. In 
the second branch, J6 tracks the product delivery. 
Subsequently, J7 reminds customers to pay for 
the products. Upon receiving the payment and 
reviews from the customer, J8 stores the transac-
tion information. Finally, the transaction informa-
tion is analyzed in J9.

The third layer focuses on the implementation 
of the edge computing with the edge servers, sen-
sors, and smart devices. Also, the EC management 
and edge resource management are implemented 
at the edge servers. Based on the degree of delay 
tolerance, each request queue is assigned with an 
initial priority value n ∈ {1, …, N}, where 1 is the 
highest priority and N is the lowest. In each time 
realization, the available network resources (e.g., 
VM instances) are first allocated to the highest pri-
ority queue. In the cases of a tie (i.e., more than 
one queue has the highest priority), we randomly 
select one from these queues to process. Once 
a queue is being processed, its priority value will 
be reset to the initial priority value for the next 
time slot. Moreover, the priority value of all other 
unprocessed queues will be reduced by one. We 
repeat the above procedure throughout the time.

The experimental results are shown in Fig. 
6. We deploy the proposed DRL algorithm in 
the edge server cluster head that has the high-
est computational power in each edge cluster. 
As benchmarks, we construct a typical IoT par-
adigm with cloud (IoT with cloud), a WIoT with 
cloud (WIoT with cloud) according to [15], and 

FIGURE 6. Experimental results comparison among the WIoT with IEC, WIoT with EC, WIoT with cloud, and 
IoT with cloud.
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a WIoT with edge computing (WIoT with EC). 
Note that different from the IEC scheme that min-
imizes the expected delay for all future time slots, 
the EC scheme only optimizes the VM allocation 
to minimize the delay for each time slot. In our 
experiments, we employ around 4,000 sensors to 
generate data over 100 days. The VM used in our 
experiment has one CPU unit, one CPU core, and 
500M memory. All VM instances use an Ubuntu 
server as the operation system.

Figure 6a shows the numbers of average ser-
vices per second accomplished by WIoT with IEC, 
WIoT with EC, WIoT with cloud, and IoT with 
cloud. We observe that the proposed WIoT with 
IEC accomplishes much more services than the 
other three schemes. For example, WIoT with IEC 
outperforms WIoT with EC and IoT with cloud by 
more than 30 percent and 70 percent, respec-
tively.

Figure 6b demonstrates the average response 
time of the four schemes. First, we observe that 
IoT with cloud suffers from the largest response 
time among all schemes due to the lack of auto-
mated task execution aided by workflow. Sec-
ond, the response time of WIoT with EC is lower 
than that with cloud, since a large number of the 
requests can be processed in the local edge net-
works. Third, WIoT with IEC consumes the lowest 
response time due to the adaptive resource allo-
cation via DRL. Note that at several points, the 
performance gaps between WIoT with EC and 
IEC schemes are very small. This is due to the fact 
that the DRL targets at minimizing the expected 
delay in the long run (not limited to a day). Thus, 
it is possible that both EC and IEC schemes have 
similar performance in a single day. However, if 
we take the average over the whole time span, 
the IEC scheme significantly outperforms the EC 
scheme. Moreover, our experimental results show 
that it takes around an hour for the algorithm to 
converge on the first day, and the convergence 
speed is faster for the following days due to the 
well trained model obtained in the previous days. 
The details are omitted due to the limited space.

conclusIons
In this article, we first proposed a novel work-
flow-aided IoT paradigm with intelligence EC to 
provide IoT services by orchestrating different 
IoT applications. Benefiting from the EC, com-
puting tasks can be immigrated from the cloud 
to the edge in close proximity to the sensors 
and TUs. Second, we designed a software plat-
form of WIoT with IEC in a client-server mode, 
where workflow engine, EC management, and 
edge resource management are implemented in 
the distributed edge servers. Third, we developed 
a DQN-based algorithm to dynamically allocate 
the VM instances to the IoT services. Fourth, we 
implemented WIoT with IEC in an agriculture fac-
tory to produce, transport, and sell. Experimental 
results demonstrate that the proposed WIoT with 
IEC can substantially reduce the response time 
and accomplish much more services per second 
than some baseline schemes.
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