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AbstrAct

Modern fog network architectures, empow-
ered by IoT applications and 5G communications 
technologies, are characterized by the presence 
of a huge number of mobile nodes, which under-
go frequent handovers, introducing a significant 
load on the involved network entities. Consider-
ing the distributed and flat nature of these archi-
tectures, DMM can be the only viable option for 
efficiently managing handovers in these scenar-
ios. The existing DMM solutions are capable of 
providing smooth handovers, but lack robustness 
from the security point of view. Indeed, DMM 
depends on external mechanisms for handover 
security and uses a centralized device, which has 
obvious security and performance implications in 
flat architectures where hierarchical dependen-
cies can introduce problems. We propose a new 
DMM schema based on the blockchain, capable 
of resolving hierarchical security issues without 
affecting the network layout, and also satisfying 
fully distributed security requirements with less 
consumption of energy.

Fog Networks eNAbled by Iot wIth 
secure ANd eNergy-eFFIcIeNt hANdover

The progressive miniaturization of hardware 
equipment and the availability of energy-effi-
cient fifth generation (5G) wireless communica-
tion technologies are now enabling the massive 
deployment of new smart mobile devices (sen-
sors, remote controllers, and actuators). This helps 
to realize ambient intelligence, assisted driving, 
e-health services, and other advanced applica-
tions, which will result in thousands of millions of 
mobile networked objects, continuously produc-
ing and consuming data, deployed across large 
geographic areas, and mutually interconnected 
through the ubiquitous Internet of Things (IoT). 
Such a huge scale introduces several challenges 
affecting traditional network-centric architectures, 
ranging from the variable demand for processing 
and storage resources, exceeding the capability 
of centralized, statically dimensioned solutions, to 
the impossibility of collecting the large volumes of 
traffic generated by millions of devices in a central 
location for timely processing and analysis. Fog-
based architectures have been conceived to cope 
with these challenges by pushing intelligence, 
processing power, and communication capabil-

ities down within the base stations’ (BSs’) local 
area networks, and hence as close as possible to 
where data are originated. This implies flattening 
the network to achieve better services and quality 
of experience by shifting many data collection 
and processing activities within fog service nodes 
or IoT gateways that, being located near data 
sources, end users, and remote control devices, 
allow for highly scalable low-latency services.

The resulting fog network architecture is 
sketched in Fig. 1, showing a BS that acts as a 
pivot for connecting mobile users and IoT devices 
to the public cloud or to multiple private clouds 
through specific access points (AP). Mobile IoT 
devices or user land terminals, here referred to 
as mobile nodes (MNs), can directly connect to 
APs (small cells) or, when using the 5G millime-
ter-wave (mmWave) band, join the network by 
associating with picocells (PCs) and femtocells 
(FCs). They can communicate with static IoT 
devices or service nodes, referred to as corre-
sponding nodes (CNs), connected to the network 
through specific home gateways (HGWs). A fog 
server (FS) controls multiple fog nodes (FNs), 
allowing users to interact with the fog storage and 
runtime resources through specific communica-
tion protocols depending on network configura-
tion, users’ density, and the applications involved.

While such a flattened architecture enables 
extremely scalable high-speed services, it still 
presents several open security issues at the net-
work level. Centralized authentication devices 
are needed for managing the security between 
the involved entities and ensuring trust in service 
exchanges. This results in a security architecture 
that is a hybrid between flattened services and 
hierarchical security. Spectrum widening and high 
transmission rates are helpful in overcoming laten-
cy issues in hierarchical authentication, but pave 
the way to various kinds of cyber attacks. Further-
more, since most of the mobile devices involved 
are typically constrained by limited battery power, 
energy efficiency in mobility management, imme-
diately achievable through a reduction of the 
number of messages exchanged by the different 
entities involved, is also a fundamental concern.

MNs are typically involved in handover by 
moving across different APs within their geo-
graphical coverage. Handovers can either happen 
in intra- or inter-zone mode. Inter-zone hando-
vers occur when a node moves across different 
zones served by different APs, whereas intra-zone 
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handovers take place within the same zone but 
with different APs. Intra-zone handovers are easi-
er to manage, and their security can be handled 
by existing Proxy-Mobile IPv6 (PMIPv6)-based 
solutions. However, inter-zone handover requires 
seamless connectivity without compromising the 
security of the network. Over the years, several 
solutions have been proposed within the PMIPv6 
framework for such inter-zone handovers. Howev-
er, these solutions defy the core concept of flat-
tened architecture and may introduce excessive 
signaling overheads in fog networks enabling IoT 
services. Some scenarios may suggest the intro-
duction of local authentication servers, but such 
servers will also heavily depend on a centralized 
authentication one for periodic updates and val-
idations.

Another major issue with handover is ener-
gy consumption. In a complex architecture, 
security involves many entities, which increases 
the amount of signaling messages needed by 
adversely affecting the devices’ energy budget. 
Overconsumption of energy also happens while 
maintaining uplinks/downlinks between entities 
during handover. Recent studies (e.g., [1–3]) have 
discussed the impact of signaling overhead on 
energy consumption. Thus, enhancing handover 
security without many dependencies on hierarchi-
cal authentication mechanisms and with less sig-
naling burden can also improve energy efficiency. 
These hierarchical authentication procedures can 
be attained by distributed mobility management 
(DMM), as explained in the next section.

dIstrIbuted MobIlIty MANAgeMeNt IN 
Fog Networks

Hierarchical dependencies within networks intro-
duce several problems related to latency and 
communication overhead. In the presence of 
high mobility, things are worsened due to limited 
control over MNs. DMM has been introduced to 
support low latency and flat architectures despite 
the presence of hierarchical dependencies. It is 
aimed at distributing mobility control across the 
network over multiple different entities, avoiding 
any centralized mobility management mechanism 
(https://tools.ietf.org/html/draft-chan-dmm-dis-
tributed-mobility-anchoring-01). In order to 
reduce network load by better balancing it, DMM 
anchors the traffic near mobile and service nodes 
(https://tools.ietf.org/html/rfc7333).

DMM can be structured according to a 
semi-distributed or fully distributed model 
(https://tools.ietf.org/html/draft-wt-dmm-deploy-
ment-models-00). In the former, there is a cen-
tralized controller, whereas the latter implements 
distribution strategy even for the controller. Intel-
ligent service functions should be developed that 
can be converted into semi-distributed or fully dis-
tributed solutions without much overhead. DMM 
can also be implemented as a host-based or net-
work-based solution. Host-based solutions allow 
MNs to actively participate in the mobility man-
agement and handoffs, whereas network-based 
solutions do not allow active involvement of MNs 
in mobility management.

The implementation of state-of-the-art DMM 
solutions in the fog network scenario is sketched 
in Fig. 2 and discussed in the following.

PMIPv6-Based DMM: PMIPv6 relies on 
Proxy Binding Update (PBU) and Proxy Binding 
Acknowledgment (PBA) messages between the 
local mobility anchor (LMA) and mobility access 
gateways (MAGs). The LMA is the central authori-
ty that manages the movement of MNs across the 
MAGs. The CNs in PMIPv6 are governed by their 
HGWs, and the link for communication is formed 
as MN-MAG-LMA-HGW-CN. PMIPv6-based 
DMM replaces centralized LMA with a control 
mobility database (CMD) that regulates the mobil-
ity rules for mobility anchors and access routers 
(MAARs), which are the replacement for MAGs. 
According to the reports on PMIPv6-based DMM, 
CMD defines the session updates depending 
on its uses as a PBU/PBA relay, MAAR locator, 
or MAAR proxy [4, 5]. An example scenario is 
shown in Fig. 2a with its corresponding protocols 
reported in Figs. 3a-1 and 3a-2. We consider two 
PMIPv6-based DMM variants presented in [4, 
6] that differ in message exchange but both rely 
on the creation of a tunnel between the MAARs. 
PMIPv6 is able to withstand security issues within 
the handover; however, it also suffers from some 
vulnerabilities and can expose the network to 
intruders during tunnel setup. For example, back-
ward broadcasting can result in capturing traffic 
on a compromised MAAR. Furthermore, PMIPv6-
DMM security depends on the assumption that 
CMD is not compromised. This assumption is too 
strong as CMD is exploitable by attackers in sev-
eral scenarios. Apart from these issues, the hierar-
chical procedures make de-registration insecure 
and can lead to the disclosure of MN information.

Software Defined Networking (SDN)-Based 
DMM: SDN-based DMM uses the SDN control-
ler as a centralized FS, which makes the resulting 
architecture semi-distributed. SDN-based DMM 
leverages the flow table architecture of different 
variants of SDN technology [7] [8]. There are dif-
ferent SDN-based DMM schemes, but we consid-
er route-optimization-based SDN-DMM as shown 
in Fig. 2b [9]. This scheme copes with route opti-
mization issues in SDN-based DMM by improving 
the path of the previous flow, which is managed 
by the source MAAR. Currently, there is no sup-
port for security. However, as shown in Fig. 2, this 
scheme can be improved by adding a security 
server along with the controller. From Fig. 2b, it 
can be seen that the controller performs the tasks 
of CMD and uses binding updates to manage the 

Figure 1. An example of fog network architecture.

Fog storage

MN: Mobile node
BS: Base station
AP: Access point
PC: Picocell
FC: Femtocell
FS: Fog server
FN: Fog node
HGW: Home gateway
CN: Corresponding node
RT: Router

AP
BS

FS

CNs
HGW

FN

FC

PC

RT

MNs

Moving MNs

Public
cloud

Private
cloud

Private
cloud

Authorized licensed use limited to: NANJING UNIVERSITY OF SCIENCE AND TECHNOLOGY. Downloaded on January 12,2021 at 02:05:19 UTC from IEEE Xplore.  Restrictions apply. 



IEEE Communications Magazine • May 201824

handovers. Before handovers, the controller uses 
binding cache entry (BCE) and modifies the flow 
messages. Unlike PMIPv6-based DMM, SDN-
based DMM relies on router update messages 
for shifting controls between the MAARs. All the 
information about the MN is passed to the new 
MAAR via the controller, introducing excessive 
routing burden on the network. The variant pre-
sented in Fig. 2b achieves route optimization by 
modifying the flow tables. These modifications 
are performed by the controller depending on 
the network flow in order to allow direct messag-
ing between the HGW of the CN and the target 
MAAR.

Routing-Based DMM: This allows fully dis-
tributed mobile network architectures and also 
paves the way to flat security solutions. However, 
routing-based DMM has to rely on a centralized 
authentication server for governing local authen-
tication policies. This may perceivably affect the 
performance depending on routing and optimiza-
tion issues. Figures 2c and 3c present the Border 
Gateway Protocol (BGP)-based DMM scheme 
[10] as considered in [5] using the FS as a rout-
er (RT). Unlike other DMM solutions, this is fully 
distributed, but its flat architecture gets affected 
by the introduction of security mechanisms. Rout-

ing-based DMM is protocol-dependent and relies 
on Domain Name Server (DNS) queries, and uses 
router advertisements and authentication messag-
es for connections. The major disadvantage is that 
it depends on external security procedures, which 
introduce excessive performance overheads.

Topology-Based DMM: This is a variant of 
SDN-based DMM, which relies on policies driven 
by PMIPv6-based DMM [11]. Instead of work-
ing as a controller, the FS operates as a topology 
server (TS) and contributes to mobility anchoring 
as shown in Fig. 2d. This DMM solution can be 
useful in semi-distributed scenarios and can pre-
vent backward looping as no query is required 
on an MN’s location during handover. It uses 
a combination of Dynamic Host Configuration 
Protocol (DHCP) requests and PBU/PBA mes-
sages to establish a tunnel between the previous 
and target MAARs. However, considering the 
consequences of PMIPv6-based DMM, topolo-
gy-based DMM also suffers from a similar issue of 
backward broadcasting, and its security follows a 
hierarchical scheme. In the current Internet Engi-
neering Task Force (IETF) draft on topology-based 
DMM, there are no security considerations; how-
ever, we emphasize its importance considering 
that the previous MAAR does not need to inform 

Figure 2. An illustration of exemplary scenarios of fog networks using PMIPv6, SDN, routing, and topology-based DMMs: a) PMIPv6-
based DMM; b) SDN-based DMM; c) routing-based DMM; d) topology-based DMM.
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the target MAAR about the location of MNs and 
vice versa.

DMM resolves many hierarchical management 
issues by flattening the network; however, secu-
rity layout remains hierarchical. A comparison 
between the available solutions is shown in Fig. 
4a. SDN- and topology-based DMMs can pro-
vide better management and control with lower 
scalability overheads, whereas PMIPv6-based 
DMM can overcome issues related to signaling 
overheads and security. Routing-based DMM 
can provide a non-ownership type of network, 
which can be configured without changing any 
signaling messages between the entities. How-
ever, all of the above DMM implementations 
suffer from resource inequality and identity man-
agement issues for practical applications. Out of 
these solutions, PMIPv6-based DMM has proven 
to be competitive in terms of security. Thus, threat 
implications are presented around this type of 
DMM, as shown in Fig. 4b.

In PMIPv6-based DMM, the communication 
between MN and MAAR is subject to session 

hijacking and denial of service attacks, which 
can be hindered by mutual authentication and 
message protection. The links between CMD 
and MAAR can be disrupted as a consequence 
of attacks launched at the MAAR or CMD level. 
The two existing variants for PMIPv6-based DMM 
[4, 6] can be leveraged to face these issues, but 
only to a limited extent. Of both solutions, the 
one proposed in [6] reduces the burden of CMD 
and is well aligned with the objectives of DMM. 
Signaling overhead in [4] is high as the CMD 
sends PBUs directly to the previous MAAR rather 
than to the local area network. Further, the variant 
in [6] can be trusted because the serving MAAR 
directly contacts other involved ones after receiv-
ing the PBU from CMD. Thus, it is difficult for the 
compromised CMD to deceive other MAARs. On 
the other hand, variants in [4, 5] are vulnerable 
to attacks by the compromised CMD because it 
can directly contact the involved MAARs. More-
over, the tunnel created between both MAARs 
is subject to threats despite the fact that the pre-
vious MAAR sends PBA after tunnel formation 

Figure 3. An illustration of the message exchange mechanism of PMIPv6, SDN, routing, and topology-based DMMs in fog-IoT networks.
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Figure 4. Comparison of PMIPv6, SDN, routing, and topology-based DMMs and threat implications of 
PMIPv6-based DMM in fog networks.
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as shown in [4, 5]. This is because there are no 
de-registration policies that mean a compromised 
previous MAAR can itself respond to the PBU 
without letting a target MAAR know about its sit-
uation and thus expose the network. The security 
problems in PMIPv6-based DMM can be solved 
with a more complicated authentication with the 
centralized server. However, this will break the 
objectives of DMM by making the network hier-
archical and introducing more signaling overhead, 
and consequently consuming more energy.

A Fully dIstrIbuted solutIoN For 
MANAgINg securIty: the blockchAIN

Most of the aforementioned problems are associat-
ed with the need to centralize the control of secu-
rity data, while managing DMM in a distributed 
scenario. Centralized data recording is tedious, is 
often inefficient, introduces a single point of failure, 
and requires complex procedures to prevent over-
riding and overlapping while committing an action. 
Operating databases in a distributed manner 
resolves this problem, but introduces other issues 
related to authenticating and trusting the data man-
aging entities. One of the most interesting solutions 
for coping with such requirements is blockchain, 
as defined by Satoshi Nakamoto in 2008, which is 
based on a trustless consensus scheme.

In the original blockchain architecture, the 
effectiveness of such a scheme is ensured by a 
proof of work (PoW) mechanism that, for the 
generation of a new block, requires solving a 
very complex and computationally expensive 
mathematical puzzle. In contrast, the verification 
process is extremely simple and typically associ-
ated with a single hashing operation. Blockchain’s 
architecture allows managing records in peer-to-
peer format by keeping information in blocks and 
ensuring the complete control and verifiability of 
each transaction. These can be seen as automati-
cally growing programmable ledgers [12].

The blockchain is secured by its design and 
rules allowing Byzantine fault tolerance. The 
blockchain operates by distributing copies of 
existing records as electronic ledgers to all the 
participants that either add or delete a record to 
maintain the information. In-place amendments 
of records are not allowed in the blockchain. The 
parent node of the blockchain is termed the “gen-
esis” followed by “main chain” and “orphans.” 
Generally, blockchain uses a public key as the 
address of each block and a private key as the 
pass key to access critical information. Howev-
er, the initial concept focuses only on the public 
key from the point of making blockchain openly 
accessible, permissible, and non-forkable [12, 13].

The key components of an efficient blockchain 
include:
• Electronic ledger, which is shared among all 

peers
• Smart contract, which defines the terms, 

rules, and conditions for accessing ledgers 
via transactions

• Privacy and validations, which form the secu-
rity concepts and procedures for verifying 
transactions

•  Protocol and application interface, which sets 
operation rules and accessibility solutions for 
ledgers

Since blockchain conceptualizes the removal 
of a centralized entity for security, it can serve 
the purpose of maintaining a flat and distributed 
layout in highly dense fog networks. For further  
details, readers can see [12–14].

blockchAIN-bAsed dMM For secure ANd 
eNergy-eFFIcIeNt hANdovers

We propose a novel blockchain-based DMM 
scheme capable of overcoming the distributed 
security concerns of the existing solutions. Three 
different blockchains are used, namely, PoW-wise, 
region-wise, and user-wise ones. The PoW-wise 
blockchain is the private blockchain implemented 
at the FS level in the fog network. This is respon-
sible for coordinating inter-MAARs ledgers and 
supporting conflict issues between the MAARs.1  
The conflict issues are stored as a value represent-
ing the number of times a handover between the 
entities failed. The region-wise blockchain controls 
the MAARs, and the user-wise blockchain com-
prises MNs. There are three different block for-
mats for the three different blockchains as shown 
in Figs. 5a and 5b. All the entities are identified by 
their physical address (ID) and public key (PK). 
The MN-block format uses a hash for its own and 
previous members of a user-wise blockchain as 
in traditional blockchain schemes. It is capable of 
generating signatures on the basis of hashes and 
stores the conflict value for any of the irregular 
MNs with the timestamp (t). The timestamp helps 
to identify the blockchain properties and state at 
the time when a particular conflict occurs. MNs 
use an access key (X) from the target MAAR in 
the case of inter-zone handover, which obtains X 
from the PoW (FS) access key pool. Alternatively, 
this access key can only be generated by MAARs 
and does not need to be obtained from any PoW-
FS node. The MN stores the block strength of the 
user-wise blockchain and keeps track of it via an 
update counter. The MAAR block format is a bit 
more complex with entries governing MAARs, 
the hash for connected MAARs, block strength 
of MNs, conflict values for connected MAARs, 
handover traces, access keys for PoW ledgers, 
and displayed key for other MAARs necessary 
for identifying the source PoW node. Similarly, 
PoW node block format contains information 
about other PoWs with a list of MAARs and their 
strengths.

The MN traffic is anchored by its serving MAAR 
toward the HGW of a CN, and in this case, the traf-
fic arrives at the serving MAAR when the MN is in 
transit toward its target MAAR; the serving MAAR 
communicates directly with the target MAAR 
through an FC or a PC by identifying the location 
of the MN through region-wise ledgers. However, 
if the MN is untraceable from region-wise ledgers, 
FS is used for anchoring the traffic.

In the initial phase,2 the MN and the serving 
MAAR exchange a blockchain handover key 
(BCHK) for securing their communication. Fur-
ther, the MN shares a one-time password (OTP) 
with the serving MAAR, which is generated as an 
N-hash chain of OTPs with a key (K) similar to the 
mechanism of S/Key (https://tools.ietf.org/html/
rfc1760). This S/Key-OTP fortifies a lightweight 
authentication, which can avert a network by an 
interceptor who performs perpetual sniffing.

1 MAAR 1 and MAAR 3 
are the serving MAARs, 
and MAAR 2 and MAAR 
4 are the target MAARs. 
 
2 It is assumed that mutu-
al authentication and key 
exchange procedures are 
performed for safely sharing 
the BCHK and the first OTP. 
However, work is still required 
in this direction for ensuring the 
security during the initial phase 
of handover.

In the original block-

chain architecture, the 

effectiveness of such 

scheme is ensured by 

a Proof of Work (PoW) 

mechanisms, that, for 

the generation of a new 

block requires solving a 

very complex, and com-

putationally expensive, 

mathematical puzzle. In 

contrast, the verification 

process is extremely 

simple and typically 

associated with a single 

hashing operation.
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The OTP is passed by the serving MAAR to the 
target MAAR, which also obtains the next OTP 
from the MN and verifies it followed by other 
procedures for managing handover, as shown in 
Fig. 5c. Although a compromised MAAR exposes 
OTP as well as BCHK, it cannot affect the network 
as the authentication procedures are secured via 
three blockchain ledgers.3

For intra-zone handover, as shown in Fig. 5d, 
the process starts with the sharing of ledgers of 
the three blockchains, provided according to a 
broadcasting strategy.4
(1)–(2): Once the serving MAAR identifies the move-

ment, the procedures for handover are initiated.
(3): The serving MAAR checks for previous 

conflicts for this MN, and if no conflict 
is identified, it sends a handover message 
including OTPN = HN(K), IDs for fetching 
public keys (PKs) of the MN, MAAR 1, and 
MN1

n–1 to the target MAAR.

(4): The MN proceeds with the attachment 
request with a similar context along with ID 
of target MAAR with OTPN–1 = HN–1(K).

(5): On receiving the request, the target MAAR 
verifies the OTPN–1 = HN–1(K) with OTPN = 
HN(K). Next, it accounts for the user-wise 
ledger of MN2

n, which obtains information 
from the MN1

n–1 regarding the hash and 
strength, and uses it to validate the incom-
ing MN. Unlike existing DMM, there is no 
CMD involved, and validation procedures 
are carried out using the distributed nature 
of blockchains.

(6)–(8): Once authorized, the target MAAR 
sends a user-wise ledger to the serving 
MAAR, which analyzes it for any suspicious 
activity. It sends an end-session message 
if everything is fine, and the target MAAR 
sends an attachment complete message to 
MN, thus completing the handover.

Figure 5. a) Block format for MN, MAAR, PoW (FS); b) DMM handover scenario with user-wise blockchain, region-wise blockchain, 
and PoW-wise blockchain; c) an initial phase and handover overview; d) intra-zone handover between MAARs of same PoW (FS) 
using blockchain-based DMM; e) inter-handover between MAARs of different PoWs (FS) using blockchain-based DMM.
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>Once the target MAAR receives the BCHK and OTP from the incoming MN, it verifies 
  OTP and after handover, it discards the OTP obtained from the serving MAAR.

>The MN keeps track of N, BCHK, and K.

>The MN decrements N after every handover.

>It is assumed that MN and MAAR 1 mutually authenticate each other while safely  
  exchanging BCHK and OTPN in the initial phase.

>This implies that OTP values, OTPN-1 and OTPN-2, are protected with BCHK to defend 
  against the man-in-the-middle attacks.

>After the initial phase, the messages and the data transmissions are secured with BCHK.

3 In addition, BCHK should not 
be directly sent from the MN to 
MAAR 2 or MAAR 3. Instead, it 
is safely forwarded to MAAR 2 
and then to MAAR 3 via secure 
channels between MAAR 1 and 
MAAR 2, and between MAAR 
2 and MAAR 3, respectively. 
 
4 Currently, no specific broad-
casting scheme is considered 
for blockchain-based DMM, 
and it is an open issue.
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(9)–(10): Finally, the MN updates and broad-
casts the user-wise ledger. The involved 
MAARs share their region-wise ledgers with 
the updated strength and information to the 
PoW node (FS).
For inter-zone handover operations, all three 

blockchains are involved, whereas only two are 
used in intra-zone mode, as shown in Fig. 5e. The 
initial steps are similar to (1)–(2) of intra-zone 
mode, followed by the following steps:
(3): The movement detection is followed by a 

handover message from the serving MAAR 
to the target MAAR including OTPN–2 = 
HN–2(K), IDs for fetching the PK of itself, 
MN, and MN3

n–1, which is the previous MN 
of the serving MAAR.

(4): The target MAAR uses PoW-wise block-
chain and checks for the existence of a con-
flict with the serving MAAR. If no conflict 
exists, it sends an access key (X1) along with 
OTPN–2 = HN–2(K), ID of itself, MNn

4, and 
PoW (FS) ID.

(5): The MN sends an attachment request to 
the target MAAR using OTPN–3 = HN–3(K) 
along with IDs for fetching the PK of MN, 
MAAR 3, MAAR 4, and MN3

n–1.
(6)–(7): Following the authentication proce-

dure as in intra-zone step (5), the MN 
receives an acknowledgment including X1 
and OTPN–3 = HN–3(K). The MN retrieves 
MN4

n, which now becomes MN4
n–1 from the 

target user-wise ledger.
(8)–(9): The target MAAR sends an updated 

user-wise ledger to the serving MAAR, which 
also receives the context information from 
the MN with X1 and MN4

n The serving MAAR 
checks for any suspicious activity before 
ending the session.

(10)–(11): On receiving the end session mes-
sage from the serving MAAR, the target 
MAAR informs the MN about the comple-
tion of attachment procedures, and hando-
ver is completed.

(12)–(12’): Finally, the involved MAARs update 
their region-wise ledgers to their respective 
PoW-FS nodes.
The blockchain-based DMM overcomes 

the threat implications of PMIPv6-based DMM 
and also resolves the issues related to de-regis-
tration and backward broadcasting leading to 
tunnel attacks. The next section presents the per-
formance evaluation of the proposed solution.

PerForMANce evAluAtIoN
The signaling overhead associated with the regis-
tration of an MN into the blockchain of a target 
MAAR (inter-zone mode) is analyzed by compar-
ing it to the host-based as well as network-based 
DMMs [6]. We used an evaluation methodology 
similar to the one presented in [6], where the sig-
naling overhead (SO) associated with registration 
is given as

SO = B ×M
T

+A.
 (1)

Here, B is the number of hops between MN and 
MAAR or PoW-FS (10 for network-based and 
1 for host-based), M is the registration packet 
length (66 bytes), and A is the excessive over-
head given as 

(B −1)×M
T

+ (k −1)× ( ′B )×M
T

for network-based and as 

(k −1)× ( ′B )×M
T

for host-based, where B’ is the hop distance 
between APs (with a value of 3), and k is the 
number of addresses configured for an MN [6]. 
Although the proposed approach can be more 
aggressive on memory consumption because of 
redundant operations of the blockchain, it does 
not affect the signaling messages. On the con-
trary, it reduces the number of addresses to be 
configured at the MN and also considerably 
decreases the distance between the hops as the 
user-wise blockchain is updated in the majority 
of the scenarios, which follows one-hop distance. 
Only two addresses are associated with the MN 
at any given time because of the concept of the 
blockchain. Thus, the percentage improvement 
for the blockchain-based DMM in comparison to 
the network-based DMM and host-based DMM 
(at k = 5) by varying T, which is the stay time of 
an MN, is 86.6 and 69.2 percent, respectively, as 
shown in Fig. 6a. The results will change once the 
redundant message size is considered along with 
the amendment overheads of the blockchain. 
However, its impact can be neglected considering 
the distributed security of the proposed block-
chain-based DMM.

The proposed blockchain-based DMM and 
host-based DMM strategies both imply per-node 
transmissions Ctx and receptions Crx in the ratio of 
2:2, thus, they consume similar amounts of ener-
gy, whereas network-based DMM has these in the 
ratio 1:2. This energy can be calculated as

e = (Ctx × TX × It) + (Crx × RX × It)  
    + (Prp × (T – It)), (2)

where TX is the transmission power (1726 mW), 
RX is the reception power (1340 mW), It is con-
nection inactivity time (0.1–0.3 s), and Prp is the 
reception power in the zone of the MAAR (1325 
mW) [15]. For the entire network, this energy 
consumption becomes

εN = SO
B

×α1
⎛
⎝⎜

⎞
⎠⎟ +α2

⎛
⎝⎜

⎞
⎠⎟
× It × Ctx + Crx( )⎛

⎝⎜
⎞
⎠⎟

+ Prp × T − It( )( ),  (3)
where a1 and a1 are the power constants with 
values 438 mW per unit byte per second and 
1288 mW, respectively [15] As expected, an MN 
in network-based DMM consumes lower energy 
than the host-based DMM and blockchain-based 
DMM; however, the difference is marginal (i.e., 
only 1 percent). For the overall network, the pro-
posed blockchain-based DMM consumes 4.7 
percent more energy than the network-based 
DMM, but 17.5 percent lower than the host-
based DMM, as shown in Fig. 6b The results are 
also recorded by following the one-hop concept 
of blockchain-based DMM that relies only on 
broadcasting the ledgers without relaying, thus 
reducing the overall hop distance. The results 
in Fig. 6c suggest that one-hop implementation 
reduces the energy consumption up to 3.5 per-

Although the proposed 

approach can be more 

aggressive on memory 

consumption because 

of redundant operations 

of the blockchain, yet 

it does not affect the 

signaling messages. On 

the contrary, it reduces 

the number of address-

es to be configured at 

the MN and also con-

siderably decreases the 

distance between the 

hops as the user-wise 

blockchain is updated 

in the majority of the 

scenarios, which follows 

one-hop distance.
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cent for It at 0.1, 0.2, and 0.3 s. However, it will 
increase because of redundant operations of the 
blockchain. At present, these evaluations do not 
include energy consumed in the broadcasting of 
ledgers. This will surely increase the energy con-
sumption and will depend on the consensus of 
broadcasting scheme, but considering the advan-
tages and security of blockchain-based DMM, 
it can be relaxed at the moment. Currently, the 
blockchain formation time and memory require-
ments are not considered. As there is no standard 
format for a packet header to be used in the case 
of blockchain-based DMM, it can be relaxed at 
the moment.5

coNclusIoNs ANd Future reMArks
This work proposes a new DMM solution for 
flattened fog network architectures leveraging 
the blockchain technology. The proposed block-
chain-based DMM is capable of coping with 
hierarchical security issues without affecting the 
network layout. It satisfies the requirements of 
fully distributed security by using three block-
chains and also resolves the de-registration issues 
affecting the existing DMM solutions. It also sig-
nificantly reduces signaling burden compared to 
the existing DMM solutions, resulting in reduced 
energy consumption.

The proposed blockchain-based DMM is capa-
ble of resolving issues related to defense against 
malicious MAARs, malicious CMDs, and malicious 
MNs. Further, the distributed blockchain strategy 
helps to counterfeit attacks, such as denial of ser-
vice/distributed denial of service, impersonation, 
session hijacking, and backward broadcasting. 
Also, the proposed solution supports de-registra-
tion policies, all of which are major security issues 
of the existing PMIPv6-based DMM. In spite 
of such extensive resolutions, there are various 
issues that need to be taken care of while further 
enhancing the blockchain-based approach. These 
include solutions for redundant memory require-
ments. The multiple ledgers may use excessive 
memory, which may affect the performance. Thus, 
controlled operations must be performed for 
memory consumption. Initial authentication for 
blockchain-based DMM is based on the assump-

tion of a secure channel. This assumption should 
be relaxed with a novel ideology for a secure 
initial communication. Solutions for session key 
exchange along with privacy and anonymity have 
yet to be explored for blockchain-based DMM. 
Apart from these, there is no standard packet for-
mat for exact implementation of blockchain-based 
DMM, which should be standardized along with 
the broadcast consensus scheme and the block-
chain formation time.

In future research directions, the proposed 
blockchain-based DMM will be evaluated with dif-
ferent types of broadcasting mechanisms. In the 
presence of memory constraints, it is mandatory 
to resolve multi-blockchain dependencies. This 
can be performed by moving toward network 
architectures with no managing authority. Howev-
er, these architectures also suffer from other lim-
itations such as service charging policies, record 
management, and tracking, and hence require 
further exploration.

Despite being in an early stage, the proposed 
blockchain-based DMM has been demonstrated 
to be extremely promising and can be seen as 
one of the key solutions for secure distributed 
handover in fog networks.
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In the presence of 

memory constraints, it 

is mandatory to resolve 

multi-blockchain depen-

dencies. This can be 

performed by moving 

toward network archi-

tectures with no manag-

ing authority. However, 

these architectures also 

suffer from other lim-

itations such as service 

charging policies, record 

management, and track-

ing, and hence require 

further exploration.
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