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Secure and Precise Wireless Transmission for
Random-Subcarrier-Selection-Based Directional

Modulation Transmit Antenna Array
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Abstract— In this paper, a practical wireless transmission
scheme is proposed to transmit confidential messages to the
desired user securely and precisely by the joint use of multiple
techniques, including artificial noise (AN) projection, phase align-
ment/beamforming, and random subcarrier selection (RSCS)
based on orthogonal frequency division multiplexing (OFDM),
and directional modulation (DM), namely RSCS-OFDM-DM.
This RSCS-OFDM-DM scheme provides an extremely low-
complexity structure for the desired receiver and makes the
secure and precise wireless transmission realizable in practice.
For illegal eavesdroppers, the receive power of confidential
messages is so weak that their receivers cannot intercept these
confidential messages successfully once it is corrupted by AN.
In such a scheme, the design of phase alignment/beamforming
vector and AN projection matrix depends intimately on the
desired direction angle and distance. It is particularly noted
that the use of RSCS leads to a significant outcome that the
receive power of confidential messages mainly concentrates on
the small neighboring region around the desired receiver and
only small fraction of its power leaks out to the remaining large
broad regions. This concept is called secure precise transmission.
The probability density function of real-time receive signal-to-
interference-and-noise ratio (SINR) is derived. Also, the average
SINR and its tight upper bound are attained. The approximate
closed-form expression for average secrecy rate is derived by
analyzing the first-null positions of the SINR and clarifying the
wiretap region. Simulation and analysis show that the proposed
scheme actually can achieve a secure and precise wireless trans-
mission of confidential messages in line-of-propagation channel,
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and the derived theoretical formula of average secrecy rate is
verified to coincide with the exact results well for medium and
large scale transmit antenna array or in the low and medium
SNR regions.

Index Terms— Secure precise transmission, phase alignment,
random-subcarrier-selection, directional modulation, SINR.

I. INTRODUCTION

IN THE last decade, secure physical-layer wireless trans-
mission has increasingly become an extremely impor-

tant research topic in both academia and industry [1]–[10].
As a key-less physical layer secure transmit method,
directional modulation (DM) is attracting an ever-growing
interest [11]–[15] and has made substantial progression in
many aspects by using antenna array with the help of
aided artificial noise (AN) [16]–[18]. Daly and Bernhard [14]
and Shi and Tennant [15] proposed an actively driven
DM array of utilizing analog radio frequency (RF) phase
shifters or switches, which causes some fundamental weak-
nesses such as requirement of high-speed RF switches and
high complexity of design process. To overcome those disad-
vantages, instead of the RF frontend, the DM was synthesized
on the baseband by the AN-aided orthogonal vector method
in [16]. To enhance security, the symbol-level precoder in [12]
was proposed by using the concept of constructive interfer-
ence in directional modulation with the goal of reducing the
energy consumption at transmitter. Taking direction measure-
ment error into account, Hu et al. [17] and Shu et al. [18]
proposed two new robust DM synthesis methods for two
different application scenarios: single-desired user and multi-
user broadcasting by exploiting the statistical properties of
direction measurement error. Compared to existing non-robust
methods, the proposed robust methods can achieve an order-
of-magnitude bit error rate (BER) performance improvement
along desired directions. Shu et al. [19] made an investiga-
tion of robust beamforming for secure DM in the multiuser
multiple-input and multiple-output systems in the presence of
direction angle measurement errors and proposed an main-
lobe-integration-based precoding method to realize the high-
performance robust secure multi-message-stream simultaneous
transmission. In general, the DM may achieve a high per-
formance gain along the desired directions via beamforming
and provide a secure transmission by seriously degrading the
undesired directions by AN projection.
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However, the major disadvantage of DM is that its beam-
forming method only depends on direction angle and is
independent of distance. Therefore, as an eavesdropper moves
within the main beam of the desired direction, it can readily
intercept the confidential messages towards the desired direc-
tion. This will result in a serious secure problem.

To address such a problem, Zhu et al. [20] proposed a
strategy to enhance physical-layer security of direction mod-
ulation in wireless transmission with the help of multi-relay
cooperation, that each relay station acts as a DM transmitter.
With the aid of multi-relays and DM, only the desired receiver
at the destination can detect the confidential message correctly.
While the eavesdroppers that deviate from the desired receiver
position are terribly disturbed by ANs from multiple relay DM
transmitters. Furthermore, Liu et al. [21] and Hu et al. [22]
proposed a novel frequency diversity array model. The fre-
quency increments are randomly (instead of linearly) assigned
to all antenna-array elements, which is called a random
frequency diverse array (RFDA). Hu et al. [22] proposed a
RFDA based directional modulation with aided AN. This
scheme can achieve a secure precise wireless transmission.
That is, the confidential beamforming vectors for desired users
and AN projection matrix for eavesdroppers rely heavily on
both direction and distance. In other words, by making use of
RFDA plus DM, the confidential messages can be securely
and precisely transmitted towards a given position (direc-
tion and distance) with only a small fraction of confidential
power radiating outside the small neighborhood around the
desired position. Actually, the frequency diverse array has
been widely investigated in RADAR field [23], [24]. In [25],
the RFDA concept has also been employed to construct orthog-
onal frequency division multiplexing (OFDM) [26] transmitter
and achieved secure wireless communication in free space.
However, as the number NT of transmit antennas tends to
medium-scale and large-scale, the desired receiver requires
a high-complexity receive structure. For example, at desired
receiver with a single antenna, NT RF chains or one RF chain
with NT matched filters is required to coherently combine NT
parallel random independent subchannels of all NT frequency
bands. This receive structure will dramatically increase the
circuit cost at both transmitter and receiver for medium-scale
and large-scale DM system. This motivates us propose a
low-complexity structure of using random-subcarrier-selection
(RSCS) array based on OFDM technique instead of RFDA
with the help of AN projection and phase-alignment at trans-
mitter. The proposed scheme can easily implement the DM
synthesis at transmitter and coherent combining at receiver
using IFFT/FFT operations, respectively. Thus, this new struc-
ture can significantly reduce the circuit cost at desired receiver
and make the secure precise communication feasible and
applicable. Our main contributions are summarized as follows:
• To address the problem of circuit complexity at receiver,

we propose a new scheme of replacing random frequency
diverse by random subcarrier selection based on OFDM and
DM (RSCS-OFDM-DM). At desired receiver, the FFT/IFFT
operation will reduce NT RF chains to only one. This simple
structure will significantly save the circuit budget in the
medium-scale and large-scale systems.

• At transmitter, phase alignment in frequency-domain
is combined with RSCS to constructively synthesize the
NT frequency-shifted versions of transmit signal at desired
receiver and destructively at eavesdroppers. The AN projection
is used to further degrade the performance of eavesdroppers.
• In the scenario that AN and channel noise have approx-

imately the same receive power, the probability density func-
tion (PDF) of receive signal-to-interference-and-noise ratio
(SINR) is first derived. Subsequently, the average SINR
expression is presented by using the derived PDF.
• The approximate closed-form expression for average

secrecy rate is derived by analyzing the first-null position
and clarifying the wiretap region. This theoretical formula is
verified to be valid in medium and large scale transmit antenna
array and almost independent of SINR. Additionally, in the low
and medium SINR regions, the derived expression is shown
to coincide well with the exact one.
• By simulation and analysis, we find that the receive con-

fidential message power forms a high SINR peak around the
desired position and shows a very small leakage to other wide
regions. In other words, this gathers almost all confidential
message power at a small neighbourhood around the desired
position and at the same time leads to an extremely low receive
SINR at eavesdropper positions by AN projection, RSCS and
phase alignment at transmitter, which may successfully destroy
the interception of eavesdroppers.

The remainder are organized as follows: Section II
describes the system model of the proposed RSCS-OFDM-
DM and proves its feasibility. The AN-aided and range-
angle-dependent beamforming scheme for RSCS-OFDM-DM
is presented in Section III. Here, we analyze the PDF of the
receive SINR and its means. Also, we derive the theoretical
formula for average secrecy rate and its upper bound by
using the desired SINR and upper bound of eavesdropper
SINR, respectively. Section IV presents the simulation results.
Finally, we make a conclusion in Section V.

Notations: throughout the paper, matrices, vectors, and
scalars are denoted by letters of bold upper case, bold lower
case, and lower case, respectively. Signs (·)T , and (·)H denote
transpose and conjugate transpose respectively. The operation
‖ · ‖ and | · | denote the norm of a vector and modulus of a
complex number. The notation E{·} refers to the expectation
operation. Matrices IN denotes the N×N identity matrix and
0M×N denotes M ×N matrix of all zeros.

II. SYSTEM MODEL

In this section, we propose a secure precise system struc-
ture as shown in Fig. 1. This system consists of functions
such as OFDM, random-subcarrier-selection (RSCS), and
DM. In Fig. 1, the RSCS-OFDM-DM communication system
includes a legitimate transmitter equipped with one NT -
element linear antenna array, a desired receiver, and several
eavesdroppers, which lie at different positions from the desired
position and is not shown in Fig. 1, with each receiver having
single receive antenna.

The distinct frequency shifts of the same signal/symbol over
different transmit antennas are radiated as indicated in Fig. 1.
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Fig. 1. Schematic diagram of RSCS-OFDM-DM communication system.

For the convenience of implementation of both transmitter and
receiver, all frequency shifts are designed to be orthogonal
with each other in this paper. Thus, the subcarriers in OFDM
systems are a natural choice as shown in Fig. 2. Suppose there
are N subcarriers in our OFDM systems, the set of subcarriers
is the following

Ssub={fm|fm=fc+mΔf, (m = 0, 1, · · · , N − 1)} , (1)

where fc is the reference frequency, and Δf is the subchannel
bandwidth with Δf = 1/Ts. Here, Ts denotes the period
of OFDM symbol. Fig. 2 sketches two different kinds of
RSCS patterns: block-level and symbol-level.. NΔf � fc
is assumed in this paper. In the system, the total bandwidth
is B = NΔf . The corresponding total subcarrier index set is
defined as follows

SN = {0, 1, 2, · · · , N − 1}, (2)

then NT random subcarriers are chosen from SN , allocated to
NT transmit antennas individually, and represented as SNT

SNT ⊆ SN . (3)

The cardinality of the set SNT is NT . Now, a chosen subcarrier
index function η(•) is defined as a mapping from the set
of transmit antenna indices {1, 2, · · · , NT } to the chosen
subcarrier set

SNT = {η(n)|n ∈ {1, 2, · · · , NT }} , (4)

where η(n) ∈ SN . The first pattern shown in Fig. 2 (a)
is called block-level pattern. Every block is made up of
several or even one thousand OFDM symbols. Within one
block, the same RSCS pattern is used but the RSCS pattern
will vary from one block to another. The second pattern shown
in Fig. 2 (b) is a symbol-level type. In this type, the RSCS
changes from one OFDM symbol to another. For desired
receivers, the latter provides a more secure protection but also
place a large computational complexity and uncertainty on the

receive active subcarrier test. The former can strike a good
balance among receiver complexity, security and performance
by choosing a proper block size. A large block size means
a high successful detection probability of active subcarriers
and less security because of less randomness. In other words,
a better performance can be achieved. Determining the block
size is a challenging problem beyond the scope of our paper
due to the length limit. Letting ΔT be the sampling interval,
we have the next definition

Ts = NΔT = N/B, (5)

ΔT = 1/B.

With the above definitions, the transmit RF signal vector from
NT transmit antennas is expressed in vector form as follows

s(t) = [s1(t), s2(t), . . . , sn(t), · · · , sNT (t)]T , (6)

with

sn(t) = xke
j(2πfnt+φn), (n = 1, 2, · · · , NT ) (7)

where fn is randomly chosen from subcarrier set Ssub, xk
is the kth transmitted complex digital modulation symbol
with E{x∗kxk} = 1, φn is the initial phase, and the time
variable t ∈ ((k − 1)Ts, kTs). In far-field scenario, after the
transmit signal sn(t) from element n experiences the line-of-
propagation (LoP) channel, the corresponding receive signal
at an arbitrary position (θ,R), where R is the distance with
respect to the first element of transmit antenna array, θ is the
spatial direction, and the first element is chosen as a reference
antenna, can be expressed as

s′n(θ,R; t) = xke
j
�
2πfn

�
t−R(n)

c

�
+φn

�

= xke
j
�
2π(fc+Δfη(n))

�
t−R(n)

c

�
+φn

�
, (8)

with

R(n) = R− (n− 1)d cos θ, (9)
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Fig. 2. Concept of random-subcarrier-selection for transmitter and receiver.

where c is the light speed, and d = c/(2fc) stands for the
spacing between two adjacent elements of transmit antenna
array, and Δfη(n) is the subcarrier frequency increment of the
nth element. Hence, the overall superimposed receive signal
from all transmit antenna array elements can be written as

r′k(θ,R; t)

= ρ

NT∑

n=1

s′n(θ,R; t) + n′
k(t)

= ρxke
j2πfc(t−R

c )

×
NT∑

n=1

e
j
�
2π
�
Δfη(n)t−Δfη(n)

R(n)
c +fc

(n−1)d cos θ
c

�
+φn

�

+n′
k(t), (10)

where ρ is the path loss factor in free space or LoP channel,
and proportional to 1

R2 , n′
k(t) is the received channel noise.

Therefore, the received useful signals at desired position

(θD, RD) and undesired position (θE , RE) are expressed as

r′k(θD, RD; t)

= ρxke
j2πfc

�
t−RD

c

�

×
NT∑

n=1

e
j

�
2π

�
Δfη(n)t−Δfη(n)

R
(n)
D
c +fc

(n−1)d cos θD
c

�
+φn

�

+n′
k(t), (11)

and

r′k(θE , RE ; t)

= ρxke
j2πfc

�
t−RE

c

�

×
NT∑

n=1

e
j

�
2π

�
Δfη(n)t−Δfη(n)

R
(n)
E
c +fc

(n−1)d cos θE
c

�
+φn

�

+n′
k(t). (12)

In what follows, the received RF signal in (10) is
first down-converted to the following analog baseband
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signal

rk(θ,R, t)

= ρxke
j2πfc(t−R

c )e−j2πfc(t−R
c )

×
NT∑

n=1

e
j
�
2π
�
Δfη(n)t−Δfη(n)

R(n)
c +fc

(n−1)d cos θ
c

�
+φn

�

+nk(t)

= ρxk

NT∑

n=1

e
j
�
2π
�
Δfη(n)t−Δfη(n)

R(n)
c +fc

(n−1)d cos θ
c

�
+φn

�

+nk(t), (13)

by using a signal down-conversion operation. Sampling the
above analog complex baseband signal by signal bandwidth
B Hz in complex field, we get the received sampling signal
sequence for the kth OFDM symbol as follows

rk[N ] = [rk[0], rk[1], . . . , rk[m], · · · , rk[N − 1]] , (14)

where rk[m] = rk(t)|t=mΔT denotes the mth sample of the
signal with ΔT = 1

B as follows

rk[m]

= ρxk

NT∑

n=1,η(n)∈SN(
e
j
�
2π
�
Δfη(n)mΔT−Δfη(n)

R(n)
c +fc

(n−1)d cos θ
c

�
+φn

�)

+nk(mΔT )

= ρxk

NT∑

n=1,η(n)∈SN(
ej[2π(η(n)(ΔfmΔT−Δf R−(n−1)d cos θ

c )+ (n−1) cos θ
2 )+φn]

)

+nk(mΔT ), (15)

where Δfη(n) = η(n)Δf . Hence, the finite sequence rk[N ]
has N samples, and the digital frequency interval [0, 2π] is
divided into N equidistant points. Thus, the form of N -points
discrete Fourier transform (DFT) for sampling signal is

y(q) = y(ejω)|ω=2πq/N

=
N−1∑

m=0

rk[m]e−j
2π
N mq

= ρxk

N−1∑

m=0

NT∑

n=1,η(n)∈SN

e−j
2π
N mq

×ej2π(η(n)ΔfmΔT−η(n)Δf
R−(n−1)d cos θ

c +
fc(n−1)d cos θ

c )+jφn

+
N−1∑

m=0

nk(mΔT )e−j
2π
N mq, (16)

where 0 ≤ q ≤ N − 1, and ω ∈ [0, 2π]. Exchanging the
order of double summations yields equation (17), as shown at
the top of the next page. Considering 0 ≤ |(η(n) − q)| < N ,
we have

sin[π(η(n) − q)]
sin[ πN (η(n) − q)]

ej
π
N (η(n)−q)(N−1) =

{
N, q = η(n)
0, q �= η(n). (18)

The received frequency-domain symbol over subchannel q is
rewritten as

y(q)

= ρxk

NT∑

n=1

·
(
e
−j2π

�
Δfη(n)

R(n)
c − (n−1) cos θ

2

�
+jφnNδ [2πΔf(η(n)−q)]

)

+
NT∑

n=1

nk(n), (19)

with

δ(q − η(n)) =
{
1, q = η(n)
0, q �= η(n). (20)

Based on (19), all received signals from NT subchannels are
as follows

rk(θ,R, q) = aH(θ,R)diag{x(q)}vk +
NT∑

n=1

nk(n), (21)

where the vector aH(θ,R) is as follows for a target at angle θ
and range R

aH(θ,R) =
[
e−j2πψ1 , e−j2πψ2 , ..., e−j2πψn , ..., e−j2πψNT

]
,

(22)

where the function ψn is defined by

ψn = η(n)Δf
R(n)

c
− fc

(n− 1)d cos θ
c

. (23)

In (21), the vector vk is designed according to the knowledge
of desired receiver position (θD, RD) and defined as

vk =
[
ejφ1 , ejφ2 , . . . , ejφNT

]T
, (24)

and

x(q) = ρxkN

{δ(2πΔf(η(1) − q)), . . . , δ(2πΔf(η(NT ) − q))} .
(25)

Observing (21), to realize the constructive combining of the
NT terms at the desired receiver (θD, RD), it is very apparent
that all initial phases for NT transmit antennas satisfy the
following identity

φ1 − 2πψD1 = φ2 − 2πψD2 = · · ·φNT − 2πψDNT = θ0,

(26)

where θ0 is a constant phase, and

ψDn = Δfη(n)
R

(n)
D

c
− fc

(n− 1)d cos θ
c

. (27)

This condition will guarantee that all NT signals from NT
antennas with random orthogonal frequency shifts of the same
signal is coherently combined at the desired receiver. The final
receive combined signal at desired receiver is given by

rk(θD, RD) = ρζNTxk +
NT∑

n=1

nk(n), (28)
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y(q) =
NT∑

n=1,η(n)∈SN

(
ρxke

−j2π(η(n)Δf R−(n−1)d cos θ
c − fc(n−1)d cos θ

c )+jφn

N−1∑

m=0

ej2πη(n)ΔfmΔT e−j
2π
N mq + nk(η(n) − q)

)

= ρxk

NT∑

n=1,η(n)∈SN

e−j2π(η(n)Δf R−(n−1)d cos θ
c − fc(n−1)d cos θ

c )+jφn
sin[π(η(n) − q)]
sin[ πN (η(n) − q)]

ej
π
N (η(n)−q)(N−1) +

NT∑

n=1

nk(n). (17)

where ζ = ejθ0N . Additionally, the corresponding signal at
eavesdropper is

rk(θE , RE)

= aH(θE , RE)diag{x(q)}vk +
NT∑

n=1

nk(n)

= ρxk

NT∑

n=1

e
−j2π

�
Δfη(n)

RE−(n−1)d cos θ

c − (n−1) cos θE
2

�
+jφn

×Nδ [2πΔf(η(n) − q)] +
NT∑

n=1

nk(n). (29)

Since all phases of signals received from all transmit anten-
nas, φn − 2π(Δfη(n)

RE−(n−1)d cos θE

c − (n−1) cos θE

2 ), are
viewed as independently identical distributed (iid) random
variables due to random-subcarrier-selection, the received sig-
nal sum rk(θE , RE) → 0 as NT tends to medium-scale or
large-scale.

III. PROPOSED AN-AIDED SECURE PRECISE

TRANSMISSION METHOD

In the previous section, without AN, we establish the
principle of secure precise transmission by using RSCS,
multiple transmit antennas, and phase alignment, which may
transmit confidential messages to the given desired direction
and distance with a weak signal leakage to other large region
outside the small neighborhood around the given position.
In this section, this scheme adding AN together can further
improve the security of transmitting confidential message.
Below, we will show how to design the precoding vector
for the confidential message and construct the AN projec-
tion matrix. Here, the AN projection matrix enforces the
AN into the eavesdropper steering space or the null-space
of the desired steering vector with a small fraction or no
leakage of AN power to the desired steering space. Con-
versely, the precoding vector for the confidential message
is to drive the major power of confidential message to the
desired steering space with a slight or no leakage to its
null-space.

A. General beamforming and AN projection scheme

In terms of the derivation and analysis in Section II, we first
construct the k baseband frequency-domain vector correspond-
ing to transmit antenna m with other NT − 1 antennas being

idle or non-active as follows

sk,m =
√
PS [β1vk(m)xk + β2w̃(m)] eη(m), (30)

where PS is the total transmit power, eη(m) is an
N × 1 vector with only element η(m) being one and others
being zeros, vk(m) denotes the mth element of the phase
alignment/beamforming vector vk which is to implement the
coherent combining at the desired receiver, and w̃(m) denotes
the mth element of the AN vector w̃, which equals Twk.
T is an NT × NT orthogonal projection matrix and wk ∼
CN (0, IN ) is an NT ×1 random vector. In (30), β1 and β2 are
two power allocation (PA) factors and satisfies the constraint
β2

1 + β2
1 = 1, which ensure that the total transmit power is

equal to PS . In accordance with (30), the kth total transmit
spatial-frequency codeword is rewritten as

Sk =
√
PSβ1Ekdiag (vk)xk +

√
PSβ2Ekdiag (Twk) ,

(31)

where Ek is an N×NT matrix of random-subcarrier-selection
for transmit antenna array defined as

Ek =
[
eη(1), · · · , eη(m), · · · , eη(NT )

]
, (32)

which is to force more AN into the null-space as possible as
it can and at the same time less even no AN into the useful
signal space consisting of the desired steering vectors. There
are several various rules to optimize vk and T like null-space
projection, leakage and so on. Experiencing the LoP channel,
the N × 1 received vector of frequency-domain data symbols
at position (θ,R) is given by

yk(θ,R)

= ρ
√
PS

NT∑

m=1

a∗(θ,R)(m) [β1vk(m)xk + β2w̃(m)] eη(m) + nk

= ρ
√
PSβ1

{
NT∑

m=1

a∗(θ,R)(m) [vk(m)xk] eη(m)

}
xk

︸ ︷︷ ︸
Useful confidential message

+ ρ
√
PSβ2

NT∑

m=1

a∗(θ,R)(m)w̃(m)eη(m)

︸ ︷︷ ︸
Artifical noise

+ nk︸︷︷︸
Channel noise

.

(33)
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In the case of symbol-level precoding, making a summation
of all N subchannels yields

zk(θ,R)

=
N∑

n=1

yk(θ,R)(n)

= ρ
√
PSβ1

{
NT∑

m=1

a∗(θ,R)(m)vk(m)

}
xk

︸ ︷︷ ︸
Useful confidential message uk(θ,R)

+ ρ
√
PSβ2

NT∑

m=1

a∗(θ,R)(m)Tmwk

︸ ︷︷ ︸
Artifical noise w̄k(θ,R)

+
N∑

n=1

nk(n)

︸ ︷︷ ︸
Channel noise n̄k

,

(34)

where the final projection vector Tm is the mth row of the AN
projection matrix T. The useful confidential signal uk(θ,R),
AN w̄k(θ,R), and channel noise n̄k are assumed to be random
variables with zero mean. Now, we define the average receive
SINR as

SINR(θ,R) =
E{uk(θ,R)u∗k(θ,R)}

E{w̄k(θ,R)w̄∗
k(θ,R)} + E{n̄kn̄∗

k}
=

ρ2PSβ
2
1‖aH(θ,R)vk‖2

ρ2PSβ2
2‖aH(θ,R)Twk‖2 +Nσ2

n

, (35)

which is also proved to be valid for E{w̄k(θ,R)w̄∗
k(θ,R)} ≈

E{n̄kn̄∗
k} in Appendix A.

In the block-level precoding case, it is assumed that the
receiver at position (θ,R) is so smart that it can identify the
set of the NT active subcarrier indices by energy detection
algorithm similar to cognitive radio [27], the corresponding
NT active subchannels are summed together

zk(θ,R)

= ρ
√
PSβ1

{
NT∑

m=1

a∗(θ,R)(m)vk(m)

}
xk

︸ ︷︷ ︸
Useful confidential message

+ ρ
√
PSβ2

NT∑

m=1

a∗(θ,R)(m)Tmwk

︸ ︷︷ ︸
Artifical noise

+
NT∑

n=1

nk(n)

︸ ︷︷ ︸
Channel noise

. (36)

According to the above model and similar to Appendix A,
the average SINR is given by

SINR(θ,R) =
ρ2PSβ

2
1‖aH(θ,R)vk‖2

ρ2PSβ2
2‖aH(θ,R)Twk‖2 +NTσ2

n

. (37)

B. Analysis of Receive SINR Performance in the Case of
Phase Alignment and Null-Space Projection

When the ideal desired direction angle and distance are
available, we use a simple beamforming form

vk =
1√
NT

a(θD, RD), (38)

which provides a maximum coherent combining at desired
receiver, and

aH(θD, RD)T = 01×NT , (39)

which projects the AN onto the null-space of the desired
steering vector a(θD, RD). For simplification, Tm is taken
to be the mth row of the following projection matrix

T = INT − 1
NT

a(θD, RD)aH(θD, RD). (40)

By using the above beamforming scheme, the desired receive
coherent combining signal is

zk(θD, RD) = ρ
√
PSNTβ1xk︸ ︷︷ ︸

Useful confidential message

+
NT∑

n=1

nk(n)

︸ ︷︷ ︸
Channel noise

, (41)

Due to phase alignment at transmitter, that is, constant-envelop
beamformer with all elements having the same magnitude,
we have the following average SINR

SINR(θD, RD) =
ρ2PSβ

2
1NT

NTσ2
n

=
ρ2PSβ

2
1

σ2
n

, (42)

since the AN projection matrix at desired receive position is
perpendicular to the desired steering vector. At the eavesdrop-
pers, the receive combining signal is

zk(θE , RE)

= ρ

√
PS
NT

β1aH(θE , RE)a(θD, RD)xk
︸ ︷︷ ︸

Useful confidential message

+ ρ
√
PSβ2aH(θE , RE)Twk︸ ︷︷ ︸

Artifical noise

+
NT∑

n=1

nk(n)

︸ ︷︷ ︸
Channel noise

. (43)

The SINR expression at undesired position (θE , RE)
reduces to

SINR(θE , RE) =
ρ2PSβ

2
1‖aH(θE , RE)vk‖2

ρ2PSβ2
2‖aH(θE , RE)Twk‖2 +NTσ2

n

.

(44)

In a practical system, it is preferred that the SINR(θD, RD) at
desired position is maximized given that the SINR(θE , RE)
at eavesdropper position is lower than the predefined value
like 0 dB.

C. Analysis of Average Secrecy Rate

With the help of the definition of average SINR in the
previous subsection, the average secrecy rate of the system
is written as

SR = log2(1 + SINR(θD, RD))
− max

(θE,RE)∈wiretap area
{log2(1 + SINR(θE , RE))}

subject to : wiretap area

=
{
(θE , RE)

∣∣|RE −RD| ≥ ΔR, |θE − θD| ≥ Δθ
}
,

(45)
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where ΔR and Δθ refer to the first null position around
the main beam of the desired receiver, respectively, which is
defined in Appendix B. The constraint in the above definition
denotes the wiretap region where its complementary set is the
desired region. The above definition of average secrecy rate
means the achievable rate at the desired receiver minus the
maximum rate achievable by eavesdroppers within the wiretap
region. In Appendix B, we derive a tight upper bound on (44)

SINR(θE , RE)

=
ρ2PSβ

2
1‖aH(θE , RE)vk‖2

ρ2PSβ2
2‖aH(θE , RE)Twk‖2 +NTσ2

n

=
ρ2PSβ

2
1‖aH(θE , RE)a(θD, RD)‖2

NTρ2PSβ2
2‖aH(θE , RE)Twk‖2 +N2

Tσ
2
n

. (46)

as follows

SINR(θE , RE) ≤ max {SINR(λmax 1), SINR(λmax 2)} ,
(47)

which is achievable and a tight upper bound, where parameters
λmax 1 and λmax 2 are given by

λmax 1 =
1
NT

NT∑

n=1

e−j2π(Δfη(n)
REsidelobe

−RD

c )

× 1
NT

NT∑

n=1

ej2π(Δfη(n)
REsidelobe

−RD

c ), (48)

λmax 2 =
1
NT

NT∑

n=1

ej2π( 1
2 (cos θEsidelobe−cos θD)(n−1))

× 1
NT

NT∑

n=1

e−j2π( 1
2 (cos θEsidelobe−cos θD)(n−1)),

(49)

where θEsidelobe and REsidelobeare defined in Appendix B. Its
detailed proof operation is presented in Appendix B. Evidently,
by adjusting the values of parameters β1 and β2, we may
make the SINR value low enough to be unable to be correctly
detected by eavesdropper.

Theorem 1: In a secure precise communication shown
in Fig. 1, if the phase-alignment precoder for confidential
messages in (38) is adopted and the AN null-space projection
method in (40) is used, the average secrecy rate is approxi-
mated by the following formula

SR = log2 (1 + SINR(θD, RD))
− log2 (1 + max {SINR(λmax 1), SINR(λmax 2)}) ,

(50)

where the first term on the right hand side of the above
equation denotes the rate achieved by desired user and
the second one is the upper bound of rate achievable by
eavesdropper. The proof of Theorem 1 is straightforward by
combining (45), and (47). �

IV. SIMULATION RESULTS

In what follows, the proposed scheme RSCS-OFDM-DM
is evaluated in terms of the average SINR and secrecy rate

performance. In the simulation, system parameters are chosen
as follows: carrier frequency fc = 3GHz, total signal band-
width B changes from 5MHz to 100MHz, number of total
subcarriers N = 1024, PS/σ2

n = 10dB, antenna array element
spacing is half of the wavelength (i.e., d = c/2fc), position
of the desired receiver is chosen to be (60◦, 500m).

Fig. 3 illustrates the 3-D performance surface of SINR ver-
sus direction angle θ and distance R of the proposed method
of phase alignment/beamforming plus null-space projection in
Section III for three different bandwidths: 5MHz, 20MHz,
and 100MHz. Seeing from three parts in Fig. 3, the receive
power forms a high useful signal energy peak only around the
desired receiver position (60◦, 500m) due to the joint use of
AN projection and PA. Otherwise, in other undesired region
of excluding the main useful power peak, the receive SINR
is so low that it is smaller than one, due to a weak receive
confidential signal corrupted by AN. Additionally, we also
find an very interesting fact that the width of useful main
peak along distance dimension decreases accordingly as the
signal bandwidth grows from 5MHz to 100MHz. In summary,
a larger signal bandwidth generates a narrower confidential
power peak along distance dimension but has no influence on
the width of peak along direction dimension. This means that
a higher security along distance dimension can be offered by
using a larger signal bandwidth.

Fig. 4 draws the 3-D performance surface of SINR versus
direction angle and distance of the proposed method for three
different numbers of transmit antennas: 8, 32 and 128. From
Figs (a), (b), and (c) in Fig. 4, it is seen that only single
energy peak is synthesized around the desired receiver position
(60◦, 500m) similar to Fig. 3 by beamforming and AN pro-
jection. Furthermore, with increasing the number of transmit
antennas, the width of the peak along direction dimension
becomes narrower and narrower. This can be readily explained.
Given a fixed antenna spacing, increasing the number of trans-
mit antenna array will increase antenna array size and provide
a high-spatial-angle-resolution, i.e., a narrower peak along
direction dimension. As the number of transmit antennas tends
to large-scale, the peak converges to an extremely narrow peak
along direction dimension and perpendicular to the plane along
direction dimension. If both large signal bandwidth B and
large-scale transmit antenna array are used, the peak is formed
to narrow along both direction and distance dimensions. Then,
the ultimate aim of the true secure precise transmission is
achieved in terms of the outcomes in Fig. 3 and Fig. 4. That is,
the peak converges to a line perpendicular to the 2-D plane of
direction and distance dimensions and at the desired position.

In Fig. 5, we will evaluate the impact of power allocation
parameters β1 and β2 on the SINR performance. Three differ-
ent typical scenarios are considered as follows: (1) β1 < β2

with β2
1 = 0.1 and β2

2 = 0.9, (2) β1 = β2, with β2
1 =

β2
2 = 0.5, and (3) β1 > β2 with β2

1 = 0.9, and β2
2 = 0.1,

which corresponds to three different parts in Fig. 5. It is
seen from Fig. 5 (a), (b), and (c) that the maximum value
of SINR peak decreases as the value of β1 decreases. The
result is obvious intuitively. Also, the SINR value outside
the main peak approaches zero. Thus, increasing the value
of parameter β2 will further degrade the SINR performance
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Fig. 3. 3-D surface of SINR versus direction angle and distance of the
proposed method for NT = 8 (SNR = 10dB, β2

1 = β2
2 = 0.5).

of eavesdropper regions. Conversely, increasing the value of
parameter β1 will improve the SINR performance of desired
receiver but also lower the security. Additionally, the values
of β1 and β2 are also intimately related to energy efficiency.
Thus, how to choose the values of β1, and β2 depends on
application scenarios and should consider a balance among
energy efficiency, security and performance.

Fig. 6 demonstrates the derived theoretical and numerical
average secrecy rates versus SNR for three different numbers

Fig. 4. 3-D surface of SINR versus direction angle and distance of the
proposed method for B = 5MHz (SNR = 10dB, β2

1 = β2
2 = 0.5).

NT of transmit antennas. Figs (a), (b), and (c) correspond to
NT = 8, 32, 128, respectively, where each part includes two
different power allocation strategies. In this figure, the derived
theoretical curve is given by (50) while the simulated numer-
ical curve is the exact SR values by sufficient Monte Carlo
simulation runs. It can be seen from Fig. 6 (a), (b),and (c)
that the gap of the simulated curve and the theoretical one
disappears as the number of transmit antennas increases from
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Fig. 5. 3-D surface of SINR versus direction angle and distance of the
proposed method for B = 5MHz, and NT = 32 (SNR = 10dB).

8 to 128. Thus, the derived theoretical SR expression achieves
a good approximation to the exact SR. This also verifies the
effect of our expression in (50). Additionally, in the low and
medium SNR regions, the theoretical curve is also very close
to the numerical one such that they overlap together for three
parts.

Observing (45), we find the average SR is a log function
of the average SINR in (46) given the fixed desired SINR.

Fig. 6. Curves of secrecy rate versus SNR(10 log10(PS/σ2
n)) of the

proposed scheme, where B = 5MHz.

Similarly, the upper bound of the average SR in (50) is
also a log function of the bound of average SINR in (47)
given the fixed desired SINR. From Fig. 6, it is obvious
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Fig. 7. Curves of theoretical and numerical average secrecy rate versus β2
1 ,

where B = 5MHz.

that the upper bound of the average SR converges to the
average SINR as the number of antennas tends to medium-
scale and large-scale. Hence, we conclude the exact average

SINR in (46) converges to its upper bound in the right side
of (47). In particular, it is noted that “Monte-Carlo” and
“theoretical” in our simulation section stand for the average
SR and its upper bound, respectively.

Below, we make an investigation concerning the impact
of power allocation parameters β1 and β2 on the secrecy
rate performance in Fig. 7. Figs (a), (b), and (c) illustrate
the secrecy rate versus β1 in three different SNR scenar-
ios: (1) SNR=0dB, (2) SNR=10dB, and (3) SNR=20dB,
respectively. Observing the three parts, we first find that the
gap between AN-aided method and non-AN-aided method
decreases as the number of transmit antennas increases, where
the non-AN-aided implies β2 = 0 and no AN. In Part
(a), that is, in low SNR region and with large number of
antennas, the influence of AN is weak due to a large channel
noise. However, as SNR increases, the AN becomes more
and more important. In Figs. 7 (b) and (c), as the value of
β1 varies from 0 to 1, the average SR curve is a concave
function of β1. There exists an optimal power allocation
strategy of maximizing the SR. As SNR increases, the optimal
power allocation factor β1 decreases. A high SNR means
a good desired channel quality. In other words, for a high
SNR scenario, more power may be used to transmit artificial
noise(AN) to corrupt the eavesdroppers while less power is
adopted to transmit confidential message.

V. CONCLUSION

In this paper, the RSCS-OFDM-DM scheme has been
proposed to achieve an ultimate goal of secure precise trans-
mission of confidential messages. To accomplish this goal,
several important tools have been utilized like: random subcar-
rier selection, phase alignment/beamforming for confidential
messages, and null-space projection of AN. Using this scheme,
we have obtained the following interesting conclusions: 1) the
proposed scheme can generate a high SINR peak only at the
desired position (θD, RD) and a low flat SINR plane for
other eavesdropper regions with SINR being far less than
the former, 2) the widths of main peak along angle and
distance dimensions are intimately related to the number of
antennas NT and bandwidth B, respectively. Increasing B and
NT can achieve a narrower and narrower main peak along
both direction and distance dimensions at desired position, 3)
increasing the fraction of AN power in the total transmit power
can gradually degrade the SINR performance of eavesdropper
at the expense of that of desired user. At eavesdroppers,
the received power of confidential messages is very weak
and corrupted by AN, thus their receive SINR is so poor
that the confidential messages can not be successfully and
reliably intercepted outside main peak at the desired position,
and the transmit confidential power mainly gathers in a small
neighbourhood around the desired position, where only a small
fraction of the total power leaks out to eavesdropper regions.
The proposed RSCS-OFDM-DM scheme is easy to be imple-
mented compared to the conventional RFDA proposed in [22].
Finally, we have also derived the tight upper bound for SINR
in wiretap region. By using this bound, we have attained the
approximate expression for average secrecy rate. Simulation

Authorized licensed use limited to: NANJING UNIVERSITY OF SCIENCE AND TECHNOLOGY. Downloaded on January 12,2021 at 02:03:37 UTC from IEEE Xplore.  Restrictions apply. 



SHU et al.: SECURE AND PRECISE WIRELESS TRANSMISSION FOR RSCS-BASED DM TRANSMIT ANTENNA ARRAY 901

results and analysis have confirmed that the derived theoretical
expression of average secrecy rate is a good approximation
to the exact average SR. Due to the low-complexity and
high security of the proposed scheme, it can be potentially
applied in the future scenarios including unmanned aerial
vehicle communications, satellite communications, mm-Wave
communications and so on.

APPENDIX A
APPROXIMATE DERIVATION OF MEAN OF SINR(θ,R)

FOR σ2
CN/2 ≈ σ2

AN/2

From (34), at position (θ,R), let us define the useful part
of the sum of receive signals as

uk(θ,R) = ρ
√
PSβ1

{
NT∑

m=1

a∗(θ,R)(m)vk(m)

}
xk, (51)

and its noise part as

gk(θ,R) = w̄k(θ,R) + n̄k

= ρ
√
PSβ2

NT∑

m=1

a∗(θ,R)(m)Tmwk

︸ ︷︷ ︸
gk,AN (θ,R)

+
NT∑

n=1

nk(n)

︸ ︷︷ ︸
gk,CN (θ,R)

.

(52)

where channel noise is abbreviated as CN. Firstly, let
us address the problem of PDF of random variable
uk(θ,R). Three random variables uk(θ,R), gk,AN (θ,R), and
gk,CN (θ,R) are the sums of NT random variables. In order
to simplify the following deriving, they are approximately
modelled as complex Gaussian distributions in terms of the
central limit theorem in probability theory. From (51) and (52),
their means and variances are

E{uk(θ,R)} = 0, E{gk,AN (θ,R)} = 0,
E{gk,CN(θ,R)} = 0, (53)

and

σ2
u = E{uk(θ,R)u∗k(θ,R)} = ρ2PSβ

2
1‖aH(θ,R)vk‖2,

(54)

σ2
AN = NTPSρ

2β2
2σ

2
w

NT∑

m=1

‖a∗(θ,R)(m)‖2TmTH
m,

σ2
CN = NTσ

2
n. (55)

Considering the real-time SINR γ is approximately given by

γ =
uk(θ,R)u∗k(θ,R)

gk,AN (θ,R)g∗k,AN (θ,R) + gk,CNg∗k,CN
. (56)

In accordance with the above definition, let define the three
new random variables as follows

α =
uk(θ,R)u∗k(θ,R)

σ2
u/2

,

β =
gk,AN (θ,R)g∗k,AN (θ,R)

σ2
AN/2

,

λ =
gk,CNg

∗
k,CN

σ2
CN/2

, (57)

which are three Chi-squared distributions with each being two
degrees of freedom. Without losing generality, putting the
above variables in (56) yields

γ =
σ2

u

2 α
σ2

AN

2 β + σ2
CN

2 λ
= e • α

aβ + bλ
, (58)

where e = σ2
u/2, a = σ2

AN/2, b = σ2
CN/2, three random

variables α, β and λ have the same PDF as follows [28]

fα(x) = fβ(x) = fλ(x) =
1
2

exp(−1
2
x). (59)

Below, we discuss one typical situation: σ2
CN/2 ≈ σ2

AN/2.
In this scenario, we will give an approximation of the PDF of
random variable γ. The distribution of aβ+bλ

(a+b) is approximately
regarded as one Chi-squared distribution with four degrees of
freedom. Then, the SINR in (58) is rewritten by

γ =
σ2

u

2 α
σ2

AN

2 β + σ2
CN

2 λ
=

eα

aβ + bλ
=

e

2(a+ b)
• α/2
q/4︸︷︷︸
γ̃

, (60)

From the definition of F -distribution, we have the PDF of γ̃
as follows

fγ̃(x) =
1

(
1 + 1

2x
)3 , (61)

which leads to the PDF of random variable γ

fγ(x) =
2(a+ b)

e

1
(
1 + (a+b)

e x
)3 , x > 0 (62)

which yields the average value of SINR γ

γ̄ = E{γ} =
2(a+ b)

e

∫ +∞

0

x
(
1 + (a+b)

e x
)3 dx. (63)

Let us define a new integral variable x′ =
(
1 + (a+b)

e x
)

, then
the above integral can be converted into

γ̄ =
2e
a+ b

∫ +∞

1

x′ − 1

(x′)3
dx′ =

e

a+ b
. (64)

by checking the integral table in [29] and [30]. This completes
the proof of the PDF of SINR and its mean. �

APPENDIX B
TIGHT UPPER BOUND OF SINR(θE , RE)

In this appendix, a tight upper bound for the receive SINR
in eavesdropper region is proved. By means of the SINR
definition in (44), the SINR(θE , RE) is rewritten as

SINR(θE , RE)

=
ρ2PSβ

2
1‖aH(θE , RE) 1√

NT
a(θD, RD)‖2

ρ2PSβ2
2‖aH(θE , RE)Twk‖2 +NTσ2

n

(65)

=
ρ2PSβ

2
1/NT ‖aH(θE , RE)a(θD , RD)‖2

ρ2PSβ2
2‖aH(θE , RE)Twk‖2 +NTσ2

n

,

where

aH(θE , RE)a(θD, RD) =
NT∑

n=1

e−j2πΔθn , (66)
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and

aH(θD, RD)a(θE , RE) =
NT∑

n=1

ej2πΔθn (67)

with

Δθn = Δfη(n)
RE −RD

c
− 1

2
(cos θE − cos θD) (n− 1),

(68)

and

‖aH(θE , RE)Twk‖2

= aH(θE , RE)Ta(θE , RE)

= NT − 1
NT

aH(θE , RE)a(θD.RD)aH(θD, RD)a(θE , RE).

(69)

Let us define

λ =
1
NT

NT∑

n=1

e−j2πΔθn · 1
NT

NT∑

n=1

ej2πΔθn . (70)

which ensures that 0 ≤ λ < 1. Then,

SINR(θE , RE) =
μ1λ

μ2(1 − λ) + μ3
, (71)

where μ1 = ρ2PSβ
2
1 , μ2 = ρ2PSβ

2
2 and μ3 = σ2

n. Obviously,
the above function SINR(θE , RE) is an increasing function of
independent variable λ for given fixed μ1 = ρ2PSβ

2
1 , μ2 =

ρ2PSβ
2
2 and μ3 = σ2

n. As λ varies from 0 to 1, the range of
this function is

[
μ1λ

μ2 + μ3
,
μ1λ

μ3

]
. (72)

where λ = 1 implies that the receiver locates at the desired
position. In what follows, we will determine the maximum
value of λ when the eavesdropper lies in wiretap region. It is
certain that the maximum value of λ is smaller than one
since the eavesdropper is assumed to be outside the main-
beam around the desired position (θD, RD). Here, we define
the wiretap region as all region outside main-peak of the
SINR around the desired position (θD, RD). Now, to make
the wiretap region approximately clear, we should compute
the first nulls of SINR along phase and distance dimensions.
In such positions, λ = 0. In other words, the lowest value of
SINR is reached at these first nulls. The null points of array
pattern along the direction dimension satisfy the following
condition [31]

NT∑

n=1

e−j2πΔθn =
NT∑

n=1

ej2π
1
2 (cos θE−cos θD)(n−1) (73)

=
1 − ejπ(cos θE−cos θD)NT

1 − ejπ(cos θE−cos θD)
= 0,

which yields

NTπ(cos θE − cos θD) = ±2Kπ,
K �= mNT (m = 1, 2, 3, ...). (74)

In the same manner, the null points along the distance dimen-
sion are

2πNT
B

NT

RE −RD
c

= ±2Kπ,

K �= mNT (m = 1, 2, 3, ...). (75)

When K = 1, we will get the first-null position

θEzero = arccos(cos θD ± 2
NT

), (76)

REzero = RD ± c

B
. (77)

Then, Δθ = |θEzero − θD| and ΔR = |REzero − RD|. While
λ = λmax, we can get the maximum value of SINR(θE , RE)
in the eavesdropper region. Hence, once the eavesdropper
located at the peak position of the first side lobe, λ will
achieve the maximum value. The maximum value of the
sidelobe falls between the first and second nulls. As for
the direction dimension, the maximum values of sidelobes are
approximately equivalent to

sin(π(cos θE − cos θD)NT /2) = 1. (78)

which yields

π(cos θE − cos θD)
NT
2

= ±(2K + 1)
π

2
, (K = 1, 2, 3...).

(79)

Similar to the above analysis, the condition associated with
the distance dimension satisfies

2π
B

NT

RE −RD
c

NT
2

= ±(2K + 1)
π

2
, (K = 1, 2, 3...).

(80)

When K = 1, we will get two maximum values corresponding
to two first sidelobes along phase and distance dimensions as
follows

θEsidelobe = arccos(cos θD ± 3
NT

), (81)

REsidelobe = RD ± 3c
2B

, (82)

which yields

λmax 1 =
1
NT

NT∑

n=1

e−j2π(Δfη(n)
REsidelobe

−RD

c ) (83)

× 1
NT

NT∑

n=1

ej2π(Δfη(n)
REsidelobe

−RD

c ),

λmax 2 =
1
NT

NT∑

n=1

ej2π( 1
2 (cos θEsidelobe−cos θD)(n−1)) (84)

× 1
NT

NT∑

n=1

e−j2π( 1
2 (cos θEsidelobe−cos θD)(n−1)).

Hence,

SINR(θE , RE) ≤ max {SINR(λmax 1), SINR(λmax 2)} .
(85)

This completes the proof of the tight upper bound. �

Authorized licensed use limited to: NANJING UNIVERSITY OF SCIENCE AND TECHNOLOGY. Downloaded on January 12,2021 at 02:03:37 UTC from IEEE Xplore.  Restrictions apply. 



SHU et al.: SECURE AND PRECISE WIRELESS TRANSMISSION FOR RSCS-BASED DM TRANSMIT ANTENNA ARRAY 903

REFERENCES

[1] N. Yang, L. Wang, G. Geraci, M. Elkashlan, J. Yuan, and
M. Di Renzo, “Safeguarding 5G wireless communication networks using
physical layer security,” IEEE Commun. Mag., vol. 53, no. 4, pp. 20–27,
Apr. 2015.

[2] N. Zhao, F. R. Yu, M. Li, Q. Yan, and V. C. Leung, “Physical layer
security issues in interference-alignment-based wireless networks,” IEEE
Commun. Mag., vol. 54, no. 8, pp. 162–168, Aug. 2016.

[3] S. Yan, X. Zhou, N. Yang, B. He, and T. D. Abhayapala, “Artificial-
noise-aided secure transmission in wiretap channels with transmitter-
side correlation,” IEEE Trans. Wireless Commun., vol. 15, no. 12,
pp. 8286–8297, Dec. 2016.

[4] Y. Zou, B. Champagne, W.-P. Zhu, and L. Hanzo, “Relay-selection
improves the security-reliability trade-off in cognitive radio systems,”
IEEE Trans. Commun., vol. 63, no. 1, pp. 215–228, Jan. 2015.

[5] Y. L. Zou, J. Zhu, X. Wang, and V. Leung, “Improving physical-layer
security in wireless communications using diversity techniques,” IEEE
Net., vol. 29, no. 1, pp. 42–48, Jan. 2015.

[6] S. Yan, N. Yang, G. Geraci, R. Malaney, and J. Yuan, “Optimization
of code rates in SISOME wiretap channels,” IEEE Trans. Wireless
Commun., vol. 14, no. 11, pp. 6377–6388, Nov. 2015.

[7] W. Trappe, “The challenges facing physical layer security,” IEEE
Commun. Mag., vol. 53, no. 6, pp. 16–20, Jun. 2015.

[8] S. Yan and R. Malaney, “Location-based beamforming for enhancing
secrecy in rician wiretap channels,” IEEE Trans. Wireless Commun.,
vol. 15, no. 4, pp. 2780–2791, Apr. 2016.

[9] S. Y. Nusenu, W.-Q. Wang, and J. Xiong, “Time-modulated FDA for
physical-layer security,” IET Microw., Antennas Propag., vol. 11, no. 9,
pp. 1274–1279, Jul. 2017.

[10] J. S. Hu, S. H. Yan, X. Y. Zhou, F. Shu, and J. Z. Wang, “Covert
communication in wireless relay networks,” in Proc. IEEE GLOBECOM,
Dec. 2017, pp. 1–7.

[11] A. Maha et al. (Mar. 2017). “Symbol-level and multicast precoding
for multiuser multiantenna downlink: A survey, classification and chal-
lenges.” [Online]. Available: https://arxiv.org/abs/1703.03617

[12] A. Kalantari, M. Soltanalian, S. Maleki, S. Chatzinotas, and
B. Ottersten, “Directional modulation via symbol-level precoding:
A way to enhance security,” IEEE J. Sel. Topics Signal Process., vol. 10,
no. 8, pp. 1478–1493, Dec. 2016.

[13] A. Babakhani, D. B. Rutledge, and A. Hajimiri, “Transmitter architec-
tures based on near-field direct antenna modulation,” IEEE J. Solid-State
Circuits, vol. 43, no. 12, pp. 2674–2692, Dec. 2008.

[14] M. P. Daly and J. T. Bernhard, “Directional modulation technique
for phased arrays,” IEEE Trans. Antennas Propag., vol. 57, no. 9,
pp. 2633–2640, Sep. 2009.

[15] H. Shi and A. Tennant, “Enhancing the security of communication via
directly modulated antenna arrays,” IET Microw., Antennas Propag.,
vol. 7, no. 8, pp. 606–611, Jun. 2013.

[16] Y. Ding and V. F. Fusco, “A vector approach for the analysis and
synthesis of directional modulation transmitters,” IEEE Trans. Antennas
Propag., vol. 62, no. 1, pp. 361–370, Jan. 2014.

[17] J. S. Hu, F. Shu, and J. Li, “Robust synthesis method for secure
directional modulation with imperfect direction angle,” IEEE Commun.
Lett., vol. 20, no. 6, pp. 1084–1087, Jun. 2016.

[18] F. Shu, X. M. Wu, J. Li, R. Q. Chen, and B. Vucetic, “Robust
beamforming scheme for secure multi-beam directional modulation in
broadcasting systems,” IEEE Access, vol. 4, pp. 6614–6623, 2016.

[19] F. Shu, W. Zhu, X. Zhou, J. Li, and J. Lu, “Robust secure transmission
of using main-lobe-integration-based leakage beamforming in direc-
tional modulation MU-MIMO systems,” IEEE Syst. J., vol. 12, no. 99,
pp. 1–11, Nov. 2017.

[20] W. Zhu et al., “Secure precise transmission with multi-relay-aided
directional modulation,” in Proc. 9th Int. Conf. Wireless Commun. Signal
Process. (WCSP), Nanjing, China, Oct. 2017, pp. 1–5.

[21] Y. Liu, H. Ruan, L. Wang, and A. Nehorai, “The random frequency
diverse array: A new antenna structure for uncoupled direction-range
indication in active sensing,” IEEE J. Sel. Topics Signal Process., vol. 11,
no. 2, pp. 295–308, Mar. 2017.

[22] J. Hu, S. Yan, F. Shu, J. Wang, J. Li, and Y. Zhang, “Artificial-noise-
aided secure transmission with directional modulation based on random
frequency diverse arrays,” IEEE Access, vol. 5, pp. 1658–1667, 2017.

[23] P. Antonik, M. C. Wicks, H. D. Griffiths, and C. J. Baker, “Frequency
diverse array radars,” in Proc. IEEE Radar Conf., Verona, NY, USA,
Apr. 2006, pp. 215–217.

[24] W.-Q. Wang, “Range-angle dependent transmit beampattern synthesis
for linear frequency diverse arrays,” IEEE Trans. Antennas Propag.,
vol. 61, no. 8, pp. 4073–4081, Aug. 2013.

[25] Y. Ding, J. Zhang, and V. Fusco, “Frequency diverse array OFDM
transmitter for secure wireless communication,” Electron. Lett., vol. 51,
no. 17, pp. 1374–1376, Aug. 2015.

[26] H. Zhu, “Radio resource allocation for OFDMA systems in high speed
environments,” IEEE J. Sel. Areas Commun., vol. 30, no. 4, pp. 748–759,
May 2012.

[27] H. Urkowitz, “Energy detection of unknown deterministic signals,” Proc.
IEEE, vol. 55, no. 4, pp. 523–531, Apr. 1967.

[28] S. M. Kay, Fundamentals of Statistical Signal Processing: Detection
Theory, vol. 2. Englewood Cliffs, NJ, USA: Prentice-Hall, 1998.

[29] I. S. Gradshteyn and I. M. Ryzhik, Table of Integrals, Series, and
Products, 7th ed. San Diego, CA, USA: Academic, 2007.

[30] L. Wasserman, All of the Statistics. New York, NY, USA: Springer, 2004.
[31] J. D. Kraus and R. J. Marhefka, Antennas: For All Applications.

New York, NY, USA: McGraw-Hill, 2002.

Feng Shu was born in 1973. He received the
B.S. degree from Fuyang Teachers College, Fuyang,
China, in 1994, the M.S. degree from Xidian
University, Xi’an, China, in 1997, and the Ph.D.
degree from Southeast University, Nanjing, in 2002.
In 2005, he joined the School of Electronic and Opti-
cal Engineering, Nanjing University of Science and
Technology, Nanjing, China, where he is currently
a Professor and a Supervisor of Ph.D. and graduate
students. From 2009 to 2010, he held a visiting post-
doctoral postion with The University of Texas at

Dallas. He is also with Fujian Agriculture and Forestry University and awarded
with Mingjian Scholar Chair Professor in Fujian Province. He has published
about 200 papers, of which over 100 are in archival journals, including over
40 papers on the IEEE journals and over 70 SCI-indexed papers. He holds
six Chinese patents. His research interests include wireless networks, wireless
location, and array signal processing.

Xiaomin Wu received the B.S. degree from the
Nanjing University of Science and Technology, Nan-
jing, China, in 2015. She is currently pursuing the
M.S. degree with the School of Electronic and Opti-
cal Engineering, Nanjing University of Science and
Technology, China. Her research interests include
wireless communication and mobile networks.

Jinsong Hu received the B.S. degree from the Nan-
jing University of Science and Technology, Nanjing,
China, in 2013, where he is currently pursuing the
Ph.D. degree with the School of Electronic and
Optical Engineering. He is also a Visiting Ph.D.
Student with the Australian National University,
Canberra, ACT, Australia, from 2017 to 2018. His
research interests include wireless communications,
array signal processing, and physical layer security.

Jun Li (M’09–SM’16) received the Ph.D. degree
in electronic engineering from Shanghai Jiao Tong
University, Shanghai, China, in 2009. In 2009, he
was with the Department of Research and Innova-
tion, Alcatel Lucent Shanghai Bell, as a Research
Scientist. Since 2015, he has been with the School
of Electronic and Optical Engineering, Nanjing Uni-
versity of Science and Technology, Nanjing, China.
His research interests include network information
theory, channel coding theory, wireless network cod-
ing, and cooperative communications.

Authorized licensed use limited to: NANJING UNIVERSITY OF SCIENCE AND TECHNOLOGY. Downloaded on January 12,2021 at 02:03:37 UTC from IEEE Xplore.  Restrictions apply. 



904 IEEE JOURNAL ON SELECTED AREAS IN COMMUNICATIONS, VOL. 36, NO. 4, APRIL 2018

Riqing Chen received the B.Eng. degree in commu-
nication engineering from Tongji University, China,
in 2001, the M.Sc. degree in communications and
signal processing from Imperial College London,
U.K., in 2004, and the Ph.D. degree in engineer-
ing science from the University of Oxford, U.K.,
in 2010. Since 2014, he has been with the Institute of
the Cloud Computing and Big Data for Smart Agri-
culture and Forestry, Faculty of Computer Science
and Information Engineering, Fujian Agriculture and
Forestry University, China. His current research

interests include big data and visualization, cloud computing, consumer
electronics, and wireless communications.

Jiangzhou Wang (F’17) is currently the Head of
the School of Engineering and Digital Arts and a
Professor of telecommunications with the University
of Kent, U.K. He has authored over 200 papers in
international journals and conferences in the areas of
wireless mobile communications and three books.
He is an IET Fellow. He received the Best Paper
Award from the 2012 IEEE GLOBECOM. He was
the Technical Program Chair of the 2013 IEEE
WCNC, Shanghai, and the Executive Chair of the
2015 IEEE ICC, London. He serves/served as an

editor for a number of international journals, including an Editor of the IEEE
TRANSACTIONS ON COMMUNICATIONS from 1998 to 2013 and a Guest
Editor of the IEEE JOURNAL ON SELECTED AREAS IN COMMUNICATIONS
and the IEEE Communications Magazine. He is currently an Editor of the
Science China Information Science. He was an IEEE Distinguished Lecturer
from 2013 to 2014.

Authorized licensed use limited to: NANJING UNIVERSITY OF SCIENCE AND TECHNOLOGY. Downloaded on January 12,2021 at 02:03:37 UTC from IEEE Xplore.  Restrictions apply. 



<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Gray Gamma 2.2)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.4
  /CompressObjects /Off
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /sRGB
  /DoThumbnails true
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams true
  /MaxSubsetPct 100
  /Optimize true
  /OPM 0
  /ParseDSCComments false
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo false
  /PreserveFlatness true
  /PreserveHalftoneInfo true
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts false
  /TransferFunctionInfo /Remove
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
    /Arial-Black
    /Arial-BoldItalicMT
    /Arial-BoldMT
    /Arial-ItalicMT
    /ArialMT
    /ArialNarrow
    /ArialNarrow-Bold
    /ArialNarrow-BoldItalic
    /ArialNarrow-Italic
    /ArialUnicodeMS
    /BookAntiqua
    /BookAntiqua-Bold
    /BookAntiqua-BoldItalic
    /BookAntiqua-Italic
    /BookmanOldStyle
    /BookmanOldStyle-Bold
    /BookmanOldStyle-BoldItalic
    /BookmanOldStyle-Italic
    /BookshelfSymbolSeven
    /Century
    /CenturyGothic
    /CenturyGothic-Bold
    /CenturyGothic-BoldItalic
    /CenturyGothic-Italic
    /CenturySchoolbook
    /CenturySchoolbook-Bold
    /CenturySchoolbook-BoldItalic
    /CenturySchoolbook-Italic
    /ComicSansMS
    /ComicSansMS-Bold
    /CourierNewPS-BoldItalicMT
    /CourierNewPS-BoldMT
    /CourierNewPS-ItalicMT
    /CourierNewPSMT
    /EstrangeloEdessa
    /FranklinGothic-Medium
    /FranklinGothic-MediumItalic
    /Garamond
    /Garamond-Bold
    /Garamond-Italic
    /Gautami
    /Georgia
    /Georgia-Bold
    /Georgia-BoldItalic
    /Georgia-Italic
    /Haettenschweiler
    /Impact
    /Kartika
    /Latha
    /LetterGothicMT
    /LetterGothicMT-Bold
    /LetterGothicMT-BoldOblique
    /LetterGothicMT-Oblique
    /LucidaConsole
    /LucidaSans
    /LucidaSans-Demi
    /LucidaSans-DemiItalic
    /LucidaSans-Italic
    /LucidaSansUnicode
    /Mangal-Regular
    /MicrosoftSansSerif
    /MonotypeCorsiva
    /MSReferenceSansSerif
    /MSReferenceSpecialty
    /MVBoli
    /PalatinoLinotype-Bold
    /PalatinoLinotype-BoldItalic
    /PalatinoLinotype-Italic
    /PalatinoLinotype-Roman
    /Raavi
    /Shruti
    /Sylfaen
    /SymbolMT
    /Tahoma
    /Tahoma-Bold
    /TimesNewRomanMT-ExtraBold
    /TimesNewRomanPS-BoldItalicMT
    /TimesNewRomanPS-BoldMT
    /TimesNewRomanPS-ItalicMT
    /TimesNewRomanPSMT
    /Trebuchet-BoldItalic
    /TrebuchetMS
    /TrebuchetMS-Bold
    /TrebuchetMS-Italic
    /Tunga-Regular
    /Verdana
    /Verdana-Bold
    /Verdana-BoldItalic
    /Verdana-Italic
    /Vrinda
    /Webdings
    /Wingdings2
    /Wingdings3
    /Wingdings-Regular
    /ZWAdobeF
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 150
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 600
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages false
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 150
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 600
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages false
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 400
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile (None)
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /CreateJDFFile false
  /Description <<
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e55464e1a65876863768467e5770b548c62535370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc666e901a554652d965874ef6768467e5770b548c52175370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /DAN <>
    /DEU <>
    /ESP <>
    /FRA <>
    /ITA (Utilizzare queste impostazioni per creare documenti Adobe PDF adatti per visualizzare e stampare documenti aziendali in modo affidabile. I documenti PDF creati possono essere aperti con Acrobat e Adobe Reader 5.0 e versioni successive.)
    /JPN <>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020be44c988b2c8c2a40020bb38c11cb97c0020c548c815c801c73cb85c0020bcf4ace00020c778c1c4d558b2940020b3700020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken waarmee zakelijke documenten betrouwbaar kunnen worden weergegeven en afgedrukt. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /PTB <>
    /SUO <>
    /SVE <>
    /ENU (Use these settings to create PDFs that match the "Required"  settings for PDF Specification 4.0)
  >>
>> setdistillerparams
<<
  /HWResolution [600 600]
  /PageSize [612.000 792.000]
>> setpagedevice


