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Abstract— Covert communications hide the transmission of a
message from a watchful adversary while ensuring a certain
decoding performance at the receiver. In this paper, a wireless
communication system under fading channels is considered where
covertness is achieved by using a full-duplex receiver. More
precisely, the receiver of covert information generates artificial
noise with a varying power causing uncertainty at the adversary,
Willie, regarding the statistics of the received signals. Given that
Willie’s optimal detector is a threshold test on the received power,
we derive a closed-form expression for the optimal detection
performance of Willie averaged over the fading channel realiza-
tions. Furthermore, we provide guidelines for the optimal choice
of artificial noise power range, and the optimal transmission
probability of covert information to maximize the detection
errors at Willie. Our analysis shows that the transmission of
artificial noise, although causing self-interference, provides the
opportunity of achieving covertness but its transmit power levels
need to be managed carefully. We also demonstrate that the
prior transmission probability of 0.5 is not always the best choice
for achieving the maximum possible covertness when the covert
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transmission probability and artificial noise power can be jointly
optimized.

Index Terms— Physical layer security, covert wireless commu-
nications, low probability of detection, artificial noise, full-duplex.

I. INTRODUCTION

A. Background

THE wireless air interface is open and accessible to both
legitimate and illegitimate users. This creates reason-

able concerns over the security and privacy of information
transmitted over the air. The recent remarkable increase
in the amount of information conveyed using the wireless
medium has spurred an interest in both research and academic
communities regarding the development of new mechanisms,
enhancing the privacy and integrity of wirelessly transmitted
data. In recent years, physical layer security [2], [3] has
emerged as an alternative to traditional cryptographic ways of
securing wireless information, where the mechanisms of key
exchange and distribution impose varied challenges, especially
in dynamic network environments. Physical layer security
techniques exploit the uncertainties and lack of predictability
of the wireless channel, minimizing the information obtained
by an unauthorized eavesdropper. Under the varied circum-
stances where users communicate over the wireless medium,
situations exist where not only the privacy and integrity of
the information are important, but the users may also wish
to avert any invigilation, hiding the very existence of their
communication. Such situations, although, commonplace in
military applications, are now also arising in non-military
applications, relating to civil unrest and even monitoring
of people’s daily activities. Thus, catering for such security
concerns is a need of the moment and motivates the recent
interest in covert communications [4], [5].

Covert communications intend to obscure the existence of
any wireless transmission from a watchful adversary, referred
to as Willie in recent literature of covert communications,
while guaranteeing a certain decoding performance at the
intended receiver. The low probability of detection (LPD)
communications have drawn significant research attention and
are materializing as a promising prospect for shielding the
future wireless communication networks from unapproved
probing and access. In this regard, the fundamental limits of
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covert communications were established in [6], presenting a
square root limit on the amount of information transmitted
reliably and with low probability of detection over additive
white Gaussian noise (AWGN) channels. This work has been
further extended to binary symmetric channels (BSCs) [7],
discrete memoryless channels (DMCs) [8] and multiple access
channels (MACs) [9]. Although under the square root law,
the average number of covert bits per channel use asymp-
totically reaches zero, a positive covert rate has been shown
to be achievable in a number of cases. These include the
situations of Willie’s uncertainty in the knowledge of noise
power [10]–[13], Willie’s ignorance of transmission time [14],
and presence of a continuously transmitting jammer in the
environment [15]. The case when additional friendly nodes
generating artificial noise are present in the environment, caus-
ing confusion at Willie regarding the received signal statistics,
is presented in [16], while analysis of covert transmissions
under finite blocklengths, imperfect channel state information
and in one-way relay networks is presented in [17]–[20],
respectively.

B. Our Approach and Contribution

In this work, we make use of a full-duplex (FD) receiver to
achieve covert communication. Specifically, the FD receiver
generates artificial noise (AN) with a randomized transmit
power, causing a deliberate confusion and affecting the deci-
sions at Willie regarding the presence of any covert trans-
missions. Although the use of AN and jamming signals for
enhancing physical layer security has been widely advocated
in the literature [21]–[25], and references therein, to the best
of our knowledge, it has not been studied before in the
context of covert communications. The use of a FD receiver
generating AN provides a cover for the covert transmission,
and offers a multitude of benefits as compared to the use of
a separate, independent jammer. Being equipped with an FD
receiver, we can exercise a better control over the power used
for transmitting AN, hence a better management of system
resources to achieve the said purpose of security is achievable.
Furthermore, while Willie will face a strong interference,
the self-interference at the FD receiver can be greatly sup-
pressed by the well-developed self-interference cancellation
techniques [26], [27], providing a significant advantage to the
covert communication pair.

In our considered scenario, covert transmissions can occur
in multiple blocks of time, and Willie is performing the
detection on a block-to-block basis. In this case, the a priori
transmission probability becomes an interesting and important
parameter affecting Willie’s detection performance as well as
the overall throughput of covert communications. A general
assumption in the literature regarding the a priori probability
of covert transmission is that there is a 50% chance that
transmission occurs in a block of interest. This assumption
is understood as a good choice for covertness, since it renders
Willie’s knowledge of Alice’s transmission uninformative and
is equivalent to assuming that Willie has no prior knowledge
on whether Alice transmits or not [6], [14]. We show in this
work that an a priori probability of 0.5 is not always the best

choice in our considered scenario; rather a joint adjustment
of this probability with other system parameters can offer a
better covert performance.

The main contributions of this work are summarized as
follows:

• We show that the use of an FD receiver is an effective way
of achieving covert communication over fading wireless
channels, where the FD receiver is designed to transmit
AN with varying power to cause confusion at Willie.

• Under the assumption of a radiometer (power-detector)
at Willie, we analytically derive the optimal detection
threshold of Willie’s radiometer and obtain its optimal
detection performance in terms of the minimum detection
error probability.

• For a given covert rate requirement, we provide the
design guidelines on optimal choices for the range of AN
transmit power at the FD receiver and the optimal a priori
probability of covert transmission in order to maximize
the expected detection error probability at Willie.

• Our analysis reveals that an a priori transmission prob-
ability of 0.5 is not always the best choice. Increasing
this transmission probability beyond 0.5 gives more room
to increase the AN transmit power for maintaining the
same rate requirement. Thus whether to allow such a
change in the transmission probability can be the differ-
ence between achieving strong covertness and achieving
almost no covertness at all.

C. Related Works

Our work is closely related to [15], where a jammer is
assumed to be present in the environment. Although the
jammer does not closely coordinate with the covert transmitter,
it is allowed to transmit continuously and the received power
at Willie due to the jammer changes randomly from slot
to slot. In this case, the covert communication pair has no
control over the jammer’s transmit power level. In contrast,
although we also consider randomizing the AN power in
each slot, our focus is on optimizing the AN transmit power
range, since this choice affects the information decoding at
the intended receiver through self-interference. This important
optimization is made possible because the AN is transmitted
by the FD receiver, and hence, controllable by the covert
communication pair. Moreover, instead of satisfying a given
covertness constraint, we present our analysis on the choice
of AN transmit power range to achieve the maximum possible
covertness while meeting a given rate requirement.

Furthermore, performance of communication systems with
randomly distributed interferers has been studied extensively
in the literature [28]–[30]. More recently, a study on covert
communications in the presence of a Poisson distributed field
of interferers has been presented in [31], where leveraging the
total received interference, the effect of density and transmit
powers of the interferers on the covert throughput is analyzed.
Our work differs from [31] in that we consider AN generated
by the FD receiver, hence allowing design and optimization
of AN power with other design parameters. Thus, while the
authors in [31] study the covert performance for a given
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Fig. 1. Covert communications model under consideration with a FD receiver.

interference scenario, we take a design approach and provide
guidelines on the optimal choice of parameters for achieving
covertness.

D. Organization

The rest of this paper is organized as follows: Section II
details our communication scenario, proposed scheme and the
assumptions used in this paper. Section III explains Willie’s
approach for detection of any covert transmissions, deriving
the conditions for possibility of any covert communications
and the optimal settings at Willie. Using the knowledge of
Willie’s approach, Section IV discusses the parameters that
affect the achievable performance of the proposed communi-
cation scheme while Section V addresses the optimal design of
all the system parameters that we have in our control to achieve
the best possible performance in covertness. Section VI pro-
vides numerical results validating our analysis and provides
further insights on the impact of AN and a priori probabilities,
and finally, Section VII draws some concluding remarks.

II. SYSTEM MODEL

A. Communication Scenario

A covert wireless communication system is considered,
as shown in Fig. 1, where a transmitter (Alice) possesses
sensitive information that needs to be sent to an information
receiver (Bob). Bob operates in full-duplex mode, and Alice
seeks to transmit covertly to Bob with the aid of artificial
noise (AN) generated by Bob. Under these circumstances,
an adversary (Willie) silently listens to the communication
environment and tries to detect any covert transmission from
Alice to Bob. We use the subscripts a, b and w to represent
the terms associated with Alice, Bob and Willie, respectively.
It is assumed that Willie has complete knowledge of the carrier
frequency of any transmissions, associated antenna gains and
the distances between all the nodes.

A communication slot is defined as a block of time over
which the transmission of a message from Alice to Bob
is completed. Each slot contains n symbol periods and we
assume that n is large enough, i.e., n → ∞. The slot
boundaries are perfectly synchronized among all the users, and
we consider fading wireless channels where the channel coef-
ficients remain constant in one slot, changing independently

from one slot to another, i.e., quasi-static Rayleigh fading
channels are considered. The channel between any two users i
and j is represented by hij , where the channel gain is assumed
to encompass the combined antenna gain of transmit/receive
antennas and the distance between the two users as well.
The mean of |hij |2 over different communication slots is
denoted by 1/λij , where subscript ij can be ab, aw, bw or bb.
Hence, the Alice-Bob, Alice-Willie and Bob-Willie channels
are denoted by hab, haw, and hbw, respectively, while the self-
interference channel of Bob is denoted by hbb. We note here
that hbb is the loop interference channel at Bob and is modelled
via the Rayleigh fading distribution under the assumption that
any line-of-sight component is efficiently reduced by antenna
isolation and the major effect comes from scattering [32].
Regarding the channel knowledge, it is assumed that Bob
knows hab, while Willie possesses complete knowledge of haw

and hbw. Here, the availability of knowledge regarding haw

and hbw at Willie represents the worst case scenario from the
perspective of covert communication design.

The complex additive Gaussian noise at Bob and Willie’s
receiver is denoted by nb ∼ CN (0, σ2

b ) and nw ∼ CN (0, σ2
w),

respectively. Each of Alice and Willie is equipped with a single
antenna, while apart from a receiving antenna, Bob also has
an additional antenna for the transmission of AN. Due to its
full-duplex nature, Bob suffers from self-interference, causing
a degradation in the signal-to-noise ratio (SNR) of the message
signal received from Alice [33], [34]. Since the generated
AN signal is known to Bob, the self-interfering signal, acting
as noise for Bob’s receiver, can be rebuilt and eliminated
up to a certain extent by using efficient techniques of self-
interference cancellation [26], [35]. However, owing to compu-
tational limitations and practical non-idealities, we assume that
perfect cancellation of self-interference is not achievable [36].
The self-interference cancellation coefficient is denoted by φ,
where 0 < φ ≤ 1 corresponds to different cancellation levels
of interfering AN signals. The residual interfering link is also
modelled as Rayleigh fading channel, following a common
assumption in the literature [32], [37].

The transmit power of Alice and Bob is denoted by Pa and
Pb, respectively. When Alice transmits, the signal received at
Bob for each symbol period is given by

yb(i) =
�

Pahabxa(i) +
�

φPbhbbxb(i) + nb(i), (1)

where i = 1, . . . , n represents the symbol index. Here, xa and
xb represent the signals transmitted by Alice and Bob, respec-
tively, satisfying E[xa(i)x†

a(i)] = 1 and E[xb(i)x
†
b(i)] = 1.

We also consider an average power constraint on Bob’s
transmit power, denoted by Pavg. We follow the common
assumption that a secret of sufficient length is shared between
Alice and Bob [6], [15], which while unknown to Willie,
enables Bob to know Alice’s strategy. Employing random
coding arguments, Alice generates codewords of length n,
by independently drawing symbols from a zero-mean complex
Gaussian distribution with unit variance. Here, each codebook
is known to Alice and Bob and is used only once. When Alice
transmits in a slot, she selects the codeword corresponding to
her message and transmits the resulting sequence.
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Fig. 2. Willie’s observation model, presented as a slotted channel use by
Alice. Each slot contains n symbol periods and there is a certain a priori
probability, π1, of Alice’s communication to Bob in each slot.

B. Proposed Transmission Scheme

We propose a communication scheme that allows Bob to
receive Alice’s transmission covertly, exploiting an AN signal
generated by Bob, where the transmit power of this AN
changes from slot to slot. Alice’s transmit power, Pa, is fixed
and publicly known by both Willie and Bob. On the other
hand, Pb, defined as the average power used by Bob for
AN transmission in a given slot, changes from slot to slot,
following a continuous uniform distribution over the interval
[Pmin, Pmax], having a probability density function (pdf) given
by

fPb
(p) =

⎧
⎨

⎩

1
Pmax − Pmin

, if Pmin ≤ p ≤ Pmax

0, otherwise.
(2)

It should be noted here that in the proposed scheme,
Bob transmits the AN signal continuously, regardless of
whether or not Alice transmits in a given slot. In this work,
we address the covertness regarding Alice’s existence and
message transmission to Bob, whereas we are not trying to
hide the existence of Bob. Apart from being the information
receiver, Bob also plays the role of a cooperative jammer and
hence his presence is known to Willie. Willie has complete
knowledge of Bob’s AN power distribution, but the exact
power used by Bob in a given slot is unknown to Willie.
Due to the independent Gaussian nature of Alice and Bob’s
transmitted signals and Willie’s receiver noise, the signal
received at Willie is always Gaussian in any slot, regardless
of whether Alice transmits or not, thus Willie can not make
use of any difference in the distribution type of the received
signal for detection purposes. Since Willie knows the channels
haw and hbw in any slot under consideration, for a constant
transmit power from Bob, it is straightforward for him to raise
an alarm when an additional power from Alice is received.
By introducing randomness in Bob’s transmit power, we create
an uncertainty at Willie, causing confusion as to whether the
increase in received signal power is due to Alice’s covert
transmission or merely a change in Bob’s AN power. This
effectively creates an artificial fading for Willie [38], despite
the fact that he has the perfect channel knowledge for both
Alice and Bob.

C. Detection at Willie

As described earlier, it is assumed that Willie is unaware of
the exact transmit power used by Bob in each slot, although the
distribution of Bob’s AN transmit power is known to Willie.
Also, Willie has full knowledge of the associated antenna
gains, distances among all the nodes and his own receiver’s
noise variance. We consider a covert communications scenario
that spans a large number of slots, and there is a possibility

of transmission by Alice in each slot. Due to the shared
secret between Alice and Bob, this constitutes a form of a
time-hopping system. Here, Willie looks to make a decision
regarding Alice’s transmission in each slot as he is interested
in knowing for each individual slot that whether Alice trans-
mitted or not. This means that Willie is not only interested in
“whether” a transmission happens but also “when” it happens,
i.e., in which slot. Note that if Willie is only interested in
whether transmission happens but not in when it happens, he
needs to make only a single decision after observing all slots.
Such a scenario has been considered in [14], where the slot
selection is kept secret from Willie and he looks to make a
single decision regarding Alice’s transmission over all possible
slots.

The knowledge of “when” a transmission happens not only
improves upon Willie’s effectiveness in detecting covert trans-
mission, but also gives him the capability of taking an action at
the required time rather than waiting for the end of observation
interval before intervening (although the corresponding action
by Willie is beyond the scope of this work). Consider a
scenario where Alice and Bob agree upon a certain “pattern”
in choosing the slots over which covert messages are sent.
Once Willie is able to detect the pattern based on his per slot
decisions, it becomes easier for him to efficiently predict the
slots over which future transmissions will happen.1

D. Priors and Performance Metrics

Willie faces a decision as to whether or not Alice sent any
covert information to Bob. As a result, Willie faces a binary
hypothesis testing problem. The null hypothesis, H0, states
that Alice did not transmit while the alternative hypothesis,
H1, states that Alice did transmit, sending covert information
to Bob. We define the probability of false alarm (or Type
I error) as the probability that Willie makes a decision in
favor of H1, while H0 is true, denoted by PFA. Similarly,
the probability of missed detection (or Type II error) is defined
as the probability of Willie making a decision in favor of H0,
while H1 is true, and is denoted by PMD. We denote by π0

and π1 the a priori probabilities of hypothesis H0 and H1,
respectively. The detection error probability at Willie is given
by

PE = π0PFA + π1PMD, (3)

which serves as a measure of covertness. In the recent
literature, the assumption of both hypotheses being pre-
sented with an equal a priori probability has been widely
adopted [10], [14]. The knowledge of a priori probabilities
helps Willie improve his detection performance [6, Fact 4],
as his assumption of π0 = π1 = 1

2 implies that his obser-
vations are of little use to him and his decisions are akin
to a random guess about the transmission state of Alice.
In this work, we instead consider general, i.e., not necessarily
equal priors, and assume that Willie happens to know them.
Since PE ≤ min (π0, π1), achieving covert communication
guarantees that PE is in close proximity of min (π0, π1).

1Although the proposed scheme will help Willie in being able to predict
any such pattern, this prediction is beyond the scope of this work and is thus
not considered here.
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III. DETECTION SCHEME AT WILLIE

The signals received at Willie under the two possible
hypotheses for each symbol period are given by

yw(i)=

�√
Pahawxa(i)+

√
Pbhbwxb(i)+nw(i), Alice tx.√

Pbhbwxb(i)+nw(i), else.

(4)

From the independent and identically distributed (i.i.d.) nature
of Willie’s received vector, yw, each element of yw, i.e., yw(i)
has a distribution given by

�
CN (0, |haw|2Pa + |hbw|2Pb + σ2

w), Alice tx.

CN (0, |hbw|2Pb + σ2
w), else.

(5)

We note that while the distribution of Pb is known to
Willie, its value in a given slot is not known. Based on his
observation vector yw = [yw(1), . . . , yw(n)], Willie has to
make a decision regarding Alice’s actions in each commu-
nication slot. We assume that Willie uses a radiometer as
his detector [10], [15] due to its low complexity and ease of
implementation. When Willie has the statistical knowledge of
his observations, this assumption is justified and the optimality
of radiometer can be proved along the same lines as the
proof of Lemma 3 in [15] using Fisher-Neyman Factorization
Theorem [39] and Likelihood Ratio Ordering concepts [40].
While adopting a radiometer, the total received power at
Willie,

�n
i=1 |yw(i)|2 is a sufficient statistic for Willie’s test.

Since any one-to-one transformation of a sufficient statistic is
also sufficient, the term 1/n

�n
i=1 |yw(i)|2 is also a sufficient

statistic. Thus Willie conducts a threshold test on the average
power received in a slot, given by

Pw

D1

≷
D0

γ, (6)

where Pw = 1/n
�n

i=1 |yw(i)|2 is the average power received
at Willie in a slot, D0 and D1 are defined as the events
that Willie makes a decision in the favor of H0 and H1,
respectively, and γ is Willie’s detector threshold, which can
be optimized to minimize the detection error probability. The
average power at Willie in a slot under hypothesis H0 is given
by

Pw(H0) = lim
n→∞

�|hbw|2Pb + σ2
w

	
χ2

2n/n

= |hbw|2Pb + σ2
w, (7)

where χ2
2n represents a chi-squared random variable with

2n degrees of freedom and from the Strong Law of Large
Numbers, we know that χ2

2n/n → 1 almost surely. Similarly,
the average power at Willie in a slot under hypothesis H1 is

Pw(H1) = |hbw|2Pb + |haw|2Pa + σ2
w. (8)

We first analyze the condition under which Willie has non-
zero probability of making detection errors and based on that,
we find the optimal setting for Willie’s detector threshold.
It should be noted here that the analysis of Willie’s detection
error probability presented in the following proposition is
for given channel realizations as Willie possesses the full
knowledge of his channel from Alice and Bob.

Proposition 1: Willie has a non-zero probability of making
detection errors when:

|haw|2
|hbw|2 ≤ Pmax − Pmin

Pa
. (9)

When (9) holds, the optimal choice for Willie’s detector’s
threshold is

γ∗ =

�
|hbw|2Pmin + |haw|2Pa + σ2

w, if π1 ≥ π0

|hbw|2Pmax + σ2
w , otherwise,

(10)

and the corresponding minimum detection error probability at
Willie is given by

P
∗
E =

⎧
⎪⎨

⎪⎩

π0

�
1 − |haw|2Pa

|hbw|2(Pmax−Pmin)

�
, if π1 ≥ π0

π1

�
1 − |haw|2Pa

|hbw|2(Pmax−Pmin)

�
, otherwise.

(11)

Proof: The detailed proof is provided in Appendix.
Remark 1: From Proposition 1, when (9) does not hold,

Willie will have zero probability of making a detection error
by setting the threshold γ in the interval |hbw|2 Pmax + σ2

w <
γ ≤ |hbw|2 Pmin + |haw|2 Pa + σ2

w. We also note here that
although Willie’s receiver noise variance, σ2

w, is required for
the calculation of the optimal threshold for Willie’s detector, its
value does not affect the minimum detection error probability
at Willie. This can be attributed to the fact that as n → ∞,
there is no uncertainty at Willie regarding the noise statistics
and hence it does not contribute to an increase or decrease
in the detection error probability at Willie.

IV. PERFORMANCE OF COVERT COMMUNICATION

In this section, we present those system metrics which affect
the performance of our proposed covert transmission scheme.
We note that the square root law presented by Bash et al. [6]
holds given Willie has perfect statistical knowledge of the test
statistics. It has been shown in prior works [10], [12], [15]
that uncertainties present (or intentionally introduced) in the
test statistics under both the null and alternative hypotheses at
Willie result in a positive rate. In this work, the randomness
in Bob’s transmit power introduces the required uncertainty
at Willie, and hence we are able to achieve a positive covert
rate. Here, we first calculate the outage probability for the
transmission from Alice to Bob, and then present a measure
that helps in quantifying the performance of our presented
covert scheme.

A. Transmission Outage Probability From Alice to Bob

The signal-to-interference-plus-noise ratio (SINR) at Bob,
in case Alice transmits, is given by

SINRb =
|hab|2Pa

φ|hbb|2Pb + σ2
b

. (12)

We assume a pre-determined rate from Alice to Bob, and
denote it by Rab. Due to the random nature of hab, hbb and
Pb, a transmission outage from Alice to Bob occurs when
Cab < Rab, where Cab is the channel capacity from Alice to
Bob.
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Lemma 1: The transmission outage probability from Alice
to Bob is given by

δab = 1 − λbb exp(−λabμσ2
b )

(Pmax − Pmin)λabφμ
ln


λbb + λabφμPmax

λbb + λabφμPmin

�
,

(13)
where μ �

�
2Rab − 1

	
/Pa.

Proof: From the definition of transmission outage proba-
bility, we have

δab = P [Cab < Rab]

= P
 |hab|2 Pa

φ|hbb|2 Pb + σ2
b

< 2Rab − 1
�

=
� Pmax

Pmin

� ∞

0

� μ(φ|hbb|2 Pb+σ2
b )

0

f|hab|2(x)f|hbb|2(y)fPb
(z)

×dx dy dz

=
� Pmax

Pmin

� ∞

0

�
1 − exp

�−λabμ(φ|hbb|2 Pb + σ2
b )

	 �

×f|hbb|2(y)fPb
(z) dy dz

=
� Pmax

Pmin

�

1 − λbb exp
�−λabμσ2

b

	

λbb + λabμφPb

�

fPb
(z)dz

= 1 − 1
Pmax − Pmin

� Pmax

Pmin

�
λbb exp

�−λabμσ2
b

	

λbb + λabμφz

�

dz,

(14)

and using the solution from [41] for the general form of
integral

�
A

B+Cxdx = A log(B+Cx)
C for the second term gives

the desired result.

B. Expected Detection Error Probability at Willie

Since Alice and Bob are unaware of their instantaneous
channel to Willie, we consider the expected value of detection
error probability at Willie, P

∗
E , over all possible realizations of

haw and hbw as the measure of covertness from the viewpoint
of Alice and Bob, and this expected detection error probability
at Willie is denoted by P

∗
E .

Lemma 2: Under the optimal detection threshold setting,
the expected detection error probability at Willie is given by

P
∗
E =

�
π0

�
1 + t ln t − t2

�
, if π1 ≥ π0

π1

�
1 + t ln t − t2

�
, otherwise,

(15)

where t � (λbwPa)/ [λbwPa + λaw (Pmax − Pmin)].
Proof: For the case of π1 ≥ π0, and under the condition of

Willie making detection errors, given by |hbw|2 Pmax + σ2
w ≥

|hbw|2 Pmin + |haw|2 Pa + σ2
w , we have

P∗
E =π0

�� ∞

0

� |hbw |2(Pmax−Pmin)
Pa

0

P
∗
E f|haw|2(x)f|hbw |2(y)dxdy

�
,

(16)

which, using the law of total expectation, can also be written
as

P∗
E = π0

�
P


|haw|2 ≤ |hbw|2 (Pmax − Pmin)

Pa

�

×E


P
∗
E

�
�
�|haw|2 ≤ |hbw|2 (Pmax − Pmin)

Pa

� �
,

(17)

where

P

|haw|2 ≤ |hbw|2 (Pmax − Pmin)

Pa

�

=
� ∞

0

� |hbw |2(Pmax−Pmin)
Pa

0

f|haw|2(x)f|hbw|2(y)dxdy

=
� ∞

0


1 − exp

�
−λaw (Pmax − Pmin) y

Pa

��

×λbw exp (−λbwy) dy

=
λaw (Pmax − Pmin)

λbwPa + λaw (Pmax − Pmin)
, (18)

and

E


P
∗
E

�
�
�[|haw|2 ≤ |hbw|2 (Pmax − Pmin)

Pa

�

= 1 − Pa

(Pmax − Pmin)

×E

 |haw|2
|hbw|2

�
�
� |haw|2 ≤ |hbw|2 (Pmax − Pmin)

Pa

�

= 1 − Pa

(Pmax − Pmin)

� ∞

0

� |hbw |2(Pmax−Pmin)
Pa

0

x

y

× f|haw|2(x)f|hbw |2(y)dxdy

= 1 − λbwPa

λaw (Pmax − Pmin)


ln

�
1 +

λaw (Pmax − Pmin)
λbwPa

�

− λaw (Pmax − Pmin)
λbwPa + λaw (Pmax − Pmin)

�
, (19)

and putting in these expressions into (17) gives the desired
result.

The case for π0 > π1 follows along the same lines, hence
concluding the proof.

Remark 2: We make a few observations regarding the effect
of Pmax and Pa on Willie’s detection performance. Firstly,
as Pmax → ∞, the probability of Willie making detection errors
approaches π0 or π1, in respective cases, which represents the
maximum of P∗

E . Secondly, if Alice’s transmit power Pa → ∞,
then t → 1 and P

∗
E → 0. Thus for a given set of {Pmin, Pmax},

Alice can be “loud” enough to be heard by Willie.

V. COVERT COMMUNICATION DESIGN

In majority of the recent literature in covert communica-
tions, the detection error probability is used to measure the
level of covertness under the assumption of equal priors.
However, in this work, we propose a different framework
and instead of putting a constraint on the error probability
to achieve a said covertness, we look to maximize it under the
given system model. Hence, from Alice and Bob’s perspective,
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the objective is to achieve the best possible covertness in trans-
mission, while being subject to an average power constraint
and satisfying a given effective covert rate requirement which
we denote by τ . In this section, we consider optimal choices
for the parameters in our control to achieve the said purpose.

Although Alice’s transmit power, Pa, is assumed to be
fixed in this work, to make the problem feasible, we assume
that the value of Pa at least satisfies the rate requirement
from Alice to Bob when no AN is transmitted by Bob. The
rest of the design parameters that affect the performance of
covert communication in our system model are the distribution
parameters of Bob’s AN power, {Pmin, Pmax}, and the a priori
probabilities of Alice’s transmission, {π0, π1}, with π0 =
1 − π1.

We state our main problem as following:

P1 maximize
π1,Pmin,Pmax

P
∗
E

subject to π1 Rab(1 − δab) ≥ τ,

Pmin + Pmax ≤ 2Pavg, (20)

while

Pa ≥ λabσ
2
b

�
2Rab − 1

	

ln (Rab/τ)
(21)

is assumed for feasibility. Here, the expression for P
∗
E is

given in (15) under Lemma 2, δab is the transmission outage
probability and is a function of {Pmin, Pmax}, τ is the minimum
required covert rate, and Pavg is the average transmit power
for Bob’s AN. We solve P1 in a step-by-step manner, as this
approach not only provides the globally optimal solution, but
also provides further insights in the role of different parameters
in achieving the said purpose of covertness.

A. Optimal Minimum AN Power

For a given average transmit power at Bob, we look to
minimize the value of transmission outage probability, in order
to satisfy the covert rate requirement, corresponding to the
first constraint in (20), while maximizing P

∗
E . Under these

conditions, in this subsection, we consider finding the optimal
minimum AN power at Bob, Pmin, for any given maximum AN
power, Pmax, and prior probabilities of Alice’s transmission,
{π0, π1}.

Proposition 2: The optimal choice of Pmin to maximize
the expected detection error probability at Willie, P∗

E , while
satisfying the effective covert rate requirement from Alice to
Bob is given by P ∗

min = 0.
Proof: We first consider the maximization of P∗

E , where
the optimal choice of Pmin should maximize κ(t) = 1 +
t ln t − t2 under both cases of π1 ≥ π0 and π1 < π0,
as per (15). To first determine the monotonicity of P∗

E w.r.t.
Pmin, we consider the derivatives of κ(t) w.r.t. t, given by
∂κ(t)

∂t = 1 + ln t− 2t and ∂2κ(t)
∂t2 = 1

t − 2. Since Pmax ≥ Pmin,
we have

∂t

∂Pmin
=

λawλbwPa

[λbwPa + λaw(Pmax − Pmin)]
2 ≥ 0. (22)

For t ∈ [0, 1), the first derivative of κ(t) w.r.t. t increases
for 0 ≤ t < 1/2 and decreases for 1/2 ≤ t < 1, with the

maximum value of − ln 2, occurring at t = 1/2. Using this
and the fact that ∂t

∂Pmin
≥ 0, it can be concluded that κ(t),

and resultantly, P
∗
E is a decreasing function of Pmin. Hence,

the optimal choice in this regard is the minimum possible value
of Pmin, which is zero.

We next consider the covert rate constraint, where the outage
probability δab is represented as

δab = 1 − λbb exp(−λabμσ2
b )v(x), (23)

and here

v(x) =
1

y − x
ln

�
λbb + y

λbb + x

�
, (24)

x � λabφμPmin ≥ 0, y � λabφμPmax ≥ 0, and y ≥ x.
Considering the first derivative of v(x) w.r.t. x, we have

∂v(x)
∂x

=
1

(y − x)2


ln

�
λbb + y

λbb + x

�
− y − x

λbb + x

�
. (25)

Here, ∂v(x)
∂x depends on

l(x) � ln
�

λbb + y

λbb + x

�
−

�
y − x

λbb + x

�

= ln
�

1 +
y − x

λbb + x

�
−

�
y − x

λbb + x

�
≤ 0, (26)

where the second line in (26) is due to the logarithmic
inequality, ln(1 + a) ≤ a, ∀a ≥ −1. Thus v(x) is always
a decreasing function of x, and resultantly, δab is always an
increasing function of Pmin. From the covert rate constraint,
we can write

δab ≤ 1 − τ

π1Rab
, (27)

and hence, to satisfy this constraint, Pmin is upper bounded by
a value which can be found by solving (27) at equality. This
concludes the proof.

As a result of Proposition 1, we can simplify the transmis-
sion outage probability at Bob and the expected detection error
probability at Willie as

δab = 1 − λbb exp(−λabμσ2
b )

Pmaxλabφμ
ln


λbb + λabφμPmax

λbb

�
, (28)

and

P ∗
E =

�
π0

�
1 + s ln s − s2

�
, if π1 ≥ π0

π1

�
1 + s ln s − s2

�
, otherwise,

(29)

respectively, where

s =
λbwPa

λbwPa + λawPmax
. (30)

B. Optimal Priors for Alice’s Transmission

Once the optimal value of Pmin has been found, the task
from Alice and Bob’s perspective is to find the optimal a priori
probabilities of Alice’s transmission and Bob’s maximum
possible transmit power, Pmax. In this subsection, we consider
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finding the optimal choice of Alice’s a priori transmission
probabilities for a given Pmax. We state this problem as:

P1.1 maximize
π1

P
∗
E

subject to π1Rab(1 − δab) ≥ τ, (31)

where the expression for P
∗
E is now given by (29), and the

feasibility condition of (21) is still held. The solution to
problem P1.1 is presented in the following:

Proposition 3: The optimal choice of a priori probabilities
for Alice’s transmission, as a function of maximum AN power,
Pmax, is given by

π∗
1(Pmax) = max

�
1
2
,

τ

Rab(1 − δab(Pmax))

�
, (32)

and π∗
0 = 1 − π∗

1 .
Proof: We consider the two cases for P

∗
E individually.

Note here that δab is now a function of Pmax only.
1) π1 < π0: In this case, π1 < 1/2, and using the constraint

in P1.1, we have τ
Rab(1−δab(Pmax))

≤ π1 < 1/2, which can
only happen when τ

Rab(1−δab(Pmax))
≤ 1/2. Also in this case,

∂P
∗
E

∂π1
= 1 + s ln s − s2 ≥ 0 for s ∈ [0, 1).

2) π1 ≥ π0: Here, π1 ≥ 1/2, and due to the constraint

in P1.1, π1 ≥ max
�

1
2 , τ

Rab(1−δab(Pmax))

�
. Also, in this case,

∂P
∗
E

∂π1
= −(1 + s ln s − s2) ≤ 0 for s ∈ [0, 1).

Combining these two cases gives the desired result.
From Proposition 3, it is evident that the optimal value of π1

is dependent upon the choice of Pmax. Thus to satisfy a given
covert rate requirement, any choice of Pmax at Bob, directly
affecting the transmission outage probability through self-
interference, will determine whether π∗

1 is equal to 0.5 or not.
Since the purpose of our covert scheme is to maximize the
detection error at Willie while satisfying the rate requirement,
it presents an interesting interplay of our choice of these
parameters.

C. Optimal Maximum AN Power

Once the optimal priors for Alice’s transmission
i.e., {π∗

0 , π∗
1} have been found in terms of Pmax, the expected

detection error probability at Willie becomes

P
∗
E(π∗

1)

=

⎧
⎪⎨

⎪⎩

1
2
κ(s), if

τ

Rab(1 − δab)
≤ 1

2�
1 − τ

Rab(1 − δab)

�
κ(s), else,

(33)

where again, κ(s) =
�
1 + s ln s − s2

	
, and s is as defined

earlier in (30). We now consider finding the optimal value
for Bob’s maximum transmit power, Pmax, under the average
power constraint. This problem is stated as

P1.2 maximize
Pmax

P
∗
E(π∗

1)

subject to π∗
1Rab(1 − δab) ≥ τ,

Pmax ≤ 2Pavg. (34)

We note here that in the statement of P1.2 above, P∗
E from (29)

has now been replaced by P
∗
E(π∗

1) in (33) and the feasibility
condition of (21) is still held. Following the step-by-step
approach, and due to the monotonicity of P

∗
E w.r.t Pmin and

π1, P1 is now reduced to P1.2. The solution to this problem
is presented in the following proposition.

Proposition 4: The optimal value for Bob’s maximum trans-
mit power under an average power constraint, Pavg, is given
by

P ∗
max =

�
2Pavg, if 2Pavg ≤ P †

max

P ‡
max, otherwise,

(35)

where P †
max is the solution of δab(Pmax) = 1 − 2τ

Rab
for Pmax

and P ‡
max is the solution to

maximize
Pmax

�
1 − τ

Rab(1 − δab(Pmax))

�
�
1 + s ln s − s2

	

subject to P †
max ≤ Pmax ≤ 2Pavg. (36)

Proof: We first show the monotonicity of δab w.r.t Pmax.
Here, δab can be written as

δab = 1 − λbb exp(−λabμσ2
b )u(x), (37)

where u(x) � 1
x ln

�
λbb+x

λbb

�
and x � λabφμPmax ≥ 0.

We note that

∂u(x)
∂x

=
1
x2

�
x

λbb + x
− ln

�
λbb + x

λbb

��
, (38)

which depends on m(x) � x
λbb+x − ln

�
λbb+x

λbb

�
. Here,

m(0) = 0 and ∂m(x)
∂x = − x

(λbb+x)2 ≤ 0, thus m(x) decreases
monotonically with x, giving m(x) ≤ m(0) for x ≥ 0, and
resultantly, ∂u(x)

∂x ≤ 0. As a result, δab is a monotonically
increasing function of Pmax.

Next, we consider the optimal choice of Pmax under the two
cases of P∗

E , keeping in view the change in δab w.r.t. Pmax.
1) : For τ

Rab(1−δab)
≤ 1

2 , we have

δab ≤ 1 − 2τ

Rab
. (39)

Due to a monotonic increase in δab w.r.t. Pmax, the optimal
value of Pmax has to satisfy Pmax ≤ P †

max, where P †
max is

the solution of (39) at equality. Combining with the average
power constraint, we have Pmax ≤ min

�
2 Pavg, P

†
max

�
. Now

we consider the monotonicity of P∗
E(π∗

1) = 1
2 (1 + s ln s− s2)

w.r.t Pmax. Here, ∂P
∗
E(π∗

1 )

∂s = 1
2 (1 + ln s − 2s) and ∂P

∗
E(π∗

1 )2

∂2 s =
1
2s − 1, where s = λbwPa

λbwPa+λawPmax
. Also,

∂s

∂Pmax
= − λawλbwPa

(λbwPa + λawPmax)
2 ≤ 0. (40)

We note here that s ∈ [0, 1), ∂P
∗
E(π∗

1 )

∂s increases for 0 ≤ s <
1/2 and decreases for 1/2 ≤ s < 1, with a maximum value
of − 1

2 ln 2. Since ∂s
∂Pmax

≤ 0, P
∗
E(π∗

1) is an increasing function
of Pmax, and hence the best possible choice in this case is
Pmax = min

�
2 Pavg, P

†
max

�
.
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2) : For τ
Rab(1−δab)

> 1
2 , we have

δab > 1 − 2τ

Rab
, (41)

and in this case,

P
∗
E(π∗

1) =
�

1 − τ

Rab(1 − δab)

� �
1 + s ln s − s2

	
. (42)

Since δab increases monotonically in Pmax, hence to satisfy
(41), Pmax > P †

max, and resultantly, the optimal choice lies
between P †

max and 2 Pavg, where P †
max is as defined earlier. Let

P
∗
E(π∗

1) = p(x)q(x), where p(Pmax) =
�
1 − τ

Rab(1−δab(Pmax))

�

and q(Pmax) =
�
1 + s ln s − s2

	
. We note here that P∗

E(π∗
1)

is not a monotonic function of Pmax, since as Pmax increases,
p(Pmax) decreases while q(Pmax) increases. Thus there may
exist an optimal value of Pmax that maximizes P∗

E(π∗
1), which

motivates the optimization

P ‡
max = maximize

Pmax

P∗
E(π∗

1). (43)

We note that the optimization problem in (43) is of one
dimension and can be solved by methods of efficient numerical
search.

Combining the two cases, the optimal value for Pmax is
found, thus completing the proof.

Remark 3: The approach we have taken in solving P1
guarantees that the obtained solution is globally optimal.
Specifically, we first solved for the optimal Pmin for any value
of π1 and Pmax. We next solved for the optimal π1 as a function
of any given Pmax. Finally the optimal Pmax is obtained. The
globally optimal solution to P1 can thus be summarized as
P ∗

min = 0, π∗
1 = max (1/2, τ/[Rab(1 − δab(P ∗

max))]) and P ∗
max

as given in (35) − (36).
As discussed in Remark 2, increasing the value of Pmax

helps improve our covert performance, but on the other hand,
Pmax also affects the covertly conveyed information through
self-interference. Proposition 4 tells us that while satisfying
the average power constraint, the optimal choice of Pmax

satisfies the covert rate requirement with a bare equality, while
maximizes the expected detection error probability at Willie.
There might exist values of τ for which the choice of Pmax

satisfying the rate constraint under π = 1
2 are not the optimal

choice of maximizing P ∗
E . Under such a scenario, the freedom

of adjusting π1 helps us in meeting the rate requirement while
keeping P ∗

E as high as possible.

VI. NUMERICAL RESULTS AND DISCUSSION

In this section, we present the numerical results and study
the performance of our proposed scheme in achieving covert-
ness while satisfying a given covert rate requirement. Unless
otherwise stated, we set the transmit power at Alice Pa =
10 dB, a pre-determined rate for Alice to Bob transmission
Rab = 1, Bob and Willie’s receiver noise power σ2

b = σ2
w =

−10 dB and Bob’s self-interference cancellation coefficient2

2Self-interference passive suppression of roughly 34 − 44 dB for FD
systems has been reported in the literature [34], while a combination of
passive suppression and active cancellation resulting in a total self-interference
suppression of 90 dB has also been demonstrated [26].

Fig. 3. Optimal maximum transmit power of Bob’s AN, P ∗
max, versus the

covert rate requirement from Alice to Bob, τ , for varying values of Alice’s
transmit power, Pa.

Fig. 4. Optimal maximum transmit power of Bob’s AN, P ∗
max, versus the

covert rate requirement from Alice to Bob, τ , for varying values of Bob’s
self-interference cancellation coefficient, φ.

φ = 0.01.The average power constraint on Bob’s AN power
is 40dB, while for simplicity, the means of all fading channels
are considered as 1/λab = 1/λaw = 1/λbw = 1/λbb = 1.

We first show the effect of Pa and φ on the optimal
maximum transmit power for Bob’s AN for varying covert
transmission rate requirements, as demonstrated in Fig. 3 and
Fig. 4, respectively. In Fig. 3 with a fixed value of φ, a higher
value of Pa allows a higher value of P ∗

max to maximize the
detection error probability at Willie, whilst satisfying the given
rate requirement. In Fig. 4, with a fixed value of Pa in the
feasible range, a higher value of φ (i.e., poorer self-interference
cancellation) requires a lower value of P ∗

max (i.e., less self-
interference) to satisfy the same rate requirement. We note
here that in such circumstances, a reduced P ∗

max for a given
Pa will adversely affect the achievable covertness.
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Fig. 5. Optimal choice of transmission probability, π∗
1 , versus the covert

rate requirement from Alice to Bob, τ , for varying values of Alice’s transmit
power, Pa.

Fig. 6. Optimal choice of transmission probability, π∗
1 , versus the covert rate

requirement from Alice to Bob, τ , for varying values of Bob’s self-interference
cancellation coefficient, φ.

We next consider the effect of Pa and φ on the optimal
transmission probability of Alice’s covert transmissions for
varying covert transmission rate requirements, as demonstrated
in Fig. 5 and Fig. 6, respectively. From Fig. 5, we see that for
a given Pa, a choice of π1 = 1/2 is optimal up to a certain
value of τ , but a further increase in τ results in an increase
in optimal π1. For a given Pa, a rate requirement can be met
by decreasing the value of P ∗

max, but it will in return decrease
the achievable covertness. Keeping in view the results shown
in Fig. 3 and Fig. 4, the optimal solution dictates that instead
of making a drastic change in P ∗

max, a better choice is to
decrease P ∗

max a little while π1 can be increased to meet the
rate requirement.

As the value of Pa is increased, the same effect appears
for a little higher value of τ . Fig. 6 shows the effect of
increasing φ on the optimal π1 for a given value of Pa, which
is inverse of what is observed for increasing Pa. Since an

Fig. 7. The expected detection error probability at Willie, P ∗
E , versus the

covert rate requirement from Alice to Bob, τ , for varying values of Bob’s
self-interference cancellation coefficient, φ.

Fig. 8. The expected minimum detection error probability at Willie, P ∗
E ,

versus Bob’s self-interference coefficient φ, for varying values of covert rate
requirement τ .

increase in φ will have a detrimental effect on the transfer of
covert information, thus to keep the covertness high and to
satisfy the rate requirement, an increase in π1 is desired for
an even lower value of τ . To further demonstrate the effect
of φ, we show the expected detection error probability at
Willie for different values of φ in Fig. 7. For a fixed Pa and
a given φ, as τ increases, Pmax at Bob has to decrease in
order to reduce Bob’s self-interference. A lower value of Pmax

will result in a lower P
∗
E , since it decreases the confusion in

received signal statistics at Willie. This effect is shown more
explicitly in Fig. 8, where we show the effect of φ on the
performance of proposed covert scheme through the expected
minimum detection error probability at Willie P ∗

E . It should
be noted here that a value of φ = 0 corresponds to a perfect
cancellation of the self-interference while φ = 1 refers to no
cancellation or suppression at all, representing the worst case
scenario for the FD receiver. For a higher value of φ, Bob has
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Fig. 9. The expected detection error probability at Willie, P ∗
E , versus the

covert rate requirement from Alice to Bob, τ , under the proposed scheme and
under the approach where π1 = 1/2.

to reduce P ∗
max to satisfy a certain rate requirement, which in

effect, reduces the achievable covertness.
Last but not least, we investigate the advantage of our

proposed scheme of jointly optimizing π1 and Pmax over a
benchmark scheme of only optimizing Pmax while keeping
π1 = 0.5. Fig. 9 shows the overall performance of our
proposed scheme in terms of the expected detection error
probability at Willie versus the covert rate requirement from
Alice to Bob. For τ ∈ [0, 0.44], the proposed joint optimization
scheme performs the same as the benchmark scheme and
there is no discernable difference in P ∗

E for the two schemes.
However, for τ ≥ 0.44, the optimal π1 starts to deviate from
0.5, as shown in Fig. 5 and Fig. 6. Here, the P ∗

E achieved
by the joint optimization scheme reduces gradually as the rate
requirement increases, but the P ∗

E for the benchmark scheme
drops sharply, and at τ = 0.5, the benchmark scheme offers
P ∗

E ≈ 0.005, which means almost no covertness at all. Thus
for τ ≥ 0.44, the proposed joint optimization scheme provides
a significant gain in the achievable covertness.

VII. CONCLUSION

In this paper, we have considered the potential of achieving
covert communication using a full-duplex receiver that gen-
erates artificial noise to cause detection errors at a watchful
adversary Willie. Considering a radiometer as the detector of
choice at Willie, we have analyzed the conditions under which
Willie makes detection errors, and characterized Willie’s opti-
mal detection performance conditioned over the fading channel
realizations. From the perspective of covert communication
pair, we have provided design guidelines for the optimal choice
of transmit power of full-duplex receiver’s artificial noise.
Owing to the self-interference of the full-duplex receiver,
these power levels need to be controlled carefully, otherwise
they affect the transfer of any covert information. We have
also shown that contrary to a commonly adopted assumption,
the a priori transmission probabilities of 0.5 are not always
the optimal choice to achieve the best possible covertness.

A limitation of the current work lies in its assumption of
n → ∞. Future work will focus on scenarios where n
is finite. This will provide more precise results relating to
future communication systems, especially for delay-intolerant
systems.

APPENDIX

PROOF OF PROPOSITION 1

Using the definition of incorrect decisions at Willie, we have

PFA = P [D1|H0] = P [Pw > γ |H0]

= P �|hbw|2 Pb + σ2
w > γ

�
= P


Pb >

γ − σ2
w

|hbw|2
�

=

⎧
⎪⎪⎪⎪⎨

⎪⎪⎪⎪⎩

1, if
γ − σ2

w

|hbw|2 ≤ Pmin

|hbw|2Pmax + σ2
w − γ

|hbw|2 (Pmax − Pmin)
, if Pmin <

γ − σ2
w

|hbw|2 ≤Pmax

0, else,

(44)

and

PMD

= P [D0|H1] = P [Pw < γ |H1]
= P �|hbw|2 Pb + |haw|2 Pa + σ2

w < γ
�

= P

Pb <

γ − |haw|2 Pa − σ2
w

|hbw|2
�

=

⎧
⎪⎪⎪⎨

⎪⎪⎪⎩

0, if ν ≤ Pmin

γ − |haw|2Pa − |hbw|2Pmin − σ2
w

|hbw|2 (Pmax − Pmin)
, if Pmin <ν≤Pmax

1, else.

(45)

where ν � γ−σ2
w−|haw|2 Pa

|hbw|2 , haw and hbw denote the channels
from Alice and Bob to Willie, respectively, P [·] denotes the
probability measure and we have used the conditioning over
the uniform distribution of Bob’s transmit power, i.e., Pb ∼
U(Pmin, Pmax). Since Willie has to choose the threshold of
his detector, γ, such that the probability of error at Willie,
PE = π0PFA + π1PMD, is minimized, thus Willie considers
the following:

minimize
γ

π0PFA + π1PMD, (46)

where the expressions for incorrect decisions for individual
slots at Willie are as defined earlier in (44) and (45). Willie
chooses his detector’s threshold, in the intervals marked by the
quantities given by |hbw|2 Pmin+σ2

w, |hbw|2 Pmin+|haw|2 Pa+
σ2

w, |hbw|2 Pmax + σ2
w and |hbw|2 Pmax + |haw|2 Pa + σ2

w.
We also note that

• |hbw|2 Pmin + σ2
w ≤ |hbw|2 Pmax + |haw|2 Pa + σ2

w, but
the relationship between |hbw|2 Pmin + |haw|2 Pa + σ2

w

and |hbw|2 Pmax + σ2
w is unclear.

• For a choice of γ < |hbw|2 Pmin +σ2
w, PFA = 1, PMD =

0 and hence PE = π0.
• For a choice of γ > |hbw|2 Pmax + |haw|2 Pa + σ2

w,
PFA = 0, PMD = 1 and hence PE = π1.
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Fig. 10. Case-I : |hbw|2 Pmax + σ2
w < |hbw|2 Pmin + |haw|2 Pa + σ2

w

Fig. 11. Case-II : |hbw|2 Pmax + σ2
w ≥ |hbw|2 Pmin + |haw|2 Pa + σ2

w

In the following, we analyse the error probability at Willie
under the two different cases of |hbw|2 Pmin + |haw|2 Pa +
σ2

w ≤ |hbw|2 Pmax + σ2
w and |hbw|2 Pmin + |haw|2 Pa + σ2

w >
|hbw|2 Pmax + σ2

w.

Case - I : |hbw|2 Pmax + σ2
w < |hbw|2 Pmin + |haw|2 Pa + σ2

w

This case is graphically shown in Fig. 10 and we have three
intervals for the choice of γ.

(1) |hbw|2 Pmin +σ2
w < γ ≤ |hbw|2 Pmax +σ2

w: In this case,
PMD = 0, and

PE = π0PFA = π0

 |hbw|2Pmax + σ2
w − γ

|hbw|2 (Pmax − Pmin)

�
, (47)

which has a decreasing partial derivative with respect to (w.r.t.)
γ, given by −π0

|hbw|2(Pmax−Pmin)
, thus γ = |hbw|2 Pmax+σ2

w should
be chosen.

(2) |hbw|2 Pmin + |haw|2 Pa + σ2
w < γ ≤ |hbw|2 Pmax +

|haw|2 Pa + σ2
w: In this case, PFA = 0, and

PE = π1PMD = π1


γ − |haw|2Pa − |hbw|2Pmin − σ2

w

|hbw|2 (Pmax − Pmin)

�
,

(48)

which has an increasing partial derivative w.r.t. γ, given by
π1

|hbw|2(Pmax−Pmin)
, thus γ = |hbw|2 Pmin+|haw|2 Pa+σ2

w should
be chosen.

(3) |hbw|2 Pmax +σ2
w < γ ≤ |hbw|2 Pmin + |haw|2 Pa +σ2

w:
In this case, PFA = 0 and PMD = 0, which means that a
choice of γ in this interval will have no detection errors at
Willie.

Case - II : |hbw|2 Pmax + σ2
w ≥ |hbw|2 Pmin + |haw|2 Pa + σ2

w

This case is graphically shown in Fig. 11 and we have three
intervals for the choice of γ.

(1) |hbw|2 Pmin + σ2
w < γ ≤ |hbw|2 Pmin + |haw|2 Pa + σ2

w:
In this case, PMD = 0 and

PE = π0PFA = π0

 |hbw|2Pmax + σ2
w − γ

|hbw|2 (Pmax − Pmin)

�
, (49)

which has a decreasing partial derivative w.r.t. γ, given by
−π0

|hbw|2(Pmax−Pmin)
, thus γ = |hbw|2 Pmin+|haw|2 Pa+σ2

w should
be chosen.

(2) |hbw|2 Pmax +σ2
w < γ ≤ |hbw|2 Pmax + |haw|2 Pa +σ2

w:
In this case, PFA = 0, and

PE = π1PMD = π1


γ − |haw|2Pa − |hbw|2Pmin − σ2

w

|hbw|2 (Pmax − Pmin)

�
,

(50)

which has an increasing partial derivative w.r.t. γ, given by
π1

|hbw|2(Pmax−Pmin)
, thus γ = |hbw|2 Pmax +σ2

w should be chosen.
(3) |hbw|2 Pmin + |haw|2 Pa +σ2

w < γ ≤ |hbw|2 Pmax +σ2
w:

In this case, we have

PE = π0PFA + π1PMD

= π0

 |hbw|2Pmax + σ2
w − γ

|hbw|2 (Pmax − Pmin)

�

+ π1


γ − |haw|2Pa − |hbw|2Pmin − σ2

w

|hbw|2 (Pmax − Pmin)

�
, (51)

and

∂PE

∂γ
= π1−π0

|hbw|2(Pmax−Pmin)
=

�
≥ 0, if π1 ≥ π0

< 0, otherwise.
(52)

Based on the knowledge of π0 and π1, Willie can choose
the optimal value of γ.

The corresponding PE for the choice of optimal threshold,
γ∗, can be found by using the appropriate expressions of PE

from Case-II, hence concluding the proof.

REFERENCES

[1] J. Hu, K. Shahzad, S. Yan, X. Zhou, F. Shu, and J. Li, “Covert com-
munications with a full-duplex receiver over wireless fading channels,”
in Proc. IEEE ICC, May 2018, pp. 1–6.

[2] M. Bloch and J. Barros, Physical-Layer Security: From
Information Theory to Security Engineering. Cambridge, U.K.:
Cambridge Univ. Press, 2011.

[3] X. Zhou, L. Song, and Y. Zhang, Physical Layer Security in Wireless
Communications. Boca Raton, FL, USA: CRC Press, 2013.

[4] B. A. Bash, D. Goeckel, D. Towsley, and S. Guha, “Hiding information
in noise: Fundamental limits of covert wireless communication,” IEEE
Commun. Mag., vol. 53, no. 12, pp. 26–31, Dec. 2015.

[5] M. R. Bloch, “Covert communication over noisy channels: A resolvabil-
ity perspective,” IEEE Trans. Inf. Theory, vol. 62, no. 5, pp. 2334–2354,
May 2016.

[6] B. A. Bash, D. Goeckel, and D. Towsley, “Limits of reliable commu-
nication with low probability of detection on awgn channels,” IEEE J.
Sel. Areas Commun., vol. 31, no. 9, pp. 1921–1930, Sep. 2013.

[7] P. H. Che, M. Bakshi, and S. Jaggi, “Reliable deniable communi-
cation: Hiding messages in noise,” in Proc. IEEE ISIT, Jul. 2013,
pp. 2945–2949.

[8] L. Wang, G. W. Wornell, and L. Zheng, “Fundamental limits of
communication with low probability of detection,” IEEE Trans. Inf.
Theory, vol. 62, no. 6, pp. 3493–3503, Jun. 2016.

[9] K. S. K. Arumugam and M. Bloch, “Keyless covert communication over
multiple-access channels,” in Proc. IEEE ISIT, Jul. 2016, pp. 2229–2233.

[10] S. Lee, R. J. Baxley, M. A. Weitnauer, and B. Walkenhorst, “Achieving
undetectable communication,” IEEE J. Sel. Topics Signal Process.,
vol. 9, no. 7, pp. 1195–1205, Oct. 2015.

[11] D. Goeckel, B. Bash, S. Guha, and D. Towsley, “Covert communications
when the warden does not know the background noise power,” IEEE
Commun. Lett., vol. 20, no. 2, pp. 236–239, Feb. 2016.

[12] B. He, S. Yan, X. Zhou, and V. K. N. Lau, “On covert communi-
cation with noise uncertainty,” IEEE Commun. Lett., vol. 21, no. 4,
pp. 941–944, Apr. 2017.

Authorized licensed use limited to: NANJING UNIVERSITY OF SCIENCE AND TECHNOLOGY. Downloaded on January 12,2021 at 01:59:44 UTC from IEEE Xplore.  Restrictions apply. 



SHAHZAD et al.: ACHIEVING COVERT WIRELESS COMMUNICATIONS USING AN FD RECEIVER 8529

[13] J. Hu, S. Yan, X. Zhou, F. Shu, and J. Li. (Aug. 2018). “Covert wireless
communications with channel inversion power control in Rayleigh
fading.” [Online]. Available: https://arxiv.org/abs/1803.07812

[14] B. A. Bash, D. Goeckel, and D. Towsley, “Covert communication gains
from adversary’s ignorance of transmission time,” IEEE Trans. Wireless
Commun., vol. 15, no. 12, pp. 8394–8405, Dec. 2016.

[15] T. Sobers, B. A. Bash, S. Guha, D. Towsley, and D. Goeckel, “Covert
communication in the presence of an uninformed jammer,” IEEE Trans.
Wireless Commun., vol. 16, no. 9, pp. 6193–6206, Sep. 2017.

[16] R. Soltani, D. Goeckel, D. Towsley, B. Bash, and S. Guha, “Covert
wireless communication with artificial noise generation,” IEEE Trans.
Wireless Commun., to be published, doi: 10.1109/TWC.2018.2865946.

[17] S. Yan, B. He, Y. Cong, and X. Zhou, “Covert communication with
finite blocklength in AWGN channels,” in Proc. IEEE ICC, May 2017,
pp. 1–6.

[18] S. Yan, B. He, X. Zhou, Y. Cong, and A. L. Swindlehurst, “Delay-
intolerant covert communications with either fixed or random transmit
power,” IEEE Trans. Inf. Forensics Security, vol. 14, no. 1, pp. 129–140,
Jan. 2019.

[19] K. Shahzad, X. Zhou, and S. Yan, “Covert communication in fad-
ing channels under channel uncertainty,” in Proc. IEEE VTC Spring,
Jun. 2017, pp. 1–5.

[20] J. Hu, S. Yan, X. Zhou, F. Shu, J. Li, and J. Wang, “Covert communi-
cation achieved by a greedy relay in wireless networks,” IEEE Trans.
Wireless Commun., vol. 17, no. 7, pp. 4766–4779, Jul. 2018.

[21] S. Yan, N. Yang, I. Land, R. Malaney, and J. Yuan, “Three artificial-
noise-aided secure transmission schemes in wiretap channels,” IEEE
Trans. Veh. Technol., vol. 67, no. 4, pp. 3669–3673, Apr. 2018.

[22] G. Zheng, I. Krikidis, J. Li, A. P. Petropulu, and B. Ottersten, “Improving
physical layer secrecy using full-duplex jamming receivers,” IEEE Trans.
Signal Process., vol. 61, no. 20, pp. 4962–4974, Oct. 2013.

[23] K. Cumanan et al., “Physical layer security jamming: Theoretical limits
and practical designs in wireless networks,” IEEE Access, vol. 5,
pp. 3603–3611, 2016.

[24] W. Li, M. Ghogho, B. Chen, and C. Xiong, “Secure communi-
cation via sending artificial noise by the receiver: Outage secrecy
capacity/region analysis,” IEEE Commun. Lett., vol. 16, no. 10,
pp. 1628–1631, Oct. 2012.

[25] S. Yan, X. Zhou, N. Yang, B. He, and T. D. Abhayapala, “Artificial-
noise-aided secure transmission in wiretap channels with transmitter-
side correlation,” IEEE Trans. Wireless Commun., vol. 15, no. 12,
pp. 8286–8297, Dec. 2016.

[26] E. Everett, A. Sahai, and A. Sabharwal, “Passive self-interference
suppression for full-duplex infrastructure nodes,” IEEE Trans. Wireless
Commun., vol. 13, no. 2, pp. 680–694, Jan. 2014.

[27] F. Zhu, F. Gao, T. Zhang, K. Sun, and M. Yao, “Physical-layer security
for full duplex communications with self-interference mitigation,” IEEE
Trans. Wireless Commun., vol. 15, no. 1, pp. 329–340, Jan. 2016.

[28] P. C. Pinto and M. Z. Win, “Communication in a Poisson field of
interferers—Part I: Interference distribution and error probability,” IEEE
Trans. Wireless Commun., vol. 9, no. 7, pp. 2176–2186, Jul. 2010.

[29] P. C. Pinto and M. Z. Win, “Communication in a Poisson field of
interferers—Part II: Channel capacity and interference spectrum,” IEEE
Trans. Wireless Commun., vol. 9, no. 7, pp. 2187–2195, Jul. 2010.

[30] G. Shabsigh and V. S. Frost, “Quantifying covertness in the presence of
primary networks,” in Proc. IEEE GLOBECOM, Dec. 2016, pp. 1–6.

[31] B. He, S. Yan, X. Zhou, and H. Jafarkhani, “Covert wireless communica-
tion with a Poisson field of interferers,” IEEE Trans. Wireless Commun.,
vol. 17, no. 9, pp. 6005–6017, Sep. 2018.

[32] H. Q. Ngo, H. A. Suraweera, M. Matthaiou, and E. G. Larsson, “Mul-
tipair full-duplex relaying with massive arrays and linear processing,”
IEEE J. Sel. Areas Commun., vol. 32, no. 9, pp. 1721–1737, Sep. 2014.

[33] A. Sabharwal, P. Schniter, D. Guo, D. W. Bliss, S. Rangarajan, and
R. Wichman, “In-band full-duplex wireless: Challenges and opportu-
nities,” IEEE J. Sel. Areas Commun., vol. 32, no. 9, pp. 1637–1652,
Sep. 2014.

[34] M. Duarte, C. Dick, and A. Sabharwal, “Experiment-driven characteri-
zation of full-duplex wireless systems,” IEEE Trans. Wireless Commun.,
vol. 11, no. 12, pp. 4296–4307, Dec. 2012.

[35] D. Bharadia, E. McMilin, and S. Katti, “Full duplex radios,” in Proc.
ACM SIGCOMM, Aug. 2013, pp. 375–386.

[36] I. Krikidis, H. A. Suraweera, S. Yang, and K. Berberidis, “Full-duplex
relaying over block fading channel: A diversity perspective,” IEEE
Trans. Wireless Commun., vol. 11, no. 12, pp. 4524–4535, Dec. 2012.

[37] T. Riihonen, S. Werner, and R. Wichman, “Mitigation of loopback self-
interference in full-duplex MIMO relays,” IEEE Trans. Signal Process.,
vol. 59, no. 12, pp. 5983–5993, Dec. 2011.

[38] H.-M. Wang, T. Zheng, and X.-G. Xia, “Secure MISO wiretap channels
with multiantenna passive eavesdropper: Artificial noise vs. artificial fast
fading,” IEEE Trans. Wireless Commun., vol. 14, no. 1, pp. 94–106,
Jan. 2015.

[39] M. H. DeGroot and M. J. Schervish, Probability and Statistics. London,
U.K.: Pearson Education, 2012.

[40] M. Shaked and J. Shanthikumar, Stochastic Orders and Their Applica-
tions. New York, NY, USA: Academic Press, 1994.

[41] I. S. Gradshteyn and I. M. Ryzhik, Table of Integrals, Series, and
Products. New York, NY, USA: Academic Press, 2014.

Khurram Shahzad (S’16) received the B.E. and
M.S. degrees in electrical engineering from the
National University of Sciences and Technology
(NUST), Pakistan, in 2004 and 2008, respectively,
and the M.S. degree in wireless communications
from the University of Maryland, College Park,
MD, USA, in 2013. He is currently pursuing the
Ph.D. degree with the Research School of Engineer-
ing, Australian National University, Canberra, ACT,
Australia. In 2010, he was awarded the Fulbright
Scholarship for graduate studies in electrical engi-

neering at the University of Maryland for his M.S. degree. He was involved
in different teaching capacities at NUST from 2008 to 2010 and from 2013 to
2016. His research interests lie in the areas of wireless communications,
physical layer security, and covert communications.

Xiangyun Zhou (SM’17) received the Ph.D.
degree from Australian National University (ANU),
Canberra, ACT, Australia, in 2010. He is currently
a Senior Lecturer at ANU. His research interests are
in the fields of communication theory and wireless
networks. He was a recipient of the Best Paper
Award at ICC 2011 and the IEEE ComSoc Asia-
Pacific Outstanding Paper Award in 2016. He was
the Chair of the ACT Chapter of the IEEE Com-
munications Society and Signal Processing Society
from 2013 to 2014. He was named the Best Young

Researcher in the Asia-Pacific Region in 2017 by the IEEE ComSoc Asia–
Pacific Board. He has served as symposium/track and workshop co-chair for
major IEEE conferences. He has been serving as an Editor for various IEEE
journals, including the IEEE TRANSACTIONS ON WIRELESS COMMUNICA-
TIONS, the IEEE WIRELESS COMMUNICATIONS LETTERS, and the IEEE
COMMUNICATIONS LETTERS. He also served as a Guest Editor for the IEEE
Communications Magazine’s feature topic on wireless physical layer security
in 2015.

Shihao Yan (M’15) received the B.S. degree in
communication engineering and the M.S. degree
in communication and information systems from
Shandong University, Jinan, China, in 2009 and
2012, respectively, and the Ph.D. degree in electrical
engineering from The University of New South
Wales, Sydney, NSW, Australia, in 2015. From
2015 to 2017, he was a Post-Doctoral Research
Fellow with the Research School of Engineering,
The Australian National University, Canberra, ACT,
Australia. He is currently a Research Fellow with

the School of Engineering, Macquarie University, Sydney, NSW, Australia.
His current research interests are in the areas of wireless communications
and statistical signal processing, including physical layer security, covert
communications, and location spoofing detection.

Authorized licensed use limited to: NANJING UNIVERSITY OF SCIENCE AND TECHNOLOGY. Downloaded on January 12,2021 at 01:59:44 UTC from IEEE Xplore.  Restrictions apply. 

http://dx.doi.org/10.1109/TWC.2018.2865946


8530 IEEE TRANSACTIONS ON WIRELESS COMMUNICATIONS, VOL. 17, NO. 12, DECEMBER 2018

Jinsong Hu received the B.S. degree from the
Nanjing University of Science and Technology,
Nanjing, China, in 2013, where he is currently pur-
suing the Ph.D. degree with the School of Electronic
and Optical Engineering. From 2017 to 2018, he was
a Visiting Ph.D. Student with the Research School
of Engineering, Australian National University,
Canberra, ACT, Australia. His research interests
include array signal processing, covert communica-
tions, and physical layer security. He served as a
TPC member for the IEEE ICC 2019.

Feng Shu (M’16) was born in 1973. He received
the B.S. degree from the Fuyang Teaching College,
Fuyang, China, in 1994, the M.S. degree from the
Xidian University, Xi’an, China, in 1997, and the
Ph.D. degree from Southeast University, Nanjing,
in 2002. In 2005, he joined the School of Elec-
tronic and Optical Engineering, Nanjing University
of Science and Technology, Nanjing, China, where
he is currently a Professor and a Supervisor of Ph.D.
and graduate students. From 2009 to 2010, he was a
Visiting Post-Doctoral with The University of Texas

at Dallas, Richardson, TX, USA. He was with Fujian Agriculture and Forestry
University and was awarded with the Minjiang Scholar Chair Professor
in 2016 and the Fujian Hundred-Talents Program in Fujian Province in 2018.
He serves as the Director of the Institute of Wireless Communications and
Sensor Networks. He has published over 200 archival journal papers, including
over 50 papers in IEEE journals and over 80 SCI-indexed papers. He holds
six Chinese patents. His interest research areas span physical-layer security,
wireless covert communications, UAV, wireless networks, wireless location,
and array signal processing. He has served as the Session Chair or as a
Technical Program Committee Member for various international conferences,
such as ICC 2019, IEEE ICCS 2016/2018, ISAPE 2018, IEEE WCSP 2016,
IEEE VTC 2016, and so on. He is an Editor of the IEEE ACCESS.

Jun Li (M’09–SM’16) received the Ph.D. degree
in electronic engineering from Shanghai Jiao Tong
University, Shanghai, China, in 2009. In 2009, he
was with the Department of Research and Innova-
tion, Alcatel Lucent Shanghai Bell, as a Research
Scientist. Since 2015, he has been with the School
of Electronic and Optical Engineering, Nanjing Uni-
versity of Science and Technology, Nanjing, China.
His research interests include network information
theory, channel coding theory, wireless network cod-
ing, and cooperative communications.

Authorized licensed use limited to: NANJING UNIVERSITY OF SCIENCE AND TECHNOLOGY. Downloaded on January 12,2021 at 01:59:44 UTC from IEEE Xplore.  Restrictions apply. 



<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Gray Gamma 2.2)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.4
  /CompressObjects /Off
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /sRGB
  /DoThumbnails true
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams true
  /MaxSubsetPct 100
  /Optimize true
  /OPM 0
  /ParseDSCComments false
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo false
  /PreserveFlatness true
  /PreserveHalftoneInfo true
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts false
  /TransferFunctionInfo /Remove
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
    /Arial-Black
    /Arial-BoldItalicMT
    /Arial-BoldMT
    /Arial-ItalicMT
    /ArialMT
    /ArialNarrow
    /ArialNarrow-Bold
    /ArialNarrow-BoldItalic
    /ArialNarrow-Italic
    /ArialUnicodeMS
    /BookAntiqua
    /BookAntiqua-Bold
    /BookAntiqua-BoldItalic
    /BookAntiqua-Italic
    /BookmanOldStyle
    /BookmanOldStyle-Bold
    /BookmanOldStyle-BoldItalic
    /BookmanOldStyle-Italic
    /BookshelfSymbolSeven
    /Century
    /CenturyGothic
    /CenturyGothic-Bold
    /CenturyGothic-BoldItalic
    /CenturyGothic-Italic
    /CenturySchoolbook
    /CenturySchoolbook-Bold
    /CenturySchoolbook-BoldItalic
    /CenturySchoolbook-Italic
    /ComicSansMS
    /ComicSansMS-Bold
    /CourierNewPS-BoldItalicMT
    /CourierNewPS-BoldMT
    /CourierNewPS-ItalicMT
    /CourierNewPSMT
    /EstrangeloEdessa
    /FranklinGothic-Medium
    /FranklinGothic-MediumItalic
    /Garamond
    /Garamond-Bold
    /Garamond-Italic
    /Gautami
    /Georgia
    /Georgia-Bold
    /Georgia-BoldItalic
    /Georgia-Italic
    /Haettenschweiler
    /Impact
    /Kartika
    /Latha
    /LetterGothicMT
    /LetterGothicMT-Bold
    /LetterGothicMT-BoldOblique
    /LetterGothicMT-Oblique
    /LucidaConsole
    /LucidaSans
    /LucidaSans-Demi
    /LucidaSans-DemiItalic
    /LucidaSans-Italic
    /LucidaSansUnicode
    /Mangal-Regular
    /MicrosoftSansSerif
    /MonotypeCorsiva
    /MSReferenceSansSerif
    /MSReferenceSpecialty
    /MVBoli
    /PalatinoLinotype-Bold
    /PalatinoLinotype-BoldItalic
    /PalatinoLinotype-Italic
    /PalatinoLinotype-Roman
    /Raavi
    /Shruti
    /Sylfaen
    /SymbolMT
    /Tahoma
    /Tahoma-Bold
    /TimesNewRomanMT-ExtraBold
    /TimesNewRomanPS-BoldItalicMT
    /TimesNewRomanPS-BoldMT
    /TimesNewRomanPS-ItalicMT
    /TimesNewRomanPSMT
    /Trebuchet-BoldItalic
    /TrebuchetMS
    /TrebuchetMS-Bold
    /TrebuchetMS-Italic
    /Tunga-Regular
    /Verdana
    /Verdana-Bold
    /Verdana-BoldItalic
    /Verdana-Italic
    /Vrinda
    /Webdings
    /Wingdings2
    /Wingdings3
    /Wingdings-Regular
    /ZWAdobeF
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 150
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 600
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages false
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 150
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 600
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages false
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 400
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile (None)
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /CreateJDFFile false
  /Description <<
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e55464e1a65876863768467e5770b548c62535370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc666e901a554652d965874ef6768467e5770b548c52175370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /DAN <>
    /DEU <>
    /ESP <>
    /FRA <>
    /ITA (Utilizzare queste impostazioni per creare documenti Adobe PDF adatti per visualizzare e stampare documenti aziendali in modo affidabile. I documenti PDF creati possono essere aperti con Acrobat e Adobe Reader 5.0 e versioni successive.)
    /JPN <>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020be44c988b2c8c2a40020bb38c11cb97c0020c548c815c801c73cb85c0020bcf4ace00020c778c1c4d558b2940020b3700020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken waarmee zakelijke documenten betrouwbaar kunnen worden weergegeven en afgedrukt. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /PTB <>
    /SUO <>
    /SVE <>
    /ENU (Use these settings to create PDFs that match the "Required"  settings for PDF Specification 4.0)
  >>
>> setdistillerparams
<<
  /HWResolution [600 600]
  /PageSize [612.000 792.000]
>> setpagedevice


