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Energy-Efficient Wireless Powered Secure
Transmission With Cooperative Jamming

for Public Transportation
Linqing Gui, Bo He, Xiaobo Zhou , Chunhua Yu, Feng Shu , and Jun Li , Senior Member, IEEE

Abstract—In this paper, wireless power transfer and
cooperative jamming (CJ) are combined to enhance physi-
cal security in public transportation networks. First, a new
secure system model with both fixed and mobile jammers is
proposed to guarantee secrecy in the worst-case scenario. All
jammers are endowed with energy harvesting (EH) capability.
Following this, two CJ-based schemes, namely, beamforming-CJ-
SR-maximization (B-CJ-SRM) and beamforming-CJ-transmit-
power-minimization (B-CJ-TPM), are proposed, where SRM and
TPM are short for secrecy rate maximization and transmit
power minimization, respectively. They, respectively, maximize
the secrecy rate (SR) with transmit power constraint and min-
imize the transmit power of the BS with SR constraint, by
optimizing beamforming vector and artificial noise covariance
matrix. To further reduce the complexity of our proposed optimal
schemes, their low-complexity (LC) versions, called LC-B-CJ-
SRM and LC-B-CJ-TPM are developed. Simulation results show
that our proposed schemes, B-CJ-SRM and B-CJ-TPM, achieve
significant SR performance improvement over existing zero-
forcing and QoSD methods. Additionally, the SR performance
of the proposed LC schemes is close to those of their original
versions.

Index Terms—Energy harvesting, physical layer security,
secrecy rate maximization, transmit power minimization.

I. INTRODUCTION

FOR THE sake of green communication, wireless devices
are urged to transmit with a very low power [1].

Meanwhile, due to broadcast nature, wireless signal is still
vulnerable to eavesdroppers. Consequently, energy-efficient
secure wireless communication has arisen to be an impor-
tant issue [2]. So this paper focuses on energy-efficient secure
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communication issue in public places, especially in city pub-
lic transportation vehicles. For example, when someone takes
a city bus or light rail for one-hour business trip, he would
utilize wireless networks to fulfill commercial tasks such
as e-transaction and classified file transfer. If a commercial
spy/eavesdropper who is disguised as a passenger in the same
carriage, he can easily capture those sensitive information.
Therefore, when potential eavesdroppers are detected, secu-
rity techniques should be employed immediately to protect
information transmission.

To address this issue, researchers have proposed encryption
techniques as well as physical-layer (PHY) security tech-
niques. As an effective supplement to encryption techniques,
PHY security exploits the characteristics of wireless chan-
nels. One important criterion of PHY security is achievable
secrecy rate (SR) defined as the difference between the trans-
mission rate of the legitimate channel and that of the wiretap
channel [3]. When the wiretap channel is worse than legiti-
mate channel, the SR is easily downgraded below zero and
secure transmission cannot be guaranteed. In order to improve
the secrecy, many effective schemes have been proposed
such as artificial noise (AN) [2], [4], directional modulation
(DM) [5], [6] and cooperative jamming (CJ) [7]–[9]. AN is
often generated by transmission node with multiple antennas to
only degrade the wiretap channel. DM synthesis is achieved by
transmitting confidential messages directly towards the desired
receivers [5]. However, DM alone cannot solve security issue
in public vehicle because Base Station (BS) can hardly gener-
ate beams that are narrow enough to directionally distinguish
mobile nodes in the same carriage of a public vehicle.

On the contrary, CJ is preferable in public transportation
because mobile devices carried by passengers are potentially
helpful cooperative nodes which generate and transmit AN
signals to interfere with the eavesdropper. Although CJ can
enhance the SR, the performance is achieved at the cost of
energy consumption of cooperative nodes. Since cooperative
nodes, e.g., mobile devices are usually energy-starving, it
is critical to fully compensate them through energy harvest-
ing techniques [10], [11]. Radio frequency energy harvesting
methods are normally separated into two types: simultaneous
wireless information and power transfer (SWIPT) and wireless
powered tranfer (WPT) [12]. In SWIPT, transmitted signals
carry both energy and information to simultaneously achieve
information delivery and energy recharging [13]. In con-
trast, WPT first recharges wireless nodes which then transmit
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information by utilizing the harvested energy. WPT is more
suitable than SWIPT in this paper because cooperative nodes
only need the energy from power station.

Although either CJ or WPT has been well studied in litera-
ture, it is in recent years that their combination has become an
attractive research topic [14]–[17]. In [14], a hybrid base sta-
tion (BS) first transfers power to the source and then performs
CJ while the source transmits information using the harvested
energy. In the wireless-powered network described in [15],
cooperative nodes helps to relay information from the source
and some of them are assumed to be untrusted. The secure
network in [16] comprises of one source, one jammer and one
destination. The SR at the destination is maximized by jointly
optimizing the power allocation at the source and the jam-
mer as well as the time allocation between two time slots.
In [17], CJ strategies for wireless powered communication
networks are investigated. Designed for other scenarios, those
strategies cannot be directly employed in public transporta-
tion. Focusing on PHY security issue in public transportation,
the main contributions of this paper are summarized as
follows.

(1) A CJ-based secure communication model with energy
harvesting capability is established for public transportation.
In this model CJ is fulfilled by both fixed and mobile jam-
mers. The fixed jammers can help to guarantee basic secrecy
performance in the worst case with no mobile users in the vehi-
cle. If mobile users exist, they can act as mobile jammers to
interfere with the eavesdropper. Energy harvesting is provided
for mobile jammers to compensate their energy consumption.

(2) Beamforming-CJ-SR-maximization (B-CJ-SRM) and
beamforming-CJ-transmit-power-minimization (B-CJ-TPM)
are proposed to obtain the maximum secrecy and the min-
imum power, respectively. As to the two proposed schemes,
original optimization problem is converted into a tractable
semi-definite programming (SDP) problem by semi-definite
relaxation (SDR). Simulation results show that the proposed
schemes have better performance than some existing schemes
such as zero-forcing [8] and QoSD [18].

(3) To reduce the complexity of the proposed optimal
schemes, two low-complexity schemes are then designed.
These two schemes namely LC-B-CJ-SRM and LC-B-CJ-
TPM both employ concave convex procedure (CCCP) iterative
method to obtain sub-optimal solutions. The complexity of the
two schemes are proved to be much lower than that of the for-
mer optimal schemes. Simulation results show that they can
also achieve similar performance to the optimal schemes.

The rest of this paper is organized as follows. Section II
presents the CJ-based secure communication model.
Section III describes our proposed two CJ-based optimal
schemes. Section IV illustrates the low-complexity schemes.
Simulation results in Section V validate the effectiveness and
advantage of the proposed schemes. Section VI concludes the
paper.

Notations: The lower-case, boldface lower-case and bold-
face upper-case letters are used to denote scalars, vectors
and matrices, respectively. The transpose, conjugate, conju-
gate transpose, rank and trace of the matrix X are denoted as
XT , X ∗, XH , rank(X) and Tr(X), respectively. X � 0 denotes

Fig. 1. System model.

that X is Hermitian positive semidefinite matrix. E{·} denotes
expectation. log{·} denotes the base-2 logarithm.

II. SYSTEM MODEL

As shown in Fig. 1, we consider a downlink secure com-
munication system with one BS equipped with M antennas,
one destination user, one eavesdropper, one power station
and N cooperative nodes. Except the BS, all other nodes are
deployed in a public vehicle and each has a single antenna.
The destination user is actually a mobile user in the vehicle.
Harvesting energy from the power station, cooperative nodes
C1,C2,C3, . . . ,CN are used to transmit jamming signals to
deliberately confuse the eavesdropper. The first two coopera-
tive nodes are fixed while the others are mobile jamming nodes
which are actually mobile users. The two fixed nodes are used
to guarantee a basic secrecy in the worst case of no mobile
jamming nodes in the vehicle, probably in non-peak hours. In
this case, the fixed jammers can still create some interference
at the eavesdropper. At least two single-antenna fixed nodes
are required to create different amounts of interference at the
eavesdropper and destination user.

The mobile users in the vehicle are excellent jammers
because some of them can locate close to the eavesdropper.
In peak hours, a number of mobile users in the same vehicle
can greatly interfere with the eavesdropper. To compensate
the energy consumption of these helpers, a power station is
used to transfer power to them. The transmit power of each
cooperative node is limited to be less than its harvested power.

The information signal vector transmitted from the BS and
the jamming signal vector transmitted from cooperative nodes
are denoted by vx ∈ C

M×1 and z ∈ C
N×1 respectively,

where v is beamforming vector, x is confidential information
signal with E[xH x ] = 1. Then the received signals at the
destination user and the eavesdropper can be respectively
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expressed as

yd = hH
BDvx + hH

CDz + nd , (1)

ye = hH
BEvx + hH

CE z + ne , (2)

where hBD ∈ C
M×1 and hBE ∈ C

M×1 respectively denote
the transmission channel and wiretap channel, hCD ∈ C

N×1

and hCE ∈ C
N×1 respectively denote jamming channels from

cooperative nodes to the destination user and the eavesdropper.
All the channels are assumed to be available. Since the speed
of public vehicles such as buses is usually less than 50km/h,
Doppler shift is so small that the channels between the BS
and in-vehicle mobile users can be accurately estimated [19].

The assumption that the eavesdropper’s CSI (channel state
information) is available can be justified by the fact that the
eavesdropper can be a potential legitimate user which cooper-
ates with the BS to conduct channel estimation. The channel
state between the eavesdropper and cooperative nodes can be
measured by D2D communication. When the eavesdropper
transmits a sounding reference signal (SRS) over a common
uplink channel, cooperative nodes can estimate its channels to
the eavesdropper based on the received SRS signal [20].

In (1) and (2), nd and ne represent the additive white
Gaussian noise with variance σ2, at the destination and eaves-
dropper, respectively, while z is the zero-mean Gaussian AN
vector. Let the diagonal matrix Q = E[zzH ], Q � 0. If the
maximum transmit power of the BS is PBS , then we have

E(|vx |2) = v2 ≤ PBS . (3)

The transmit power of each cooperative node is set below a
preset value or the harvested power, i.e.,

eT
i Qei ≤ Pi , i = 1, 2, . . . ,N , (4)

where Pi (i > 2) is the harvested power of i-th cooperative
node, while ei is a column vector in which the i-th element
is 1 and all other elements are all 0’s. Following (1) and (2),
the achievable rates from the BS to the destination and the
eavesdropper are respectively given by

Rd = log

⎛
⎜⎝1 +

∣∣∣hBD
H v

∣∣∣2

hCD
H QhCD + σ2

⎞
⎟⎠, (5)

Re = log

⎛
⎜⎝1 +

∣∣∣hBE
H v

∣∣∣2

hCE
H QhCE + σ2

⎞
⎟⎠. (6)

Then the achievable SR is Rs = max{0,Rd −Re}. In this
work, a positive SR can be guaranteed due to the known CSI
in our system model. So the achievable SR can be written as

Rs(v,Q) = Rd − Re . (7)

With the power constraints (3) and (4), our goal is to
maximize Rs(v,Q) or to minimize BS transmit power with
a certain level of SR. The goal is achieved in the following
section through the optimization of v and Q.

III. PROPOSED JOINT DESIGN OF SECURE BEAMFORMING

AND COOPERATIVE JAMMING

In this section, we joint design the beamforming vector v
and the covariance matrix Q to achieve the goal. Firstly B-CJ-
SRM scheme is proposed to maximize Rs(v,Q), then B-CJ-
TPM scheme is proposed to minimize the transmit power of
the BS while guaranteeing Rs(v,Q) ≥ R0

s where R0
s is the

minimum required SR.

A. Proposed B-CJ-SRM

Originally, our objective is to maximize Rs(v,Q) subject
to the power constraints (3) and (4). However, as per (7) we
can see that maximizing Rs is to maximize a product of two
correlated and generalized eigenvectors, which is difficult to
solve. Although a linear search method can be used to solve
this kind of problem [21], the computation is too complex.
A less complex solution is feasible if there is a require-
ment on the eavesdropper’s maximum SINR. To achieve a
certain level of secrecy, it is rational to demand the eaves-
dropper’s SINR stay below γe . Then a tractable solution can
be achieved by reforming the maximization of Rs(v,Q) into
that of the destination’s SINR. So the optimization problem is
given by

max
v,Q

∣∣hH
BDv

∣∣2
hH
CDQhCD + σ2

s.t. |v|2 ≤ PBS ,

eT
i Qei ≤ Pi , i = 1, 2, . . . ,N ,

|hH
BEv|2

hH
CEQhCE + σ2

≤ γe ,

Q � 0. (8)

Let V = vvH , (8) can be rewritten as

max
v,V,Q

hH
BDVhBD

hH
CDQhCD + σ2

s.t. Tr(V) ≤ PBS ,

eT
i Qei ≤ Pi , i = 1, 2, . . . ,N ,

hH
BEVhBE

hH
CEQhCE + σ2

≤ γe ,

V � 0,Q � 0,

V = vvH . (9)

Since V = vvH is a non-convex constraint, if we remove
it, (9) is converted to

max
V,Q

hH
BDVhBD

hH
CDQhCD + σ2

s.t. Tr(V) ≤ PBS ,

eT
i Qei ≤ Pi , i = 1, 2, . . . ,N

hH
BEVhBE − γe

(
hH
CEQhCE + σ2

)
≤ 0,

V � 0,Q � 0. (10)
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Although the objective function in (10) is quasi-convex, it can
be converted to a convex one by Charnes-Cooper transforma-
tion [22]. Thus (10) can be rewritten as

max
Ṽ,Q̃,t

Tr
(
HBD Ṽ

)

s.t. Tr
(
Ṽ

)
≤ tPBS ,

Tr
(
eie

T
i Q̃

)
≤ tPi , i = 1, 2, . . . ,N ,

Tr
(
HBE Ṽ

)
− γe

(
Tr(HCE Q̃) + σ2t

)
≤ 0,

Tr
(
HCD Q̃

)
+ σ2t = 1,

Ṽ � 0, Q̃ � 0, (11)

where t is a slack variable [23], [24], Ṽ = tV, Q̃ = tQ,
HBD = hBDhH

BD , HCD = hCDhH
CD , HBE = hBEhH

BE and
HCE = hCEhH

CE .
Since (11) is a standard SDP problem, its optimal solu-

tion (Ṽ∗, Q̃∗, t∗) can be found by using CVX tools. Then
the optimal solution of (10) is (V∗ = Ṽ∗/t∗, Q∗ = Q̃∗/t∗).
If rank(V∗) is 1, V∗ can be written as V∗ = v∗v∗H based
on eigenvalue decomposition. So (8) is solved and its optimal
solution is (v∗,Q∗). Since the constraint V = vvH is removed
when converting (9) into (10), we now only have to prove
rank(V∗) ≤ 1 because rank(V∗) ≤ 1 is equivalent to
V = vvH . This proof is detailed in the Appendix.

B. Proposed B-CJ-TPM

In previous subsection, to obtain the optimal SR, the BS
will always transmit in its maximum power PBS . Reducing the
transmit power of the BS has considerable importance to green
communication, because the BS usually transmits in a much
higher power than in-vehicle nodes. To minimize the transmit
power of the BS, the optimization problem is re-designed in
this subsection with a new objective function and a SR con-
straint on its minimum value R0

s . So the problem of transmit
power minimization can be formulated as

min
v,Q

|v|2

s.t. Rs(v,Q) ≥ R0
s

eT
i Qei ≤ Pi , i = 1, 2, . . . ,N

Q � 0. (12)

Similar to the objective function in (8), the SR con-
straint in (12) is replaced with the limitation on the desti-
nation’s SINR and the eavesdropper’s SINR. Then (12) can
be rewritten as

min
v,Q

|v|2

s.t.

∣∣hH
BDv

∣∣2
hH
CDQhCD + σ2

≥ γd

∣∣hH
BEv

∣∣2
hH
CEQhCE + σ2

≤ γe

eT
i Qei ≤ Pi , i = 1, 2, . . . ,N

Q � 0, (13)

where R0
s = log(1+γd )−log(1+γe), so γd can be expressed

as a function of R0
s and γe . Let V = vvH , (13) is converted to

min
v,V,Q

Tr(V)

s.t.
hH
BDVhBD

hH
CDQhCD + σ2

≥ γd

hH
BEVhBE

hH
CEQhCE + σ2

≤ γe

eT
i Qei ≤ Pi , i = 1, 2, . . . ,N

V � 0,Q � 0

V = vvH . (14)

Similar to last subsection, the constraint V = vvH can be
relaxed (proof is similar to the Appendix). Without this rank
constraint, similar to last subsection, (14) can be rewritten as

min
V,Q

Tr(V)

s.t. γd
(
Tr(HCDQ) + σ2

)
− Tr(HBDV) ≤ 0

Tr(HBEV) − γe

(
Tr(HCEQ) + σ2

)
≤ 0

Tr
(
eie

T
i Q

)
≤ Pi , i = 1, 2, . . . ,N

V � 0,Q � 0. (15)

Since (15) is a standard SDP problem, its optimal solution
(V∗,Q∗) can be found by using CVX tools. Moreover, V∗
can be written as v∗v∗H through eigenvalue decomposition.
Therefore (13) is solved and its optimal solution is (v∗,Q∗).

C. Complexity Analysis

In the following, the complexity of the proposed schemes
will be analyzed according to the result in [25]. The complex-
ity derived in [25] is

O

⎛
⎜⎝

⎛
⎝1 +

J∑
j=1

kj

⎞
⎠

1
2
⎛
⎝n3 + n2

J∑
j=1

k2
j + n

J∑
j=1

k3
j

⎞
⎠ log

1
ε

⎞
⎟⎠,

(16)

where ε represents a tolerable error, kj , J and n denote the
dimension of the j-th constraint, the number of constraints
(one equality constraint equals two inequality ones) and the
total dimension of all optimization variables, respectively.

As for B-CJ-SRM, according to (11), we have J = N + 6,
k1 = k2 = k3 = · · · = kN+4 = 1, kN+5 = M , kN+6 = N ,
n = M 2 + N 2 + 1. In order to differentiate the same n for
other schemes, here n is renamed as n0. Then the complexity
of B-CJ-SRM is

O
(√

M + 2N + 5
(
n2
0 + n0(M 2 + N 2 + N + 4)

+ M 3 + N 3 + N + 4
)
n0 log

1
ε

)
. (17)

Similarly, for B-CJ-TPM, according to (15), we have
J = N + 4, k1 = k2 = k3 = · · · = kN+2 = 1, kN+3 = M ,
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kN+4 = N , n = n1 = M 2 + N 2. The complexity of
B-CJ-TPM is calculated as

O
(√

M + 2N + 3
(
n2
1 + n1(M 2 + N 2 + N + 2)

+ M 3 + N 3 + N + 2
)
n1 log

1
ε

)
. (18)

Given M, it can be derived from (17) and (18) that both
the complexity of B-CJ-SRM and B-CJ-TPM is approximately
O(N 6.5). Due to this high complexity, alternative schemes will
be investigated in the next section.

IV. PROPOSED LOW-COMPLEXITY SCHEMES

Due to time-varying characteristic of wireless channel, the
BS should solve the optimization problems quickly to renew
the optimal v and Q in time. So the proposed schemes should
not only obtain the best secrecy or power but also have
low complexity. Different from B-CJ-SRM and B-CJ-TPM
optimizing the matrix V that has quadratic dimensions, low
complex schemes namely LC-B-CJ-SRM and LC-B-CJ-TPM
proposed in this section will directly optimize v and obtain
sub-optimal solutions. The main ideas of two low-complexity
schemes are illustrated as follows. Firstly, if necessary, the
optimization problem is transformed into an equivalent dif-
ference of convex (DC) programming [26]. Then the CCCP
iterative algorithm is used to solve the DC programming.

A. Proposed LC-B-CJ-SRM

Since (8) is a nonconvex problem, we first transform it into
an equivalent DC programming and then solve it by CCCP-
based iterative algorithm. We first rewrite the interference
signals transmitted by cooperative nodes as q ◦ z, where ◦
represents Hadamard product, z = [z1, z2, . . . , zN ] contains
ANs generated by cooperative nodes, q = [q1, q2, . . . , qN ]T

is a weight vector in which qi denotes the weight for the ith
cooperative node. Then we reformulate problem (8) as

max
v,q

vH Av

qH Bq + σ2

s.t.
vH Cv

qH Dq + σ2
≤ γe

vH v ≤ PBS

ei
TqqH ei ≤ Pi , i = 1, 2, . . . ,N , (19)

where A = hBDhH
BD , B =

diag(|hC1D |2, |hC2D |2, . . . , |hCND |2), C = hBEhH
BE and

D = diag(|hC1E |2, |hC2E |2, . . . , |hCNE |2). By introducing a
slack variable t, we rewrite (19) as

max
v,q,t

t

s.t. qH Bq + σ2 − vH Av

t
≤ 0

vH Cv − γe

(
qH Dq + σ2

)
≤ 0

vH v ≤ PBS

ei
TqqH ei ≤ Pi , i = 1, 2, . . . ,N

t > 0. (20)

Since t, vH Av and vH Av/t (t > 0, A � 0) are convex, (20)
is a DC programming. In the following, CCCP-based iterative
algorithm is used to find a local optimum of (20). Let

ζA(v, t) =
vH Av

t
, (21)

ψA(v) = vH Av. (22)

According to [27], the first-order Tayor expansions of (21)
and (22) around the point (ṽ, t̃) are computed as

ζA
(
v, t , ṽ, t̃

)
=

2Re
{
ṽH Av

}

t̃
− ṽH Aṽ

t̃2
t , (23)

ψA(v, ṽ) = 2Re
{

ṽH Av
}
− ṽH Aṽ. (24)

In the (n + 1)th iteration of CCCP algorithm, we solve the
following convex optimization problem.

max
v,q,t

t (25a)

s.t. qH Bq + σ2 − ζA

(
v, t , ṽ(n), t̃(n)

)
≤ 0 (25b)

vH Cv − γe

(
ψD

(
q, q̃(n)

)
+ σ2

)
≤ 0 (25c)

vH v ≤ PBS (25d)

ei
TqqH ei ≤ Pi , i = 1, 2, . . . ,N . (25e)

t > 0. (25f)

where (ṽ(n), q̃(n), t̃(n)) is the solution at the nth iteration.
Equation (25) can be further transformed into a SOCP.

Letting

a = − 2
t̃(n)

Aṽ(n), (26)

b =

(
ṽ(n)

)H
Aṽ(n)

(
t̃(n)

)2
, (27)

(25b) is rewritten as

qH Bq + Re
{

aH v
}

+ bt + σ2 ≤ 0, (28)

which is converted into a second-order cone (SOC) constraint
∥
∥
∥
∥
∥

[

2hH
CDq

−Re
{

aH v
}

− bt − σ2 − 1

]∥
∥
∥
∥
∥
≤ −Re

{

aH v
}

− bt − σ2 + 1.

(29)

Similarly, (25c), (25d) and (25e) are also converted into SOC
constraints. Thus (25) is converted into the following SOCP.

max
v,q,t

t

s.t.

∥
∥
∥
∥
∥

[

2hH
CDq

−Re
{

aH v
}

− bt − σ2 − 1

]∥
∥
∥
∥
∥
≤ −Re

{

aH v
}

− bt

− σ2 + 1
∥
∥
∥
∥
∥

[

2hH
BEv

−Re
{

cH q
}

− d + σ2 − γe

]∥
∥
∥
∥
∥
≤ −Re

{

cH q
}

− d

+ σ2 + γe

‖v‖ ≤
√

PBS ,
∥
∥
∥ei

Tq
∥
∥
∥ ≤ √

Pi , i = 1, 2, . . . ,N , t > 0,

(30)
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Algorithm 1 The Proposed LC-B-CJ-SRM Scheme
Initialization:
1) Given PBS , Pi , γe , N, M, σ2 and θ1;
2) n = 0, (ṽ(n), q̃(n), t̃(n)) = (v0, q0, t0);
Repeat:
1) Solve (30) with (ṽ(n), q̃(n), t̃(n)) and obtain current
optimal solution (v∗, q∗, t∗);
2) Update (ṽ(n+1), q̃(n+1), t̃(n+1))=(v∗, q∗, t∗), n=n+1;
3) Compute |t̃(n+1) − t̃(n)|;
Until: |t̃(n+1) − t̃(n)| < θ1;
Return: local optimal solution of (19): (v∗, q∗).

where

c = −2Dq̃(n), (31)

d =
(
q̃(n)

)H
Dq̃(n). (32)

The above scheme is summarized as Algorithm 1.

B. Proposed LC-B-CJ-TPM

For the optimization problem (13), we first transform it into
an equivalent DC programming

min
v,q

‖v‖2 (33a)

s.t. qH Bq + σ2 − 1
γd

vH Av ≤ 0 (33b)

vH Cv − γe

(
qH Dq + σ2

)
≤ 0 (33c)

ei
TqqH ei ≤ Pi , i = 1, 2, . . . ,N . (33d)

In the following, the CCCP-based iteration algorithm will
be used to solve (33). According to (22) and (24), we solve
the following optimization problem in the (n + 1)th iteration.

min
v,q

‖v‖2 (34a)

s.t. qH Bq + σ2 − 1
γd
ψA

(
v, ṽ(n)

)
≤ 0 (34b)

vH Cv − γe

(
ψD

(
q, q̃(n)

)
+ σ2

)
≤ 0 (34c)

ei
TqqH ei ≤ Pi , i = 1, 2, . . . ,N . (34d)

Equation (34) is further converted to a SOCP. Since (34b)
and (34c) can be written as SOC constraints, (34) is equivalent
to

min
v,q

‖v‖2

s.t.

∥
∥
∥
∥
∥

[

2hH
CDq

− 1
γd

Re
{

a1
H v

}

− b1 − 1

]∥
∥
∥
∥
∥
≤ −

Re
{

a1
H v

}

γd
− b1 + 1

∥
∥
∥
∥
∥

[

2hH
CEv

−Re
{

cH q
}

− d1 − γe

]∥
∥
∥
∥
∥
≤ −Re

{

cH q
}

− d1 + γe

∥
∥
∥ei

Tq
∥
∥
∥ ≤

√

Pi , i = 1, 2, . . . ,N , (35)

where

a1 = −2Aṽ(n), (36)

Algorithm 2 The Proposed LC-B-CJ-TPM Scheme
Initialization:
1) Given Pi , R0

s , γe , N, M, σ2 and θ2;
2) n = 0, (ṽ(n), q̃(n)) = (v0, q0);
Repeat:
1) Solve (35) with (ṽ(n), q̃(n)) and obtain current optimal
solution (v∗, q∗);
2) Update (ṽ(n+1), q̃(n+1)) = (v∗, q∗), n = n + 1;
3) Compute |10lg(‖ṽ(n+1)‖2) − 10lg(‖ṽ(n)‖2)|;
Until: |10lg(‖ṽ(n+1)‖2) − 10lg(‖ṽ(n)‖2)| < θ2.
Return: local optimal solution of (33): (v∗, q∗).

b1 =
1
γd

(
ṽ(n)

)H
Aṽ(n) + σ2, (37)

d1 =
(
q̃(n)

)H
Dq̃(n) − σ2. (38)

The LC-B-CJ-TPM scheme is summarized as Algorithm 2.

C. Complexity Analysis

Similar to the complexity analysis for B-CJ-SRM, the com-
plexity of LC-B-CJ-SRM is calculated as follows. In (30),
the number of LMI constraints is J = N + 4, each LMI has
one dimension, i.e., k1 = k2 = k3 = · · · = kN+4 = 1, the
total dimensions of all optimization variables n = n2 = M +
N + 1. According to (16), the complexity of LC-B-CJ-SRM
is expressed as

O
(√

N + 5
(
n2
2 + n2(N + 4) + N + 4

)
n2 log

1
ε

)
· Imax ,

(39)

where Imax is the maximum number of iteration times.
Similarly, for LC-B-CJ-TPM, according to its corresponding

SOCP optimization problem (35), we have J = N + 2, k1 =
k2 = k3 = . . . = kN+2 = 1, n = n3 = M + N . The
complexity of LC-B-CJ-TPM is calculated as

O
(√

N + 2
(
n2
3 + n2(N + 2) + N + 2

)
n3 log

1
ε

)
· Imax .

(40)

It can be derived from (39) and (40) that both the com-
plexity of LC-B-CJ-SRM and LC-B-CJ-TPM is approximately
O(N 3.5), much lower than B-CJ-SRM and B-CJ-TPM.

V. SIMULATION AND DISCUSSION

In this section, we simulate and evaluate 6 wireless
powered PHY security schemes, including our proposed
two optimal schemes (B-CJ-SRM and B-CJ-TPM), proposed
two low-complexity schemes (LC-B-CJ-SRM and LC-B-CJ-
TPM), zero-forcing scheme [8] and QoSD scheme [18]. The
performance of these schemes will be compared in terms of SR
and the transmit power of the BS. In the simulations, one des-
tination user and one eavesdropper locate in a city bus which
moves in a low speed. Due to the slow move, the distance
between the BS and the bus is nearly unchanged in a short
duration. Logarithmic distance path loss model is employed,
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TABLE I
SIMULATION PARAMETERS

Fig. 2. Secrecy rate versus BS transmit power (M = 8, N = 4, Pi = 2.5mW).

where the attenuation factor n is assumed to be 3 for the trans-
mission channel and wiretap channel. Inside the vehicle, n is
assumed to be 4 [28], [29]. The channel between the BS and
the destination user (or the eavesdropper) is assumed to follow
Rayleigh distribution for the block of line-of-sight (LOS) com-
ponents in urban areas, while the channel between nodes inside
the bus follows Rice distribution for the LOS existence. The
noise is assumed to follow a complex Gaussian distribution
with mean 0 and variance 10−8.

Fig. 2 shows how the SR changes with the transmit power
of the BS. From this figure, we can observe that when the
transmit power of the BS increases, the SR of each scheme
also increases. The reason is explained as follows. According
to (7), the SR is determined by the destination’s SINR and
the eavesdropper’s SINR. As the BS increases its transmit
power, both SINRs become larger. Meanwhile, the destina-
tion’s SINR increases more than the eavesdropper’s SINR
because essentially the optimization problems of the afore-
mentioned schemes all make efforts to limit the eavesdropper’s
SINR.

It can also be observed that our proposed low-complexity
scheme has similar performance to B-CJ-SRM. Moreover, our
B-CJ-SRM scheme always outperforms zero-forcing method
and in the case of high transmit power (more than 36dBm) also

Fig. 3. Secrecy rate versus the number of cooperative nodes (M = 8,
Pi = 2.5mW, PBS = 10W).

outperforms QoSD method. The performance gap enlarges
with the increase of transmit power. The reason is explained
as follows. Our method is to obtain the maximum SINR of
the destination, but zero-forcing and QoSD only force the
interference to the destination to zero or set a minimum thresh-
old for the destination’s SINR. Although zero-forcing and
QoSD aim to maximize the interference to the eavesdropper
or to minimize the eavesdropper’s SINR, the eavesdropper’s
SINR is so small that its reduction can be neglected. Therefore,
our method has better SR than the other two methods and this
advantage becomes wilder when the transmit power increases.
When the transmit power of the BS is small (less than 36dBm),
although our method has a slightly higher SR than zero-
forcing, it performs worse than QoSD. The reason is that
QoSD set a minimum required SINR for the destination which
guarantees a relatively good SR in case of low transmit power.

Fig. 3 shows how the SR changes with the number of coop-
erative nodes. It can be observed that the secrecy in the case of
0 jammer is not so good as the case of at least 2 jammers. This
phenomenon shows that jamming nodes can help to improve
secrecy rate through interfering the eavesdropper.

When the number of jamming nodes increases, the secrecy
rate also increases. The reason is explained as follows. With
more cooperative nodes, more interference the eavesdropper
will suffer, so the eavesdropper’s SINR becomes smaller.
Meanwhile, the destination’s SINR experiences little degra-
dation because the above schemes all have restrict require-
ment on the destination’s SINR. As the eavesdropper’s SINR
decreases and the destination’s SINR keeps relatively stable,
the SR will increase with the number of cooperative nodes.

It can also be observed from Fig. 3 that the SRs of the four
schemes become relatively steady when there are more than 24
cooperative nodes. The reason is explained as follows. With so
many cooperative nodes, it is easy to generate great enough
interference to the eavesdropper, forcing the eavesdropper’s
SINR to nearly 0. Meanwhile the dimension of interference
covariance matrix is so high that it is easy to null out the
interference to the destination, resulting in a stable SINR of
the destination. As both SINRs of the destination and the
eavesdropper are relatively steady, the SR will also keep stable.
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Fig. 4. Secrecy rate versus the number of antennas at the BS (N = 4,
Pi = 2.5mW, PBS = 10W).

Fig. 5. Secrecy rate versus harvested power (M = 8, N = 4, PBS = 10W).

Fig. 4 shows how the SR changes with the number of anten-
nas at the BS. With more antennas at the BS, the SRs of our
proposed two schemes increases. As the reason, with more
antennas, the beamforming vector has a higher dimension,
then it is easier for our schemes to maximize the desired
user’s SINR. In addition, the eavesdropper’s SINR is always
limited to a very low level. So the SR will increase. When
the number of BS antennas and the number of cooperative
nodes are both small (e.g., 4), with the limited dimension of
v and Q, both LC-B-CJ-SRM and QoSD cannot null out the
interference at the destination. But zero-forcing scheme nulls
it out through the corresponding constraint. So zero-forcing
outperforms LC-B-CJ-SRM and QoSD in the case of few
antennas.

Fig. 5 shows how the SR changes with the harvested power.
All cooperative nodes are assumed to receive the same power.
It is observed that with more harvested power, the SR gets
better. The reason is as explained follows. Harvesting more
energy, each cooperative node is able to transmit jamming
signal in a higher power, increasing the interference to the
eavesdropper. Meanwhile, the interference to the destination
is limited to a very low level due to the optimization design
of Q. From all above analysis, it can be concluded that the SRs
of the concerned schemes increase with the harvested power.

Fig. 6. Transmit power of the BS versus the number of cooperative nodes,
where M = 8, Pi = 2.5mW, required minimum secrecy rate R0

S = 2bits/s/Hz.

From Fig. 5 it can also be observed that when the harvest
power increases to more than 8mW, the SR grows slowly. The
reason is that the relatively high transmit power of coopera-
tive nodes will generate great interference to the eavesdropper,
reducing its SINR to a very small value. Meanwhile the
interference to the destination is very limited by designing
the optimal Q. So the SR will become relatively steady.

Fig. 6 shows how the transmit power of the BS changes with
the number of cooperative nodes. It can be observed that under
the same secrecy rate constraint, our proposed schemes require
lower transmit power than other schemes. For example, when
there are 8 jammers and the required minimum secrecy rate
is 2 bits/s/Hz, the zero-forcing scheme requires the transmit
power of the BS as high as 38.8 dBm (or 7.59 Watts), but our
proposed B-CJ-TPM scheme requires a lower transmit power
which is about 36.2 dBm (or 4.17 Watts).

In Fig. 6, the transmit power of the BS in the case of 0 jam-
mer is higher than the case of at least 2 jammers, showing that
CJ can help to reduce the transmit power through interfering
the eavesdropper. It can also be observed that when there are
more than 2 but less than 12 jamming nodes, the transmit
power of the BS decreases as the number of jammers increases.
The reason is explained as follows. The desired SR is achieved
by the collaboration of the BS and the jammers. To bring forth
the same SR, if the jammers make more contribution, the BS
can contribute less. When there are more jammers, greater
interference is generated to the eavesdropper, making a more
positive impact on the desired SR. Then to keep the same SR,
the BS has to reduce its transmit power.

It can also be observed from Fig. 6 that when the number
of cooperative nodes is relatively large (e.g., greater than 12),
the transmit power of the BS tends to be steady. The reason is
that when there are enough jammers, considerable interference
is generated to the eavesdropper, reducing the eavesdropper’s
SINR to nearly 0. Meanwhile, with a high dimension of the
interference covariance matrix, the interference to the destina-
tion can be almost nulled out. So the SR will become relatively
steady. In order to maintain the SR at 2 bits/s/Hz, the transmit
power of the BS will be kept steady.
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VI. CONCLUSION

This paper investigates wireless powered cooperative jam-
ming to enhance energy-efficient security for public trans-
portation. First, a CJ based secure communication model with
energy harvesting is established. Both fixed and mobile jam-
mers are employed to not only guarantee basic secrecy in the
worst case but also endeavour to interfere with the eaves-
dropper. In addition, energy compensation is provided for
mobile jammers through energy harvesting. Then to obtain
the optimal performance, B-CJ-SRM and B-CJ-TPM schemes
are proposed. These two schemes respectively maximize the
SR and minimize the transmit power of the BS by the design
of beamforming vector and interference covariance matrix. In
order to further reduce the complexity, low-complexity ver-
sions namely LC-B-CJ-SRM and LC-B-CJ-TPM are proposed.
Simulation results show that our proposed low-complexity
schemes have similar performance to our optimal schemes.
Moreover, when the transmit power of the BS is no less
than 40dBm, our proposed schemes have significantly better
performance than zero-forcing and QoSD methods. To achieve
the same SR, when there are only a few jammers, our schemes
requires less transmit power at the BS than other schemes.

APPENDIX

The optimization problem (11) is equivalent to

min
Ṽ,Q̃,t

−Tr
(
HBD Ṽ

)

s.t. Tr
(
Ṽ

)
≤ tPBS ,

Tr
(
eie

T
i Q̃

)
≤ tPi , i = 1, 2, . . . ,N ,

Tr
(
HBE Ṽ

)
− γe

(
Tr

(
HCE Q̃

)
+ σ2t

)
≤ 0,

Tr
(
HCD Q̃

)
+ σ2t = 1,

Ṽ � 0, Q̃ � 0, (41)

Since (41) satisfies Slater’s constraint qualification [30], its
objective function and constraints are all convex, and its
optimal solution meets Karush-Kuhn-Tucker (KKT) condi-
tions. The Lagrangian of (41) is

L
(
Ṽ, Q̃, t , λ1, λ2, λ3, μi ,P1,P2

)

= −Tr
(
HBD Ṽ

)
+ λ1

(
Tr(Ṽ) − PBS t

)

+
N∑

i=1

μi

(
Tr

(
eie

T
i Q̃

)
− Pi t

)

+ λ2

(
Tr

(
HBE Ṽ

)
− γe

(
Tr

(
HCE Q̃

)
+ σ2t

))

+ λ3

(
Tr

(
HCD Q̃

)
+ σ2t − 1

)

− Tr
(
P1Ṽ

)
− Tr

(
P2Q̃

)
. (42)

where λ1, λ2, λ3,P1,P2 and μi are all dual variables associ-
ated with the constraints in (41). Let Ṽ∗, Q̃∗, t∗ be the optimal
primal variables and λ1

∗, λ2
∗, λ3

∗, P1
∗, P2

∗, μi
∗ be optimal

dual variables, the KKT conditions that are relevant to the

proof are listed as

∂L
∂Ṽ

∣∣∣∣
Ṽ=Ṽ∗

= −HBD + λ1
∗I + λ2

∗HBE − P1
∗ = 0 (43)

P1
∗Ṽ∗ = 0 (44)

λ1
∗
(
Tr

(
Ṽ∗

)
− PBS t∗

)
= 0 (45)

λ1
∗ ≥ 0, λ2

∗ ≥ 0 (46)

P1
∗ � 0, Ṽ∗ � 0 (47)

Let both sides of (43) be multiplied by Ṽ∗ and substitute (44)
into (43), we have

HBD Ṽ∗ = (λ1
∗I + λ2

∗HBE )Ṽ∗. (48)

From (45), if λ1
∗ is 0, Tr(Ṽ∗) − PBS t∗ can take any

value, meaning that the transmit power Tr(V∗) does not
definitively equal the maximum value PBS . Thus Ṽ∗ in this
condition is not the optimal solution, which is conflict with
previous assumption. So λ1

∗ cannot be 0. Since λ1
∗ > 0,

λ1
∗I + λ2

∗HBE in (48) is a positive definite matrix and also
a full rank matrix. Then we perform rank operation on both
sides of (48), i.e.,

rank
(
HBD Ṽ∗

)
= rank

(
Ṽ∗

)
. (49)

Exploiting rank(AB) ≤ min{rank(A), rank(B)}, we have

rank
(
Ṽ∗

)
≤ min

{
rank(HBD ), rank

(
Ṽ∗

)}
. (50)

Since rank(HBD ) = 1, rank(Ṽ∗) ≤ 1. Because V∗ = Ṽ∗/t∗,
we can conclude that rank(V∗) ≤ 1, and the proof is
completed.
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