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Abstract—The advent of location-based services has created the
need for preserving the location privacy of users. An adversary
such as an untrusted location-based server can monitor the
queried locations by a user to infer sensitive information such
as the user’s home address, health conditions, shopping habits,
etc. To address this issue, dummy-based algorithms have been
developed to increase the anonymity of users, and thus, protecting
their privacy. Unfortunately, the existing algorithms only consider
a limited amount of side information known by the adversary
whereas they may face more serious challenges in practice. In
this paper, we consider a new type of side information based
on consecutive location changes of users, and propose a new
metric called transition-entropy to investigate the location privacy
preservation. Furthermore, we develop a greedy algorithm to
significantly improve the transition-entropy performance for a
given dummy generation algorithm. Via experiments conducted
on a real-life dataset, we evaluate the performance of the
proposed metric and algorithm.

I. INTRODUCTION

With the ubiquitous use of smartphones and social networks,
location-based services (LBSs) have become an essential part
of the contemporary society. The users of smart devices
can simply download location-based applications and query
the information from the LBS provider. For example, LBSs
offered by companies like Alibaba, Apple, and Google can
be used to find nearby restaurants, track the parcels, and
provide personalized weather notifications. The annual market
for LBSs is expected to reach USD 77.84 Billion by 2021,
with an annual growth rate of 38.9% [1].

In spite of countless advantages of LBSs, the privacy issues
associated with the user locations have raised many concerns
in our society. An untrusted server can collect the location data
of users and analyze it to learn sensitive information such as
the type of queries submitted, shopping habits of users, and the
address of users’ properties or workplaces. Such information
can be easily abused by the server or disclosed to other parties.
Therefore, it is of great importance to devise new ways to
preserve the location privacy of users defined as ”the ability
to prevent other parties from learning one’s current or past
locations” [2].

The techniques to address the threats to the location privacy
of users have attracted much attention among researchers [2]–
[8]. Most of the literature is based on an approach called k-

anonymity [9]. Using this criterion, the release of a location is
said to provide k-anonymity, if the real location of any user is
not distinguishable from at least k−1 other locations. Initially,
the approach to hide the location of the user was conducted
using a trusted anonymization server [10], but later on, due
to the shortcomings of this approach such as the anonymizer
becoming the bottleneck itself, the use of dummy locations to
achieve the k-anonymity was proposed in [11]. Since then,
the researchers have strived to develop dummy generation
algorithms to preserve the k-anonymity for users.

The principal idea behind the dummy generation algorithms
is to generate k − 1 dummy locations aside from the real
location of the user and submitting them all together to the
LBS server while asking for a query from the LBS provider.
Thus, it becomes difficult for an untrusted LBS provider, or
so-called the adversary, to identify the real location of the
user. The groundwork in this field was laid by the authors
in [11]. They generated the dummies randomly throughout
the map and evolved them as users move. Followed by this
work, the authors in [12] and [13] proposed to choose the
candidate dummies from a virtual circle or grid constructed
around the current location of the user. Unfortunately, in all of
the mentioned works, the fact that the adversary might have
some side information which can rule out the dummies or
reveal the real location of the user was overlooked.

One important piece of side information which can be
exploited by the adversary is the query probability of the lo-
cations across the map. The adversary can utilize the recorded
data and infer the number of times that the users have queried
over various locations on the map. Using this information, the
adversary can calculate the query probability of each location,
and then, identify the dummy locations according to the his-
tory of interests in locations. For instance, if a dummy has been
chosen on a lake, where the query probability is basically close
to zero, the adversary will then know with a high likelihood
that such queried location is a dummy. And therefore, such
naive selection of dummy locations compromises the location
privacy of the user. To solve this issue, an enhanced algorithm
was proposed by [14], referred to as the dummy-location
selection (DLS) algorithm. Basically speaking, the authors
used an entropy metric [15] to evaluate the queries submitted
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in different locations and generated the dummies in a way to
maximize the entropy.

Although the DLS algorithm is promising for a stationary
set of the queried locations including the real location and
its associated dummies, the algorithm fails to address the
privacy issues caused by the consecutive queries made to the
LBS provider. In more detail, the authors have limited the
side information to queries submitted in different locations
but overlooked the fact the adversary has also access to the
trajectories, and consequently, the number of times the paths
between locations have been traveled. Having access to such
extra side information, the adversary can expose the dummies
and compromise the k-anonymity of the users. For further
explanation, a toy example has been provided in Fig. 1, where

Fig. 1: An example of location privacy of the user being compromised by
considering the introduced side information.

we show a user moving from location A to location B with
k set to two. The associated dummies of the real locations A
and B are denoted by A′ and B′, respectively. The dummies
in each location set are generated using the DLS algorithm,
hence, they have a similar probability of being selected. The
numbers on the directed edges indicate the number of times
that users have queried the end location of the edge right
after asking about the starting point of the edge. For instance,
the users have queried location B for 100 times immediately
after location A′. According to the DLS algorithm, the k-
anonymity requirement has been preserved for each location.
However, let us look at the four paths connecting the two sets
of locations together and consider the number of times that
each path has been inquired. It can be seen from Fig. 1 that
location B has been inquired for 320 times after locations
A and A′ whereas location B′ has only received 110 times
of inquiries. Therefore, the adversary can infer with a high
likelihood that the real location is possibly location B, and
thus, compromising the location privacy of the user.

To address the existing issues, we incorporate a new type
of side information which can be utilized by the adversary to
expose the generated dummies, or even real location of users.
We propose a metric called transition-entropy which enables
us to evaluate the performance of dummy-based algorithms
considering the introduced side information. Furthermore, we
develop a greedy algorithm which can significantly improve
the performance of the proposed metric for a given dummy

generation algorithm while maintaining the robust perfor-
mance in terms of the traditional metric formulated in our
work. Finally, we analyze the performance of the metric and
algorithm on a real-life dataset.

The rest of the paper is organized as follows. Section
II describes the system model used throughout the paper
including the system architecture, the adversary model, and
the side information used by the adversary. In section III, we
introduce our proposed metric followed by proposing a novel
algorithm to improve the user’s location privacy. Finally, the
analysis of the proposed metric and algorithm is provided in
section IV, and we conclude our work in section V.

II. SYSTEM MODEL

For this paper, we adopt a non-cooperative system archi-
tecture [16], as shown in Fig. 2. In this architecture, the LBS
users are directly in contact with the LBS provider with no
middle-man or a third party service provider.

Fig. 2: Non-cooperative system architecture for LBSs.

Assume that the location map is divided into an n×n grid
and a user communicates with an LBS server for a service. At
time tq , the user intends to make his/her q-th query from the
service provider, preserving kq-anonymity. Here, kq quantifies
the privacy protection requirement of the user. This metric
implies that the adversary is not able to identify the real

location of the user with a probability higher than
1

kq
. Hence,

such user needs to transmit kq−1 dummy location to hide its
true location from the observer. Note that by the term location
we refer to the cell in which the user is located. We denote the
set of locations transmitted to the LBS provider at q-th query
by

LSq = {lq1, l
q
2, ..., l

q
kq}. (1)

Also, the real location is shown by rq where rq ∈ LSq . The
probability of location lqx being the real value is shown by

Pr(lqx = rq) for x = 1, ..., kq. (2)

In the next query, the user requires kq+1-anonymity and
queries the location set LSq+1 = {lq+1

1 , lq+1
2 , ..., lq+1

kq+1} from
the LBS provider. The probability of location lq+1

y ∈ LSq+1

being queried consecutively after lqx ∈ LSq is shown by

Pr(lqx ⇒ lq+1
y ) for x = 1, ..., kq. (3)

Furthermore, two types of adversary models are considered
in our work: an active adversary, and a passive adversary. The
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passive adversary can eavesdrop the communication between
the users and the LBS provider. An active adversary, on the
other hand, compromises the LBS provider and has access to
the information stored on the server. In our work, the active
adversary is assumed to be the LBS provider itself.

The adversary is assumed to possess the location map of
the area where the users are distributed. He has access to the
queries made by the users and can record them over time
to obtain the history of the locations where the users have
queried from. Moreover, the adversary can calculate the query
probability of different locations in the map, which is defined
as the number of times a particular location has been queried.
The adversary can exploit the query probability to infer the
probability of a location being genuine or fake in the future
queries. Furthermore, we assume that the adversary has access
to the number of times each path has been traveled on the map.
Therefore, the adversary not only has the data on the number
of queries made on each location, but it is well-aware of the
number of times that a location has been queried consecutively
after the other locations.

III. PRIVACY METRICS AND THE CORRESPONDING
DUMMY LOCATION GENERATION ALGORITHM

In this section, we briefly explain a metric which was
partially developed in [14]. Then, we propose a metric
called transition-entropy for consecutive queries from the LBS
provider followed by proposing a greedy algorithm which can
be applied to any dummy generation method increasing the
transition-entropy while maintaining the high performance in
terms of cell-entropy.

A. Cell-Entropy Metric

Although not mentioned as a metric in [14], cell-entropy
was implicitly proposed as part of the DLS algorithm. We
have named this metric cell-entropy to distinguish it from the
transition-entropy metric proposed in this paper. For a given
location set LSq = {lq1, l

q
2, ..., l

q
kq} which includes the real

location of a user and kq−1 dummies chosen to preserve kq-
anonymity, the set of query probabilities are shown by Bq =
{bq1, b

q
2, ..., b

q
kq} where bqj is the query probability of location

(cell) lqj for j = 1...kq . The query of probability of cell lqj is
calculated by

bqj =
number of queries in lqj

number of queries in whole map
. (4)

The cell-entropy borrows the concept of entropy from infor-
mation theory to quantify the uncertainty in query probability
of the locations in LSq . The cell-entropy metric for location
set LSq can be defined as [14]

h = −
kq∑
j=1

bqj log2 b
q
j . (5)

Intuitively speaking, the larger the cell-entropy, the better the
privacy preservation.

B. Transition-entropy metric for consecutive queries

The main purpose of the metric we propose here is to
provide a benchmark for the comparison between dummy-
based algorithms taking into account the comprehensive side
information we consider in this paper. The metric indicates the
susceptibility of the existing algorithms to attacks on location
privacy of the users as the k-anonymity requirement of the
users can easily be compromised in trajectories. Hence, we
need to develop new algorithms for preserving the location
privacy of the users. We start by illustrating the metric for two
consecutive queries and then generalizing it for trajectories.

Assume that at time tq a user makes its q-th query and has
an anonymity constraint of kq , and requests the service for the
location set of LSq = {lq1, l

q
2, ..., l

q
kq}. The set LSq includes

kq − 1 dummies and the real location of user. Then, at time
tq+1 the user moves to a new location with the anonymity
constraint of kq+1 and makes his (q+1)-th query providing the
server with the location set of LSq+1 = {lq+1

1 , lq+1
2 , ..., lq+1

kq+1}
consisting of the real location of the user and the associated
dummies. The dummies can be generated using any of the
existing algorithms.

Using the sets LSq and LSq+1, we generate a bipartite
graph shown in Fig. 3, where each set forms the vertices at a
side of the graph. We denote the number of times the location

Fig. 3: The bipartite graph generated by the consecutive queries of a user.

lq+1
y ∈ LSq+1 follows the location lqx ∈ LSq by nxy and

assign it to the directed edge connecting lqx to lq+1
y . Also, for

every location lqx ∈ LSq , we denote query probability of the
location lqx by bqx. The query probability of a cell is calculated
by dividing the number of times that cell has been called over
the whole number of queries of the map. This data is calculated
from the history of data LBS provider holds.

We would like to find out how probable it is for each
member of the location set LSq+1 to be the real location of the
user (rq+1) given the location set LSq in the previous query
from the LBS provider. In other words, the aim is to calculate
the posterior probability of the members in LSq+1 with respect
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to LSq . This probability for each member of LSq+1 can be
calculated based on the LSq as

∀ lq+1
y ∈ LSq+1 :

Pr(lq+1
y = rq+1|LSq) (6)

=

kq∑
s=1

Pr((lqs ⇒ lq+1
y ), (lqs = rq)) (7)

=

kq∑
s=1

Pr(lqs ⇒ lq+1
y |lqs = rq)Pr(lqs = rq),

(8)

where the equation (7) is the joint probability of lqs being the
real location of LSq and moving to the location lq+1

y after lqs .
The former probability in equation (8) can be calculated as

∀ lq+1
y ∈LSq+1, ∀ lqx ∈ LSq :

Pr(lqx ⇒ lq+1
y |lqx = rq) =

nxy∑kq+1

y=1 nxy

, (9)

and the latter probability which indicates the normalized query
probability as

∀ lqx ∈ LSq : Pr(lqx = rq) =
bqx∑kq

j=1 b
q
j

. (10)

Note that equation (10) indicates that the posterior proba-
bilities of the cells in LSq are set to the normalized query
probability of the locations. Calculating equation (8) for every
member of the location set LSq+1, the posterior probabilities
of the locations in LSq+1 are derived based on the LSq .
Having these probabilities, we exploit the concept of entropy
to infer the uncertainty in identifying the dummies or the real
location of the users calculated by

h = −
kq+1∑
y=1

Pr(lq+1
y = rq+1|LSq) log2 Pr(lq+1

y = rq+1|LSq).

(11)

We call h, the transition-entropy of the location set LSq+1

with respect to LSq . The transition-entropy metric represents
the uncertainty of identifying the real location by the adversary
in consecutive queries from the LBS provider. Having a
larger value for the transition-entropy indicates that for each
member of LSq+1, the probability of the paths originating
from the LSq to the destination of that member is similar
to the other members of LSq+1. Hence, it would be more
difficult for the adversary to compromise the kq+1-anonymity
of the users based on the transitions made from their previous
query. The formal algorithm for calculating the transition-
entropy of the location set LSq+1 with respect to LSq is
presented in algorithm 1. The main advantages of the metric
are as follows: (i) it considers the performance of the dummy-
based algorithms in trajectories and not just a stationary set
of locations; (ii) it is able to investigate the performance
of the dummy-based algorithms for users with varying k-
anonymity requirements in their trajectory; (iii) it entails many

Algorithm 1: Calculation of transition-entropy for the
location set LSq+1 with respect to LSq .

1 Input: The location sets LSq and LSq+1.
2 Output: The transition-entropy of LSq+1 with respect

to LSq .
3 Initialization: CellSum = 0, h = 0.
4 for 1 ≤ x ≤ kq do
5 EdgeSum = 0
6 for 1 ≤ y ≤ kq+1 do
7 EdgeSum = EdgeSum+ nxy

8 end
9 for 1 ≤ y ≤ kq+1 do

10 Pr(lqx ⇒ lq+1
y |lqx = rq) = nxy/EdgeSum

11 end
12 end
13 for 1 ≤ x ≤ kq do
14 CellSum = CellSum+ bqx
15 end
16 for 1 ≤ x ≤ kq do
17 Pr(lqx = rq) = bqx/CellSum
18 end
19 for 1 ≤ y ≤ kq+1 do
20 Pr(lq+1

y = rq+1|LSq) = 0
21 for 1 ≤ x ≤ kq do
22 Pr(lq+1

y = rq+1|LSq) = Pr(lq+1
y = rq+1|LSq)

23 +Pr(lq+1
y = rq+1|lqx = rq)Pr(lqx = rq)

24 end
25 h = h−
26 Pr(lq+1

y = rq+1|LSq) log2(Pr(lq+1
y = rq+1|LSq))

27 end
28 return h

other factors such as time reachability or direction similarity
considered in other works.

C. Greedy Algorithm

Suppose that at time tq the user has made its q-th query for
the location set of LSq = {lq1, l

q
2, ..., l

q
kq} which includes the

real location and its associated dummies. As the user changes
its location and makes his (q + 1)-th query at time tq+1,
assuming kq+1-anonymity for the user, we wish to generate
the location set LSq+1 = {lq+1

1 , lq+1
2 , ..., lq+1

kq+1} to maximize
the transition-entropy metric. The principal idea is to choose
the members one by one from a pool of dummies such that
they maximize the transition-entropy. The greedy algorithm
is formally presented in Algorithm 2. The algorithm starts
by generating a pool of dummies using the DLS algorithm.
The DLS algorithm has been chosen due to its robust perfor-
mance in terms of cell-entropy. The proposed algorithm here
is applicable for other dummy generation methods as well.
Initially, the location set LSq+1 only includes the real location
of the user at (q+ 1)-th query. The next member is added by
trying out all the members in D and calculating the transition-
entropy of LSq+1 including that member and choosing the one
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Algorithm 2: The proposed greedy algorithm for lo-
cation privacy preservation of the users.

1 Input: kq+1, the location set LSq = {lq1, l
q
2, ..., l

q
kq} in

q-th query, and the location set LSq+1 = {lq+1
1 }

which only includes the real location of the user at
(q + 1)-th query.

2 Output: the location set LSq+1 which includes the
real location and (kq+1 − 1) dummies.

3 Initialization: .
4 D ← generate a pool of 4kq+1 dummies using the

DLS algorithm
5 for 1 ≤ member ≤ kq+1 − 1 do
6 entropy = zeros(1× |D|)
7 for 1 ≤ d ≤ |D| do
8 LSq+1 = LSq+1 ∪ {Dd}
9 entropy[d]←

transition entropy of LSq+1 w.r.t. LSq

10 LSq+1 = LSq+1 − {Dd}
11 end
12 NewMember ←

{member of D which maximize entropy}
LSq+1 = LSq+1 ∪ {NewMember}

13 D = D − {NewMember}
14 end
15 return LSq+1

which maximizes the transition-entropy. Then, we proceed to
the selection of the third member and the same procedure is
repeated until all the kq+1 − 1 dummies are chosen.

IV. PERFORMANCE EVALUATION

A. Experiment Setup

In our experiment, we use the data collected by Geolife
project [17]–[19], which includes the GPS trajectories of 182
users from April 2007 to August 2012 in Beijing, China. We
have conducted our experiments on 1km × 1km central part
of the Beijing map with the resolution of 0.01km × 0.01km
for each grid cell. The location privacy requirement (k) of the
users are investigated for the values 2 to 30. For each value
of k, the algorithms are repeated 3000 times to ensure the
reliability of the results. Although the proposed algorithm and
metric can be used for the users who have varying location
privacy requirements in consecutive queries of the LBS, for
the sake of comparison, we have assumed that the k value
stays the same in consecutive calls for the LBS. Additionally,
the experiments are performed on a PC with a 3.40GHz
core-i7 Intel processor, 64-bit Windows 7 operating system,
and 8.00GB of RAM. Moreover, Python program is used to
implement the algorithms.

B. Cell-Entropy Performance

In order to calculate the cell-entropy metric, the adversary
records the number of times each cell has been queried over

Fig. 4: Comparison of algorithms in terms of cell-entropy for different values
of k.

time, and using this information calculates the query probabil-
ity of each cell. Once the dataset including the real location
and dummies are submitted to the server, the adversary can
calculate the cell-entropy of the user. A higher value for the
cell-entropy indicates more uncertainty in finding the real
location or recognizing the dummies. Therefore, maximum
cell-entropy is desirable to maintain the k-anonymity of the
users.

Fig. 4 represents the comparison of different algorithms in
terms of cell-entropy. The optimal value is achieved when
the k locations queried form the LBS provider all have the

same probability of
1

k
, or equivalently, the location set has

the cell-entropy of h = log2 k. The optimal value is the target
for all the algorithms since it is the maximum entropy that
a location set can achieve. In the random scheme [11], the
dummies are generated randomly which expectedly results in
a lower cell-entropy compared to the other algorithms. As it
can be seen in the figure, the DLS algorithm achieves near-
optimal performance in terms of the cell-entropy. Therefore,
the adversary is unable to compromise the k-anonymity of
the user from the stationary set of locations submitted to
the server using the available query probabilities. The greedy
algorithm can also achieve near-optimal performance. It must
be noted that the proposed greedy algorithm is adaptable to
any dummy generation algorithm, therefore, the reason for a
high cell-entropy performance of the greedy algorithm is that
we have chosen DLS as our baseline algorithm. Hence, if other
algorithms are chosen, the cell-entropy performance must be
evaluated for them as well to ensure the robust performance
in terms of the cell-entropy.

C. Transition-Entropy Performance

The currently established cell-entropy metric only considers
the location privacy for the stationary set of queried locations
submitted to the LBS server, but overlooks the fact that the
adversary has access to the trajectories traveled by the users as
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Fig. 5: Comparison of algorithms in terms of transition-entropy for different
values of k.

well. Fig. 5 compares the performance of different algorithms
in terms of the transition-entropy for a path length of two. For
all the algorithms, based on the value of k, two consecutive
location sets are generated, each including the real location
and its associated dummies.

The optimal value in Fig. 5 corresponds to a scenario in
which all the members in the second location set have the
same likelihood to be queried immediately after the members
in the first location set. The optimal values can be calculated
in a similar way as the optimal number for the cell-entropy
for different values of k. As it can be seen from the figure, the
random scheme has a very poor performance which means that
the adversary can easily recognize most of the dummies from
the transition-entropy even for the two consecutive location
sets queried by the user. It is important to note that although
DLS algorithm achieved a near-optimal performance in terms
of cell-entropy, its transition-entropy performance indicates
that the adversary can violate the location privacy of the
users by calculating the posterior probabilities of location
transitions. The transition-entropy of the proposed greedy
algorithm in this paper is shown to significantly improve the
transition-entropy performance, almost doubling the perfor-
mance compared with the DLS algorithm. In other words,
the k-anonymity requirement is is more likely to be achieved
by the proposed algorithm which leads to a higher location
privacy for the users of LBSs.

V. CONCLUSIONS

In this work, we considered new side information which
can be exploited by the adversary to compromise the location
privacy of the users. We proposed a metric called transition-
entropy to evaluate the performance of the dummy-based
algorithms. The metric is based on the transitions between two
consecutive locations in the map and considers the deplorable
effect of new side information on location privacy of the users.
Furthermore, we developed a greedy algorithm which can
significantly improve the transition-entropy metric for a give

dummy generation algorithm. Performing numerous experi-
ments on a real-life dataset, we demonstrated enhanced per-
formance of the proposed algorithm in terms of the transition-
entropy while also maintaining the high performance in terms
of the traditional cell-entropy metric.
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