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ABSTRACT

In this paper, a novel covert channel, called covert behavior channel, is proposed according to behaviors of network users
to solve the security and efficiency problem of the traditional covert channel. In the proposed channel, operation sequences
of the network protocols are used as carriers of covert information. An encryption-based information embedding scheme
is designed to improve security of the covert information. With the help of Markov model, the capacity of the proposed
covert channel with time-varying noise is derived. The formulation for analyzing the covert behavior channel is presented
against the channel noise aroused by discarding packets. By introducing corrected entropy-based algorithm to detect the
covert behavior channel, the security of the channel is verified. Numerical results show that the proposed covert behavior
channel is more secure than covert storage channels and achieves a better bit rate and robustness than that of covert timing
channels. Copyright © 2016 John Wiley & Sons, Ltd.
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1. INTRODUCTION

The developments of computer networks and intrusion
detection systems are forcing hackers to seek more subtle
ways in stealing information. The network covert channel
is an efficient tool, which allows two cooperating pro-
cesses to transmit information in a manner that violates
the system’s security policy [1]. The network covert chan-
nel works not only as a hacking tool but also an important
approach to transmit secret information such as private
keys. The covert channel technology has become a novel
method for network authentication, copyright protection
and the evidence of cyber crime [2]. As such, the network
covert channel attracts a wide attention.

Traditionally, network covert channels are character-
ized into two types: covert storage channel and covert
timing channel [3]. A covert storage channel involves
direct/indirect writing of a storage location by one pro-
cess and the direct/indirect reading of the storage location
by another process [4]. In a covert timing channel, covert
information is encoded by varying packet rates, which is
equivalent to modulating the transmitting time of pack-
ets [5]. Hence, covert timing channels can convey infor-
mation through the arrival interval of packets, rather than

through the contents of the packets themselves. Generally,
covert timing channels are more secure than covert storage
ones. However, because transmitting time of a packet is
uncertain, varying the quality of network communication
may make the timing channels fail [6]. This limits general
applications for covert timing channels.

Recently, many works are contributed to improving
the stability of the timing channel. An effective approach
is to construct a timing channel by the pattern of arriv-
ing packets that can indicate behaviors of the transmit-
ter [7,8]. Therefore, these covert timing channels can
be viewed as covert behavior channel [9]. Inspired by
the channel designed based on the arrival pattern of
packets, Kundur et al. describe a covert channel imple-
mented through packet sorting pattern [10]. In [10], a
set of n packets can be arranged randomly, the entropy
log2 (n!) can be achieved in the channel. Wolf con-
structs a behavior channel by modulating the pattern
of acknowledge packets [11]. The receiving station can
acknowledge each frame separately or acknowledge the
first frame after several subsequent frames have arrived.
Handel, however, proposed a behavior channel based on
modulating the operators of clear-to-send/ready-to-send
signals [12].
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The pattern modulation of arriving packets typically
results in the traffic with distinctive timing characteristics
that deviates from legitimate traffic. Therefore, statistical
tests that examine the shape and regularity of traffics can
successfully detect these channels [13,14]. To improve
security, the covert behavior channel is no longer lim-
ited to modulating the time feature of packets. Schulz
et al. [15] use the sequence number of the internet protocol
security (IPSEC) authentication header or encapsulating
security payload to transmit covert information. URLs in
HTTP are modulated by [16] to construct a distributed
covert channel. Similarly, the average size of packets, the
ratio of small and large packets, and the change of packet
size patterns can act as carriers of the covert information
[17,18]. In these channels, covert information is embedded
into behaviors of network users. Because of not adopting
the arriving or transmitting time of packets as carrier, these
channels are more secure and effective. However, there is
no general design for these covert behavior channels. The
capacity of a covert channel without noise is intensively
studied in [19,20]. These works usually do not take into
account the noise in covert channel. However, there is a
large amount of time-varying noise in actual covert channel
systems that should not be neglected.

In this paper, to achieve a better trade-off between the
security and effectiveness of the covert communication,
we design a covert behavior channel by using operation
sequences of network protocols. First, we systematically
describe a typical model of covert behavior channel. Sec-
ond, according to this model, we adopted the bi-directional
communication protocol to reduce the error bit. By shar-
ing a secret key between the transmitter and the receiver,
covert information can be encrypted dynamically. Third,
the closed form of capacity for the covert behavior chan-
nel with time-varying noise is derived based on Markov
method. Finally, the robustness is analyzed for the covert
behavior channel against the channel noise aroused by
discarding packets.

Our contributions in this paper are listed as follows:

� We design the covert behavior channel by introducing
the watermark bit embedding technology [21] used
in multimedia steganography. Encryption method
including replacement and scramble is used to keep
security of the covert bit.

� We model the covert behavior channel with time-
varying noise by using Markov chain. A dynamical
channel capacity deriving method is adopted in terms
of conditional probability of different system states,
determined by channel noise.

� The definition of robustness is introduced to measure
the stability of the covert information according to
Wang and Reeves [22] when its carrier is attacked.
The approach is introduced to derive the robustness
of covert information by analyzing the successful
probability of attacking on its carriers.

� Simulations show that the proposed covert behavior
achieves a higher bit rate and better robustness than

that of covert timing channel and is more undetectable
than conventional covert storage ones.

We first present a design of a covert behavior channel
and provide the details of its implementation in Section 3.
In Section 4, the capacity, robustness, and security of
the covert behavior channel are analyzed. The proposed
schemes are evaluated in Section 5. Finally, the conclusion
is given in Section 6.

2. BACKGROUND

Initially, the research on covert channels focuses on sin-
gle systems [23,24]. However, with the advance of the
network technology, covert channels become a pervasive
security threat in the trusted distributed systems. Network
covert channels have been used effectively by attackers to
communicate with compromised hosts for stealing useful
information. On the other hand, many practical tools are
developed by employing covert channel to deliver the pri-
vacy information, such as session password, and authority
information. Generally, these network covert channels are
exploited with a variety of network protocols such as FTP,
TCP, IP, and HTTP [17,18,25,26].

The covert storage channel, in general, adopts the
unused header fields belonging to packets of these proto-
cols that are designed for future protocol improvements to
convey covert data[17,25]. For instance, The ID field in
TCP and the option bits in IP have been used for storage
channels [27]. Nevertheless, these covert storage channels
can be detected easily by observing variations in unused
packet header fields.

When it comes to covert timing channels, users can
transmit covert information through the arrival patterns
of packets, rather than through the contents of the pack-
ets themselves. The typical network timing channels is
the packet sorting channels in which the order of packet
arrival conveys information [10,28]. In addition, the user
of timing channels can also make specific time intervals
to carry covert information. However, these two kinds of
covert timing channel can be effectively stopped by using
a network pump. To countermeasure with the covert chan-
nel, Goldsmith and Varaiya [29] propose network pumps
as intermediaries between networks terminals to filter net-
work packets. Because the pumps can both modify packet
inter-arrival times and reset the unused fields, we can use
pump to defense against timing channels and storage ones.
These defenses are aimed at stopping such channels rather
than detecting them as shown in Figure 1.

To bypass the pump and detection device, instead of
focusing on storage channels and timing channels, we pro-
pose the definition of the covert behavior channel, which
conveys covert information by a sequence of operations.
According to this definition, many network covert timing
and storage channels exited can be considered as the covert
behavior channels. For example, the network timing chan-
nels include packet sorting channels. The covert behavior
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Figure 1. The network pump used to stop a covert storage channel and a covert timing channel. The jamming strategy in net-
work pump is used to reset the reserved bits in the covert storage channel. The receiver buffer and transmitting buffer can work

cooperatively to countermeasure with the covert channel timing.

channel can also be constructed based on arriving pattern
of the packet, which includes packet losing, the sequence
of arriving of network packets. Inspire by this idea, we
design covert behavior channel with the sequence of net-
work commands. From this perspective, covert behavior
channels can be taken as a new covert channel, which has
both features of a timing channel and a storage one.

3. DESIGN OF COVERT
BEHAVIOR CHANNEL

3.1. System model

By bypassing network gateway, the covert channel can be
used to transmit privacy information to the destination.

Figure 2. System model of network covert behavior channel.
A is located in the inner network, and B is outside the inner
network. The dashed line between A and B represents the
covert channel that is realized via operation sequences of net-
work protocol. A deliberately constructs the covert behavior to

divulge information.

Figure 2 shows a typical network covert channel sys-
tem. The transmitter A is supposed to be monitored by
the detector X , which filters each packet emitted from
the network. The receiver B is located in the different
network from A. The covert behavior channel H is con-
structed by A to communicate with B for the purpose of
bypassing the detector X , which is shown as a dashed line
in Figure 2.

In the covert behavior channel, behaviors of network
users, such as downloading file, verifying accounts, or
viewing web pages, are used as carriers to transmit
secret information. These behaviors can be implemented
by sequences of operations (or parameters) of network
protocols, for example, Pop3. When the transmitter A
exchanges information with the receiver B by this proto-
col, covert information carried by operation sequences is
transmitted simultaneously. To do this, we install the client
and server of the network protocol in A and B, respec-
tively. A communicates with B with selected sequences of
operations (or parameters) of the network protocol to trans-
mit secret information. Through decoding these operation
sequences, B obtains the covert information.

3.2. Communication protocol design

In this section, we describe techniques used to maintain
synchronization. Generally, the covert channel is uni-
directional [22]. Because in these covert channels the
receiver cannot echo any information to the transmitter,
network errors, like losing packets and transmitting time-
out, would cause an entire bit error of covert information.
This is the primary reason for instability of the traditional
covert channel.

To construct a stable communication protocol for
the covert behavior channel, we design bi-directional

Security Comm. Networks 2016; 9:2359–2370 © 2016 John Wiley & Sons, Ltd. 2361
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Figure 3. The bi-directional protocol of the covert behavior channel. Acknowledge packets are designed to inform the transmit-
ter whether the receiver has received covert information correctly. A frame of covert information is composed of data bits,

synchronization bits, and error-correcting bits.

communication protocol for covert behavior channel.
As the unidirectional covert channel causes the loss of
covert bit, we construct an acknowledge scheme. The
receiver monitors each operation sequence received to
determine the correctness of the covert information. Then,
the receiver informs the covert transmitter whether the
received information is correct by using acknowledging
scheme. The acknowledging scheme is implemented by
using the acknowledging operations of the network proto-
col. Taking transmission control protocol (TCP) for exam-
ple, we select different acknowledge operations of TCP to
inform the transmitter whether the covert information is
received correctly, as shown in Figure 3.

In addition, the covert communication may not always
accompany with the normal communication. There are
only some particular periods used for transmitting covert
information. Such a covert communication model is very
effective for escaping from the monitor. However, this
model also makes it more difficult for the receiver of the
covert channel to be aware when the covert communication
starts. To guarantee that the receiver can perceive the start
and end of the covert communication, we specify two net-
work behaviors to indicate the starting and ending of covert
communications.

To reduce the spreading of the bit error, the covert mes-
sage for transmission is subdivided into smaller blocks,
called frames. An example frame consists of data bits,
synchronization bits, and error-correcting bits.

3.3. Information embedding scheme

As it is known, sequences of system calls can indicate
behaviors of users in the operation system. Similarly,

the operation sequences of network protocols can also
reflect the behaviors belonging to users. For instance,
the behavior downloading a file in file transfer protocol
(FTP) can be accomplished by the operation sequences:
{CD, GET , BYE}. Our covert behavior channel exploits the
operation sequences as the carrier.

To construct a covert behavior channel, we design the
information embedding scheme for the covert transmitter
as the following three steps. First, we specify a numeric
table W = {w1, w2, w3, : : : , wn}, where wi = i, 1 6 i 6 n.
Each element in W is assigned with an operation sequence,
which is used as the carrier of covert information. As
shown in Figure 3, taking FTP as example, we construct
the table W = {{CD, GET , BYE} = 1, {CD, PUT , BYE} =
2, {CD, CD, BYE} = 3, : : : , n}. In this way, the operation
sequence of the system is encoded with consecutive num-
bers. Second, we adopt S = {s1, s2, : : : , sL–1} as the code
set with L code words, where si = i, 0 6 i 6 L – 1. At last,
we map covert information coding with the code words in
S to the set W.

As shown in Figure 4, to map the symbol i (i 2 S) to
the element in W. We partition W into M subsets, whose
length is equal to that of S. As a sequence, the length of the
W should be deliberately designed as times the length of
the S so that M can be guaranteed as an integer. Then, the
mapping function E(i, K) is adopted as

E
�
i, Kj

�
=
�
Kj – 1

�
� L + O(i) (1)

where Kj is the password used to ensure the security of the
covert information, generated by

Kj = C0 + Rj (2)
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Figure 4. An example of information embedding scheme that
maps 1 in S to 4 in W. Kj is used to select the subset set to be

3, and O is used to inverse the position of elements.

where C0 is a constant, Rj is a pseudorandom sequence,
and j is an integer. The rule for generating Rj is negotiated
by the transmitter and receiver. O(i) is given as

O(i) = (L – 1) – i mod L (3)

Therefore, (Kj – 1) � L in Equation (1) is used to find the
subset in W for the symbol i.

Before covert communication, the transmitter of the
covert channel sends the information of W, S, and the
rule of generating Kj to the receiver, and the receiver is
to decode the covert bit from received operation sequence.
After receiving the signal, the receiver recovers it by a
decoding function, given as

D
�
s, Kj

�
= O

�
s –
�
Kj – 1

�
� L

�
(4)

where s is the received signal.
For validating the correctness of the information

embedding scheme, we give Theorem 1.

Theorem 1. Given any L > 0, Kj > 0, and a covert signal
i, D

�
E
�
i, Kj

�
, Kj
�

= i.

Proof. For any i > 0, we can find a unique integer a > 0
and a unique integer 0 6 b 6 L satisfied

E
�
i, Kj

�
= a � L + b (5)

Let the received signal be s, then s = E(i, Kj). According to
(2) and (1), s can be given as

s =
�
Kj – 1

�
� L + L – 1 – i mod L (6)

Substituting (6) into (4) yields

D
�
s, Kj

�
= g

��
Kj – 1

�
� L + L – 1 – i mod L, Kj

�
(7)

Let a = Kj – 1, b = L – 1 – i mod L. Combining (4) and (7)
yields

D
�
(a � L + L – 1 – i mod L, Kj

�
= O (b) (8)

According to (1), O(b) can be obtained by

O(b) = L – 1 – (L – 1 – i mod L) mod L = i (9)

Hence, D(s, Kj) = i. This completes the proof of
Theorem 1.

4. PERFORMANCE ANALYSIS

4.1. Capacity analysis

As mentioned in Section 1, most of the works on capac-
ity analysis of the covert channel are performed under
the assumption that the channel is noiseless. However, the
network is a very complex system, in which network traf-
fics and structures vary with time frequently. This leads to
packet loss, packet retransmission, and disorder of arrival
packets, which bring noises to covert channels. Even the
covert channel designed with a connected protocol like
FTP may also be affected by these noises. For example, the
operator sequence {CD, GET , POST} may be received as
{CD, GET} after the packet with the operation POST lost.

We design the covert behavior based on the network
protocol-based connected transport mode, which trans-
mits packets according to the packet order. Then, we can
extract the operation in terms of the sequence number
of the TCP, and the operator sequence received would
be ordered. Therefore, covert behavior channel cannot be
interfered by the noise aroused by disorder of the packets.
In addition, we adopt the coding method with the equal
operation length (Section 3.3). As shown in Figure 5, if a
packet is lost, wi would be received as wj. Thanks to the
sequence number of the TCP packets, we can perceive the
occurrence of the losing packet, thus not to take the first
operation in wi+1 as the last one in wi. As a result, the

Figure 5. A noisy covert behavior channel model with the binary
coding scheme. After the packet is lost, the received operation
sequence wj becomes shorter than that of the original one wi.
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Figure 6. The model for the covert behavior using Markov chain
with finite states.

length of the operation sequence wj is less than that of the
elements in W. In this case, The wj can be interpreted as
0 or 1 with the same probability, which does not rely on
the parameter K. Hence, the covert behavior channel with
noise adopting binary coding scheme can be taken as a
Z-channel.

However, the noise in the covert behavior is time vary-
ing, which leads to the changing of the bit error rate. Being
different with the noise, the bit error rate is not time vary-
ing. It changes only if the noise shifts considerably. As a
result, the noise can be graded to several levels. In terms
of these levels, a covert channel system can be modeled in
several states. In fact, the next state of the system relies on
the previous and initial state. Furthermore, the transition
probabilities of these states are independent of the input
and output, and the covert behavior is a Z-channel. Thus,
we model the covert behavior channel with time-varying
noise as a Markov chain with finite states in the space
U = {s1, : : : , sN}. These states correspond to N differ-
ent discrete memoryless channels, forming an irreducible,
periodic, stationary Markov chain [29,30], as shown
in Figure 6.

We define the state at time n of the Markov chain as‰n,
which is positive recurrent and ergodic. Let P be the matrix
of transition probabilities for ‰n, so

Pkm = p (‰n+1 = sm|‰n = sk) (10)

where sk, sm are states in U.
The input and output of the covert behavior at time n are

denoted as xn and yn, respectively. Then, according to the
conditional input/output probability at time n, we have

p (yn|xn,‰n) =
X
k2N

pk (yn|xn) I (‰n, sk) (11)

where pk (y|x) = p (y|x,‰ = sk), I(‰n, sk) is an indicator
function given as

I(‰n, sk) =

�
1,‰n = sk
0,‰n ¤ sk

(12)

We use the notation rn �= (r1, ..., rn) for r = x, y or ‰.
Because the state at time n+1 is independent of previous
input/output pairs when conditioned on ‰n, we have

p
�
‰n+1|‰n, xn, yn� = p (‰n+1|‰n) (13)

Because these channels are memoryless, then

p
�
yn+1|‰n+1, xn+1,‰n, xn, yn� = p (yn+1|‰n+1, xn+1)

(14)
If we assume that the xn’s are independent of the past
input/output, it follows that

p
�

yn+1, xn+1
ˇ̌
‰n+1,‰n, xn, yn� = p

�
yn+1, xn+1

ˇ̌
‰n+1

�
(15)

From (13) and (15), we obtain

p
�

yN , xN
ˇ̌̌
‰N

�
=

NY
n=1

p
�

yn, xn
ˇ̌
‰n
�

(16)

Similarly, from (14) and (15) we can obtain

p
�

yn+1
ˇ̌
‰n+1,‰n, yn� = p

�
yn+1

ˇ̌
‰n+1

�
(17)

We denote conditional state distributions by the N-
dimensional random vectors �n = (�n(1), ...,�n(N)) and
�n = (�n(1), ..., �n(N)), respectively, where

�n(k) = p
�
‰n = sk

ˇ̌
yn–1

�
(18)

�n (k) = p
�
‰n = sk

ˇ̌
xn–1, yn–1

�
(19)

Then, the capacity of covert behavior channel with time-
varying noise is given by Theorem 2.

Theorem 2. A time-varying noise covert behavior chan-
nel, with common finite input and output alphabets denoted
by X and Y, which capacity is given as

C =
1

n

nX
i=1

 
– log

NX
l=1

p (yi|‰i = sl) �i (l) +

log
NX

l=1

pl (yi|xi)�i (l)

! (20)

where N is the number of state and xi and yi are the
elements in X and Y.

Proof. Let Xn and Yn be the input and output sequence
of the covert behavior channel. Hence, Xn can be defined
as the set {x1, x2, : : : , xn}, in which all xi, 1 6 i 6 n
has N possibility. Given any Xn and Yn, there is a mutual
information I (Xn; Yn), which is the amount of information
transmitted by the channel. Thus, if a Xn is chosen from
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all the input sequence that leads to the mutual informa-
tion achieving its maximum value, then a maximum of the
mutual information can be considered as the capacity of
the covert channel, given by

C = lim
n!1

max
�(Xn)

1

n
I
�
Xn; Yn� (21)

where � (Xn) is the set of all input distributions on
Xn, I (Xn; Yn) is mutual information, which can be
expressed as

I
�
Xn; Yn� = H

�
Yn� – H

�
Yn|Xn� (22)

where H(Y) = E (– log p (y)) and H (Y |X) =
E (– log p (y|x)). By using information theory, we have

H
�
Yn� =

nX
i=1

H
�

Yi|Y
i–1
�

(23)

H
�
Yn|Xn� =

nX
i=1

H
�

Yi|Xi, Yi–1, Xi–1
�

(24)

Substituting (23), (24) in (22) yields

C = lim
n!1

max
�(Xn)

1

n

 nX
i=1

H
�

Yi|Y
i–1
�

–
nX

i=1

H
�

Yi|Xi, Yi–1, Xi–1
�! (25)

Because the definition of the entropy is

H
�

Yi|Xi, Xi–1, Yi–1
�

= E
�

– log p
�

yi|xi, xi–1, yi–1
��

(26)

In terms of (11) and (24), we have

E
�

– log p
�

yi|xi, xi–1, yi–1
��

=

E

 
– log

NX
l=1

p (yi|xi,‰i = sl)p
�
‰i = sl|x

i–1, yi–1
�! (27)

Also, by (16), (17), and (23), H(Yi|Yi–1) can be expressed
as

H
�

Yi|Y
i–1
�

=

E

 
– log

NX
l=1

p (yi|‰i = sl)p
�
‰i = sl|y

i–1
�! (28)

Substituting (27), (28) in (25) yields

C = lim
n!1

max
p(Xn)

1

n

nX
i=1

 
E

 
– log

NX
l=1

p(yi|‰i = sl)�i(l)

!

– E

 
– log

NX
l=1

p(yi|xi,‰i = sl)�i(l)

!!

(29)

because �i(l) and
NP

l=1
p(yi|‰i = sl) are constants, and

E

 
– log

NX
l=1

p (yi|‰i = sl)�i (l)

!
=

 
– log

NX
l=1

p (yi|‰i = sl)�i (l)

! (30)

Also,

E

 
– log

NX
l=1

p(yi|xi,‰i = sl)�i(l)

!
=

– log
NX

l=1

p(yi|xi,‰i = sl)�i(l)

(31)

Thereby, Equation (20) holds. This completes Theorem 2.
Theorem 2 gives a method to estimate the capacity of

the covert behavior channel. In Equation (20), the com-
putations of �l and �l are key steps. In what follows, we
give a recursive method to calculate them. According to the
Bayes ruler, we have

p
�
‰i|x

i, yi
�

=
p (yi|‰i, xi) p(xi|xi–1)p

�
‰i|xi–1, yi–1

�
p
�

xi–1, yi–1
�

p
�
xi, yi

�
(32)

In (32), p
�
xi, yi� can be given as

p
�

xi, yi
�

=
NX

l=1

p
�

xi, yi,‰i = sl

�
(33)

By (11) and (14), it follows that

p
�

xi, yi
�

=
NX

l=1

p (yi|xi) p
�

xi|x
i–1
�

p
�
‰i = sl|x

i–1, yi–1
�
�

p
�

xi–1, yi–1
�

(34)
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Substituting (34) in (32) yields

p
�
‰i|x

i, yi
�

=

p (yi|‰i, xi) p
�
‰i = sj|xi–1, yi–1

�
NP

j=1
p
�
yi|xi,‰i = sj

�
p
�
‰i = sj|xi–1, yi–1

� (35)

For a particular state l, we have

�i+1 (l) =

NP
j=1

pj (yi|xi)�i (j) Pjl

NP
l=1

pl (yi|xi)�i (l)

(36)

Similarly, we can obtain the recursive formula to compute
�

�i+1 (l) =

NP
j=1

pj
�
yi|‰i = sj

�
�n (j) Pjl

NP
l=1

pl
�
y|‰i = sj

�
�n (l)

(37)

The initial value for � and � can be given as

�0 =
�
p(‰0 = s1), p(‰0 = s2), ..., p(‰0 = sN )

�
(38)

4.2. Robustness analysis

The robustness of the embedded information bit is the abil-
ity to protect the covert information from interferences
with the carrier objects. The bit error of covert information
mainly comes from the transmission errors, such as packet
losing or timeout. Let X be the covert bit sent and Xi be
the signal received. Then, we define robustness of X as the
probability Pr

�
Xi – X = 0

�
. Then, we obtain Theorem 3.

Theorem 3. Given a covert behavior channel, after
attacked by losing packets, the lower bound and upper
bound of the robustness for a covert information are�

1 – 2
N

�
+ 2

N �
1
L and 1, respectively.

Proof. According to Sections 3.3 and 4.1, the robustness
of covert information is determined by whether the car-
rier can be attacked successfully by discarding packets. As
shown in Figure 4, by taking wi as the carrier of the covert
bit, the probabilities that wi is attacked successfully are
shown in Table I.

In Table I, the second column is the permutation number
of remaining operations in wi after discarding packets, and
the third column is the probability that wi is attacked suc-
cessfully. N is the total number of the operation sequences,
and L is the length of the operation sequence. Thus, the
average probability that wi is attacked successfully can be
written as

Table I. Robustness of the covert behavior channel.

Losing packet numbers Permutations Pr_suc

1 (L – 1)*N L/NL

2 2*(L – 2)*N2 L*(L – 2)/NL

3 3*(L – 3)*N3 L*(L – 3)/NL

... ... ...
L-2 (L – 2)*1*NL–2 (L – 2)*2/NL

I =
N

NL C1
L + N2

NL C2
L + � � � + NL–1

NL CL–1
L

L – 1

=
NC1

L + N2C2
L + � � � + NL–1CL–1

L

NL � (L – 1)

(39)

According to binomial theorem, we have

I =
(N + 1)L – NL – 1

NL (L – 1)
(40)

where L > 2. let f (x) = (N+1)x–Nx–1
Nx(x–1) , then

f 0(x) =
Nx (–(1 + N)x + Nx – 2N + 1)

(Nx(x – 2))2
+

Nx log N (xN + x – 2)

(Nx(x – 2))2
< 0

(41)

Assuming x = 2, we can obtain the maximum of the robust-
ness I = 2

N . When x approaches infinity, the limitation of I
can be expressed as

lim
x!1

(N + 1)x – Nx – 1

Nx (x – 1)
= 0 (42)

After wi is successfully attacked, it will be received as wj
as shown in Figure 4. According to the definition of the
robustness, we can conclude that the upper bound of the
robustness is 1 and the lower bound is

Pr
�

Xi – X = 0
�

=

	
1 –

2

N



+

2

N
�

1

L
(43)

This completes Theorem 3.

4.3. Security analysis

To detect the covert channel, a widely adopted approach is
introduced by Steven in [13] to recognize covert network
flows with corrected entropy. In this approach, the change
of the corrected entropy provides a critical clue for covert
channel detection. The detection idea can be described by

CCE (Xm|Xm–1) = CE (Xm|Xm–1) +

perc (Xm) EN (X1)
(44)

where CCE is the corrected conditional entropy, EN and
CE represent the estimates of the entropy and conditional
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Figure 7. The corrected entropy of the behaviors based on file
transfer protocol with m = 5 and w = 2000.

entropy, and m is the operation sequence length, which
means the number of the operators belonging in the
sequence, and Xm is the number of unique patterns with
length m, and perc (Xm) is the percentage of pattern Xm
in all pattern. The minimum of the corrected conditional
entropy is considered to be the best estimate of the entropy
rate with the available data.

For analyzing the security of the behavior channel
towards this detection approach, we conduct our detec-
tion experiment. Figure 7 shows the behavior of covert
traffic generated by our proposed method along with the
legitimate traffic observed. The corrected entropy curve of
covert traffic is nearly identical to that of legitimate traf-
fic except that the length of operator sequence is 2. If the
sequence length is set as 5 or more than 5, the detector
fails to discriminate a covert traffic from the legitimate
traffic. As a result, it is very difficult for the algorithm
to differentiate the traffic containing covert channel from
legitimate traffic.

5. SIMULATION RESULTS

The simulation environment is set up according to
Figure 2. In the covert behavior channel, four behaviors are
chosen as carriers, which are downloading files, uploading
files, transmitting files, and changing direction. To produce
a significant amount of operation sequences, we select
about one million FTP packets as samples from the data
set NZIX-II [31]. Then, we select the operation from the
data set to comprise the four different behaviors. A 0.5-
M file is specified as the covert information. To compare
the performance of covert behavior with the representa-
tive covert channels, we also implement the covert channel
covert TCP according to [32] and IP covert timing channel
(IPCTC) according to [7], shown as Figure 8.

In order to construct a noisy covert behavior channel,
we inject noise data chosen from the mentioned data set

Figure 8. Simulation environment of the different covert chan-
nels.

Figure 9. Capacity of the covert behavior channel with
different noises.

into the channel. We break the covert behavior channel
into blocks of 300 packets and randomly replace blocks
of the covert traffic with the non-covert traffic until we
achieve three of our desired noise levels, which are no
noise, 20% noise, and 40% noise. Therefore, there are three
noise states in our system. We mix packets of these three
states randomly to construct three testing environments, in
which proportions of the noise are 1%, 10%, and 50% to
indicate the communication environments with low noise,
middle noise, and heavy noise. We, first, probe the approx-
imative probability of occurrence of the three noise states
(0, 20%, and 40%) in our laboratory, respectively. Then,
the transmitting probabilities of states are recorded as the
matrix of transition probabilities, as mentioned in (10). we
arrange the proportion of packets, which satisfy the matrix
of transition probabilities constructed, to used as the input
of our covert behavior channel. Figure 9 shows the capac-
ity curves of the proposed covert behavior channel. These
curves are obtained by the approximate expression given
by (21). We can notice that with the increase of the noise,
the performance of capacity becomes worse.

Figure 10 shows bit rate curves of the covert behavior
channel, IPCTC, and covert TCP in the network environ-
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Figure 10. Achieved bit rate of three covert channels with
10% noise. TCP, transmission control protocol; IPCTC, IP covert

timing channel.

ment with 10% noise. From Figures 9 and 10, it follows
that the analytical results and the simulation results are
consistent, which validate the correctness of our derivation.
According to Figure 10, the bit rate of covert TCP outper-
forms that of our proposed covert behavior channel. The
reason is that we need several packets to transmit a covert
bit in covert behavior channel. However, in the covert TCP,
a packet can carry one covert bit. We can also notice that
bit rates of the covert behavior channel and covert TCP is
much larger than that of the covert timing channel, which
is because the bit rate of timing channel is restricted from
the time interval of arriving packets.

To evaluate the complexity of algorithms of construct-
ing the given three covert channels, we adopt the total time
of computation as the indicator. A thread is installed in the
each node (transmitting node and receiving node) to count
the time required for embedding and extracting the covert
information. We collect the time from each node, and the
results are listed as Table II.

From Table II, we notice that IPCTC and covert behav-
ior channel need less time for a transmission. The reason
is that the implement of a covert TCP generally involves
the link level programming, which requires packets to be
moved from one buffer to another thus bringing time delay
to the transmission.

We construct the scenario to evaluate the robustness
of the covert behavior channel towards discarding packet
. All network packets from client A to the server B are
stored and forwarded by X . After receiving packets from

A, X delays and discards them randomly. We run covert
TCP, IPCTC, and the covert behavior channel for 20 times
to transmit files respectively. Figure 11 shows the aver-
age bit error rate acquired in B of the three channels.
The impact of the random delays and packet losing on
the IPCTC is much larger than that of the covert behavior
channel and Covert TCP. By analyzing log files, we notice
that one bit is error in IPCTC will cause error of the suc-
cessive bits. Furthermore, robustness performance of the
covert behavior channel is better than that of Covert TCP,
which is attributed to the synchronization and the error-rate
correcting scheme.

Table III shows detection rate of two detection algorithms,
the entropy-based approach and Kolmogorov–Smirnov
test, on different covert channels with a 2000-packet detec-
tion window. In terms of the performance on detection rate
and false report rate, we select the threshold KSTest >
0.35 for the Kolmogorov–Smirnov tester according to [13]
and CCE = 1.5, 2.2 and 1.4 to detect the three covert
channels for the entropy-based tester. The recognition rate
of IPCTC and covert TCP is more than 90%. The traf-
fic distribution of an IPCTC is different with that of the
legitimate traffic, which makes it easy to be identified by
entropy-based detector and Kolmogorov–Smirnov tester.
In a covert TCP channel, positions for storing covert infor-
mation in a packet are set to be default values in legitimate
traffic. Hence, these two detectors work very well in recog-
nizing the channel. However, these two algorithms fail in
finding a covert behavior channel because the distribution

Figure 11. Robustness of covert channels against the attacking
of discarding packet. TCP, transmission control protocol; IPCTC,

IP covert timing channel.

Table II. Complexity comparison of constructing covert channels.

Covert channel Covert bit/transmission Time/transmission (ms)

Covert behavior channel 0.33 1.83

IPCTC 1 1.88

Covert TCP 1 2.89

IPCTC, IP covert timing channel; TCP, transmission control protocol.
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Table III. Detection result of the covert behavior.

Entropy-based test Kolmogorov–Smirnov test

Accuracy (%) False report (%) Accuracy (%) False report (%)

Proposed covert behavior channel 73.5 16 66 21
Covert TCP 97.4 9 94 14
IPCTC 92.1 14 90.1 16

IPCTC, IP covert timing channel; TCP, transmission control protocol.

of covert traffic is close to that of the legitimate one, which
is caused by the encryption method.

6. CONCLUSION

In this paper, we present a network covert behav-
ior channel. The operation sequence of the network
protocols is used to transmit secret information. To
ensure the security of covert behavior channel, modula-
tion algorithm with encryption is designed. A Markov
model is used to derive the capacity of covert behav-
ior channel with time-varying noise. Compared with the
covert timing channel, the capacity of covert behavior is
improved significantly. The quantity analysis on robust-
ness is conduct on the covert behavior channel under the
attacking of discarding packets. Moreover, the experi-
mental method proves that the covert channel is unde-
tectable to the effective covert channel detector. Evaluation
results show that the covert behavior channel is secure
and effective.
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